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context of Industrial Security when connecting your equipment to other parts of the
plant, the enterprise network or the Internet. Further information can be found
under the Iltem-ID 50203404.

http://support.automation.siemens.com/WW/view/en/50203404

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824


http://support.automation.siemens.com/WW/view/en/24023824
http://support.automation.siemens.com/WW/view/en/50203404

Copyright © Siemens AG 2013 All rights reserved

SIEMENS

SIMATIC PCS 7 V8.0 SP1
PCS 7 Minimal Configurations

Application Description

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824

Minimal Configurations
An Overview

General/Optional
System Settings

ES/OS Stand alone
Systems

ES/OS-Client
and OS Server

ES, OS-Master
and OS Standby

ES/OS-Master
and OS-Standby

Expansion by
PCS 7 Web option

History

0 N oo a0 A~ 0 DN



Copyright © Siemens AG 2013 All rights reserved

Warranty and liability

Warranty and liability

NOTE

The Application Examples are not binding and do not claim to be complete
regarding the circuits shown, equipping and any eventuality. The Application
Examples do not represent customer-specific solutions. They are only intended
to provide support for typical applications. You are responsible for ensuring that
the described products are used correctly. These application examples do not
relieve you of the responsibility to use safe practices in application, installation,
operation and maintenance. When using these Application Examples, you
recognize that we cannot be made liable for any damage/claims beyond the
liability clause described. We reserve the right to make changes to these
Application Examples at any time without prior notice.

If there are any deviations between the recommendations provided in these
application examples and other Siemens publications — e.g. Catalogs — the
contents of the other documents have priority.

We do not accept any liability for the information contained in this document.

Any claims against us — based on whatever legal reason — resulting from the use of
the examples, information, programs, engineering and performance data etc.,
described in this Application Example shall be excluded. Such an exclusion shall
not apply in the case of mandatory liability, e.g. under the German Product Liability
Act (“Produkthaftungsgesetz’), in case of intent, gross negligence, or injury of life,
body or health, guarantee for the quality of a product, fraudulent concealment of a
deficiency or breach of a condition which goes to the root of the contract
(“wesentliche Vertragspflichten”). The damages for a breach of a substantial
contractual obligation are, however, limited to the foreseeable damage, typical for
the type of contract, except in the event of intent or gross negligence or injury to
life, body or health. The above provisions do not imply a change of the burden of
proof to your detriment.

Any form of duplication or distribution of these Application Examples or excerpts
hereof is prohibited without the expressed consent of Siemens Industry Sector.
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Preface

Purpose of this document

Typical PCS 7 systems have at least one ES (Engineering Station) on the PC side,
one or more possibly redundant servers, as well as several OS clients (Operator
Stations). Apart from the maximum availability of process control and data
acquisition, the predominant option here is loading program changes or
expansions quickly into the running process with out any interference.

In comparison, small systems or stand alone units tend to work with extremely little
maintenance requirements after commissioning. To reaching a high efficiency
requires being able to work with as few PC stations as possible. It therefore makes
sense to use the rarely used ES as an OS in process mode.

This document is meant as a selection aid during research for the suitable PC
configuration for small plants. Various minimal configurations (up to a maximum of
three PCs) are compared regarding their functionality. Since the respective PCS 7
configuration is not a focus of the system documentation, the activities necessary
for the setup are given in form of detailed step-by-step instructions.

Main contents
The main focus is on the following points:

e Configuration comparison regarding functionalitiy

e Activities for engineering of the various configurations

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824 5
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1 Minimal Configurations - An Overview

1 Minimal Configurations - An Overview

Based upon using the Engineering Station as an Operator Station in process
mode, or realizing several OS with as few PCs as possible, various constellations
are possible. The following variants were selected according to feasibility and
sensibility within the context of PCS 7.

In connection with the configurations shown here, possible solutions are described,
where the configurations do not differ considerably.

Generally, when using the engineering computer as OS, certain functionality losses
must be taken into account, as for certain activities the OS project must be closed.
This will also be discussed below in more detail.

1.1 ES/OS Stand-alone Systems

The smallest of all possible configurations requires only one PC station.

Figure 1-1

ES/0OS

Process mode / functionality

Since version 6.1 of PCS 7, the OS project can also be compiled while Runtime is
activated (delta compilation). This provides the operator function and archiving
functions permanently.

NOTE The description and configuration instruction for this configuration is available in
chapter 3 ES/OS Stand-alone Systems.

Alternatives / variations

Alternatively, the complete SIMATIC PCS 7 BOX package is also an option. It
combines the AS, the OS and the ES in a compact PC system. A PROFIBUS
interface for connecting the decentralized process periphery is also integrated.

NOTE The stand-alone system ES/OS can also be expanded by the PCS 7 OS Web
server functionality. The respective instruction can be found in chapter 7
"Expansion by PCS 7 Web Option"

PCS 7 Minimal Configurations
8 V4.4, Item-ID: 24023824
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1 Minimal Configurations - An Overview

1.2 ES/OS Client and OS Server

With an additional PC station as the OS server, there is the option of using the ES
as the OS client. It accesses the data of the OS server in process mode and
visualizes the data.

Figure 1-2

Terminal bus

ES / O5-Client (O]

Process mode / functionality

For PCS 7, the OS server can be used for operator functions if a maximum of four
OS clients are connected. During server failure, however, the complete OS
functionality fails in this example. Furthermore, the OS client must be closed for
later OS project changes. However, the OS server continues working during
compiling/loading of changes.

NOTE The description and configuration instruction for this configuration is available in
chapter 4 “ES/OS Client and OS Server”.

Alternatives / variations

Another advantage of this configuration is the option of connecting further clients to
the OS server in a relative simple and cost-effective way.

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824 9
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1.3 ES, OS-Master and OS- Standby

The PCS 7-conform realization of the OS redundancy requires three PC stations.
The ES then only fulfills engineering tasks and is only used for testing OS functions
during that time.

Figure 1-3
Terminal bus
ES | 0OS-Master | 0OS-Standby |
_i _i Redundancy _i
— _i_ | —
Z0M-Cable

Process mode / functionality

Since the ES is not involved in the process mode, the operator functions of both

OS Single Stations are permanently available. Even during a complete download
of project changes, one OS always remains active. The redundancy provides for
mutual synchronization. Online as well as after failure of one of the partners.

The COM-Cable (RS 232 Connection) is used for optimization of internal
communication between both OS Single Stations.

From PCS 7 V7.0 it is also possible to implement the redundancy connection via
an Industrial Ethernet connection (BCE or CP1613/CP1623) instead of the COM
connection.

NOTE The description and configuration instruction for this configuration is available in
chapter 5 “ES, OS-Master and OS-Standby”.

Alternatives / variations

The low-maintenance systems focused on in this documentation often do not
require a permanent ES. If a temporary ES is hired for configuration,
commissioning and project changes.

The theoretical expansion with additional OS clients is not possible without
problems in this example, as the two OS have not been installed server operating
systems.

PCS 7 Minimal Configurations
10 V4.4, ltem-ID: 24023824
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1 Minimal Configurations - An Overview

1.4

ES/OS-Master and OS-Standby

For this configuration with two redundant OS single-user systems one of both
stations is simultaneously used as ES, which saves a separate third station.

Figure 1-4

Terminal bus

ESf OS-Master
. |_i| Fedundancy
|

COM-Cable

| 03-Standby

Process mode / functionality

NOTE

In this example, both PC stations work as redundant stand-alone OS stations in
process mode, which mutually synchronize each other during operation as well as
after failure of one of the partners. This also becomes relevant during later OS
project changes for which the master OS needs to be terminated. In this case, the
standby OS takes on the master role. It continues working during
compiling/downloading of the changes and updates the redundancy partner after
its return.

The COM-Cable (RS 232 Connection) is used for optimization of internal
communication between both OS Single Stations.

From PCS 7 V7.0 it is also possible to implement the redundancy connection via

an Industrial Ethernet connection (BCE or CP1613/CP1623) instead of the COM
connection.

For a complete download, the OS project must be deactivated and closed on both
stations. During this time, no OS functionalities are available.

This architecture does not provide the full PCS 7 functionality because the
redundancy is setup based on WinCC tools.

The respective restrictions during process operation and differences in system
behavior can be found together with description and configuration instruction in
chapter 6 "ES/OS-Master and OS-Standby".

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824 11
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1 Minimal Configurations - An Overview

Alternatives / variations

12

NOTE

In order to achieve a PCS 7-compliant configuration of the OS redundancy, it is
recommended to use three PC stations. With the change of the license concept as
of PCS 7 V8.0, the same side of license packages is required for this purpose. The
configuration of the redundancy with two PC stations is partly limited (see chapter
6.1 Configuration Description) and only saves you one hardware compared to the
PCS 7 compliant configuration with one separate ES and two redundant single
stations (see chapter “1.3 ES, OS-Master and OS- Standby*).

The stand-alone system ES/OS can also be expanded by the PCS 7 OS Web
server functionality. The respective instruction can be found in chapter 7
"Expansion by PCS 7 Web Option".

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824
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2 General/Optional System Settings

2 General/Optional System Settings

The relevant cross-configuration system settings are suggested below.

21 Bus Connection of the PC Stations

Plant bus (system bus)

In the ES as well as in each server, a network card in “Configured Mode” is
employed for the plantbus. On this network card, only the ISO protocol is activated
for Windows. If a CP 1623 exists, it is used as access to the plantbus. The
configuration occurs in SIMATIC NetPro and HW Config.

Terminal bus

Apart from the configuration with only one ES/OS single station, all other PC
stations are also linked with the terminal bus. The required second network card of
ES and the server is set to “PG operation”. In SIMATIC NetPro and HW Config this
card is not configured. PCS 7 finds this network access via the computer names or
the paths for the target computer, which must be entered at the Object Properties
of the PC station. For this network card, only the TCP/IP protocol (no ISO) is
activated for Windows.

Client-PC stations are generally only equipped with a network card that connects
them to the terminal bus. For this network card, only the TCP/IP protocol (no 1SO)
is activated for Windows.

2.2 WinCC Autostart

This document contains the step-by-step instructions, that the OS project in the
WinCC Explorer is opened on the OS servers and clients for the purpose of
activating Runtime.

In the system this should be avoided, as normally no configuration licenses (RC
licenses) exist on the OS. If the WinCC Explorer is hereby opened for more than
two hours, WinCC goes into demo mode and must be closed entirely for further
configuration steps (incl. Runtime) and be opened again.

In order to activate Runtime automatically with the computer start-up without
opening the WinCC Explorer, an autostart for the project can be configured.

In conjunction with SIMATIC NET Edition 2005 (as from WinCC V6.0 SP3) the
WinCC tool "AutoStartRT" should be configured in "Set SIMATIC NET
Configuration Console PC station" in order to configure the WinCC Autostart:

http://support.automation.siemens.com/WW/view/en/23061262

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824 13
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3 ES/OS Stand-alone Systems

3.1 Configuration Description

The stand-alone system is the smallest possible configuration. The same PC is
used for ES and OS functionalities.

Hardware configuration
Figure 3-1

ES/OS ]

Plant bus

PCS 7 configuration
Figure 3-2

=10l |

@6 MP_Lib

) Lg 05
#-_] Global Declarations
- 5_MP_Lib

_oix
E-[2a] 5_MP_MP [Eg FiTM (R TMZ

=8P 5_MP_Pyi

- @] Global Declarations

- (B Plant

- 6_MP_Lib

PCS 7 Minimal Configurations
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3 ES/OS Stand-alone Systems

3.2 Required Hardware and Software Licenses
Hardware
The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. Your selected operating system and the system software
SIMATIC PCS 7 are then preinstalled accordingly.
Table 3-1
Station Product information Operating system Plantbus transition
ES/OS SIMATIC PCS 7 ES/OS Windows 7 RJ45
IPC547D BCE network card
SIMATIC PCS 7 ES/OS Windows 7 CP 1632
IPC547D IE

Software licenses

Table 3-2

In the following please find the software/license package necessary for this

configuration selection.

In the selected configuration as a stand-alone system, the number of the POs is
restricted to no more than 2000.

Component

Software/license package

ES/OS

SIMATIC PCS 7 AS/OS Engineering Software V8.0

(PO unlimited)

SIMATIC PCS 7 AS Runtime License

(max. 2000 POs)

SIMATIC PCS 7 OS Software Single Station V8.0
SIMATIC PCS 7 OS Runtime License

(max. 2000 POs)

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824
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3 ES/OS Stand-alone Systems

3.3 Step-by-step Configuration

NOTE The following instruction was generated on the basis of Windows 7 and

PCS 7 V8.0 SP1.

For the plantbus transition a CP1623 is used as an example.

3.31 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 4-1 (S. 14). Furthermore, a multiproject must have
been created on the ES in which the AS has already been configured regarding

hardware and software.

Generating a PC station

In the PCS 7 project, the PC station is generated, which represents the ES as well

as the OS.
Table 3-3
Step Activity Screenshot
1. In the “Component view”, open the context

File Edit Insert PLC View Options Window Help

menu of the project and insert a new PC

D |8%& & =@ dhe %)% - mE

station via “Insert New Object > SIMATIC

PC Station”. E@\;,MFLMP 2560
. B "5—""‘P—P” Open Object Ccrl+alt+0
Change the name of the PC station so that S aiible —
it corresponds to the name of the local Gy e
Paste: (CErl+y

computer in the network.

Delete: Del

Insert New Object
Multiproject 3
PLC »

PCS 7 License Information...

Shared Dedarations 3
Plant Hierarchy »
Rename F2

Object Properties... Alt+Return

£3 K5_MP_MP (Component view) -- D:\Projects\K5\K5_MP_MP\K5_MP_MP

SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
SIMATIC PC Station

Other Station
SIMATIC 55
PG/PC

MPL
PROFIBUS
Industrial Ethernet
PTP

Foundation Fieldbus

57 Program
Preconfigured Station...

os
0s {Client)

Shared Dedarations

Project Documentation

PCS 7 Minimal Configurations
16 V4.4, ltem-ID: 24023824
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3 ES/OS Stand-alone Systems

Step Activity Screenshot
2. Open the HW Config of the PC station of
the OS server. File Edit Insert PLC View Options Window Help
D B b B2 olm ]2 B2 &
¥ KS_MP_MP (Component view) -- D:\Projects\K5\K5_MP_MP\K5_M|
=-{zal KE_MP_MP
=8P KE_MP_Fi Open Object Cri+AIt+0 |1
ASED
E ESED Gk Chrl43
. BT Global Declarations Copy etriie
0 K5_MP_Lib Paste ChrlHY
Delete Del
Rename F2
3. From the object catalog (“View > Catalog”), & (0) PC
add a “WinCC Application” and a network q e Ao, B
card of the type “CP1623”. b CP 1623
3
4
5 |
5
7
[
9
10
11
12 id
4. Under “Subnet”, select the plantbus or ]
create it with the button “New...” B
Assign the respective MAC address to the Feee e
CP 1623. Hicadiess
Deactivate the option “IP protocol is being I P protocal s being ueed
used” IP address: 192.168.0.1 ;‘;‘D““’I )
Confirm the settings with “OK”. o [
Subnet:
" not networked — Mew
Properties...
Delete
Cancel Help
5. Save and compile the configuration via
menu item “Station > Save and Compile”.
Close the HW Config.
PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824 17
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3 ES/OS Stand-alone Systems

Configuring the PC station

The function “Configure PC station” transfers the project configuration to one or

more target stations.

Table 3-4
Step Activity Screenshot
6. Conﬁgure the Component Configurator Of r_s_ManpnnEnt view) — D:\Projectscolor_gs\colo_MP
. =] color_gs_| Object name. Symbalic name Type
the ES. Select the PC station of the ES aa;ﬁusfn T — e
« »” S AS2S in in
and choose “PLC > Configure...” from the oPU 174 g’Pﬁ;;‘W' wanctaeel
-H CP 4431
context menu. e
E% * Open Object A+
=4y by
e (7 e
Delete Del
Dovrizes o
Access Fratection M e e
(A3 ' compare... |
SIMATIC Route Contral »
SIMATIC BATCH
Rename Fz
Object Properties... Alk+Return
7. Under “Accessible computers”, choose x|
choose the PC which is provided for A
1 ) Local network connection:
configuration. -
ITermlnaIbus j

NOTE

If you chose the option “Computer name
identical to the PC station name” in the
component view “Object Properties” for the
PC station, the component configurator
directly displays the target computer to be
configured.

With “Display”, you can have the current
configuration of the PC station displayed.

Hit the “Configure...” button.

Accessible computers:

ESED
SWROA
SWEOR

v Usze configured computer name

Target computer:

|ESED

Mersages

Dizplay. .. |

LCloze |

Help |

18

PCS 7 Minim

al Configurations

V4.4, Iltem-ID: 24023824




Copyright © Siemens AG 2013 All rights reserved

3 ES/OS Stand-alone Systems

Step

Activity

Screenshot

In the displayed window you see how the
PC station is configured.

Confirm this with “OK”.

Station: [EsE0
Index I Mame I T ppe

1 [} WinCCAppl | WinCC Apph
P23 CP 1623

| Statug I Causze -

13 -
| | v

@ The configuration is pogsible. The configuiation can be seen in the list
above.

Cancel Help

Acknowledge the information with “OK”.

x

If the companent configuration is changed, the entire PC station
l % will be reconfigured and the existing database is lost.
~ This can take several minutes.
Make sure that no communication or diagnostics is active over a
componentin the current configuration.

10.

Finally, you receive the following message
in the bottom window: “Transfer completed
successfully.”

Close the configuration dialog box.

Lacal netwark, connection:
I Terminalbws j

I pdate |

Accessible computers:

ESED
SVRDS,
SVEOE

IV Lse configured computer name

Target carmputer:

[EsBn
Configure... | Digplay... |
Meszages:

Configuration running.

ESE0:

Transfer completed successiully.
Configuration completed,

|

X

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824
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3 ES/OS Stand-alone Systems

Configuration and download of the AS/OS communication

The connection with NetPro is configured below and loaded into the stations.

NOTE For station granular configuration, the subnets of the individual subprojects must
be joined beforehand.
Table 3-5
Step Activity Screenshot
11. | Open NetPro. e e
Select the WinCC application of the ES e e :
and open the context menu. Choose
“Insert New Connection”.
PlantBus1 Highight '
Industrial Eth¢  Download to current project »
Rearrange
Object Properties... Alt+Return
IASGO
= E R R TR R
m im ‘m ‘m ‘m m ‘m ‘m
2 2 2 2
,
12. In the “Connection Partner” window, select X
CPU of the AS. — Connection Parther
Make sure that in the “Connection” field, =] In the cunent project
“S7 connection” has been selected. =& 5_MP_Fi
: ; N =-[iEll Ase0
Confirm the setting with “OK”. TR 1T LICEL A1
B, SVEs,
- [Unspecified]
- All broadcast stations
- All multicast stations
28] In the multiproject: K5_MP_MP
% In unknown project
; £
Project: |5_MP_Prj -
Statiar: |
Module: [cPU 4174 H/CPU 4174 HIT)
— Connection
Tvpe: IS? connechion fault-taolerant j
¥ Display properties before inserting
Ok I Apply Cancel | Help |

20
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3 ES/OS Stand-alone Systems

Step Activity Screenshot
13. In the “General” tab, in “Connection ‘ "”"“"E = ' D A

. s . ” “ 5 s General | Siztus Information

identification”, change the “Local ID” into a s oo Entpont .

mea ni n gfu| name, | | ke ASGO X I Configured dynamic connection Local ID

I~ | Corfigured at ore end ASE0
. . “, ” 7| Estzbiish nactive conmection VFD Name:
Confirm the entry with “OK”. (e[ —————— o
- Connection
Local Partner
Elfer e Appl. |é|§ﬁﬂ:174 HRW/S3)
Interface: cP 1623 =1 [Pnio Rorss) =l
Local interface [ Subnet | Patner interface.
CP 1623 08-00-06-61-00-01  PlantBus PN-I0 (R0/S5) 08-00-06-61-00-10
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-I0 (R1/56) 08-00-06-61-00-11
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-I0 (R0/S6) 08-00-06-62-00-10
CP 1623 08-00-0661-0001  PlantBus PN-O (R1/55) 08-0006-6200-11
‘Address Details.
Redundancy
v Enable max. CF redundancy (wih 4 connection paihs)
‘ ot |t

14.

Save and compile “Network” > “Save and
Compile...”.

Select “Compile and check everything”.
Confirm the setting with “OK”.

Save and Compile L x|

- Compile

& Compile and check everything

" Compile changes only

0K I Cancel Help

15.

Mark the ES and then, over the context
menu item load “Download to Current
Project > Selected Stations”.

Download the AS in the same way.
Then close NetPro.

g NetPro - [5_MP_Prj (Network) -- D:\Projects\TestBilder\5_MP_MP\5_MP_Pr]
99 Network Edit Insert PLC View Options Window Help
LN TN
Indusirial Ethernet 1
winCC [C Open Object Cri+Alt+0
i i
Coy Ctrl+C
n Py
E— Del
PlantBus1 ownioad to Selected Stations c |
Industrial Ethgj =g [ Selected and Partner Stations
Object Properties... Atsewn | I
ASB0
N e e P e o e P e
=T R R HER L b1 RL i breRY
Wb : [ : :
'\ m m m m m ‘m ‘m
2 2 2 2
4

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS project
Prior to that compile the OS project in the SIMATIC Manager.

PCS 7 Minimal Configurations
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3.3.2 OS configuration
Table 3-6
Step Activity Screenshot
1. Open the OS project. {> WinCCExplorer - D:\Projects\K5\K5_MP_
In the opened WinCC Explorer, open the | Fle Edt View Tools Help
OS project and select “Properties” in the = = ST T =
context menu. IPERENN L e e
=R
----- O com  Find...
-4 Tag Properties
- Stru

----- )\ Graphics Designer
----- =¥ Alarm Logging

----- J_U Tag Logging
a Report Designer
----- J fg Global Script

----- Text Library

----- iﬁ User Administrator

£ '- Cross-Reference
----- 1 Redundancy
----- 18 User Archive

----- L:l Time synchronization

----- "g- Picture Tree Manager
l-—_¢||> Lifebeat Monitoring
..... ?'F\ 05 Project Editor

----- J _| Component List Editor

g SFC

----- P web Navigator

PCS 7 Minimal Configurations
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3 ES/OS Stand-alone Systems

Step Activity Screenshot

2 In the “General” tab under “type:” [Project properties |
SeIeCt ‘S|ng|e'User ProJeCt " Operation mode | User Inteface and Design I
Confirm the selection and the message Generl | UpdateCycles |  Hokeys | Opions

that appears with the “OK” button.

b General Data of the Current Projsct

Single-User Project]

Type:

Creator: |';’-.-'inCC-ijed-Manager

Creation Date: X : AM

Changed By: I‘n‘\l'inCC-Frujac:I-Managar

Last Change: |31 072012 4:10:52 PM

Version: I

GUID: CC_0S_2_ 12 09 05 08 49 47

Comment: ;I

ok | Cancal |

Project properties x|

L. A change from a multi-user to a single-user or WinCC dient project
§' wil delete all configured dient computers from the computer list.
= (lick on <OK> to perform this change,

or on <CANCEL> to keep the multi-user project.

o | o=

L

3. Prevent deleting the startup list by pressing

the “No” button.

ﬂ

The project type was changed.
" Do you want to delete the startup list?

4. Close the WinCC Explorer.

NOTE

and opened again.

The changes will only become effective
when the WinCC Explorer has been closed

PCS 7 Minimal Configurations
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3 ES/OS Stand-alone Systems

24

3.3.3

3.3.4

Activating Runtime

After the OS project has been closed, you can open it again and activate Runtime.

Particularities at downloading of OS Project Modifications

If OS and ES are operated in a computer, no load process must be per-formed as
all of the required data already exists. Here, executing the “Compile OS* function is
sufficient.

Analog to the “Download changes* function, the “Compile changes"” function can be
executed at stand-alone systems without terminating the process mode of the OS.

PCS 7 Minimal Configurations
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4 ES/OS Client and OS Server

ES/OS Client and OS Server

Configuration Description

For a server-client structure with only two computers, the ES serves as the OS
client at the same time. In the configuration, three PC stations are provided for.

Figure 4-1

Terminal bus

ES / OS-Client

T

Plant bus

PCS 7 configuration

Figure 4-2

_SIHATIC Manager - 5_MP_MP

File Edit Insert PLC View Options Window Help

D 2% | & e |ds %25

E= 5_MP_MP (Component view) -- D:\Projects)

o -] WinCC Appl Client
=, ESED

-/ WinCC appl. —
7] Globale Deklarationen ;I

PR

E® 5_MP_MP (Plant View) -- D:\Projects),

=101|

=-{z) 5_MP_MP
=-EP 5_MP_Pri
¢ @] Globale Deklarationen

B ATM1
[EATHM2

Press F1 to get Help.

PCS 7 Minimal Configurations
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4 ES/OS Client and OS Server

4.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. Your selected operating system and the system software
SIMATIC PCS 7 is then preinstalled accordingly.

Table 4-1
Component Product information Operating system Plantbus
transition
ES/OS Client SIMATIC PCS 7 ES/OS Windows 7 RJ45
IPC547D BCE network card
SIMATIC PCS 7 ES/OS Windows 7 CP 1623
IPC547D IE
OS Server SIMATIC PCS 7 ES/OS Windows Server 2008 R2 RJ45
IPC547D BCE network card
SIMATIC PCS 7 ES/OS Windows Server 2008 R2 CP 1623
IPC547D IE

Software licenses

In the following the different software/license packages required for this
configuration selection have been listed.

An OS server can provide up to 8500 POs with the respective software package -
depending on the scope of the project. In addition to the Engineering Software, an
OS client software must be installed on the ES.

Table 4-2

Component

Software/license packages

ES/OS Client

SIMATIC PCS 7 AS/OS Engineering Software V8.0

(PO unlimited)

SIMATIC PCS 7 AS Runtime License

(max. 2000 PO)

SIMATIC PCS 7 OS Software Client V8.0

OS Server

SIMATIC PCS 7 OS Software Server V8.0
SIMATIC PCS 7 OS Runtime License

(max. 8500 PO)

26
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4 ES/OS Client and OS Server

4.3 Step-by-step Configuration

Note The following instruction was generated on the basis of Windows 7 and
PCS 7 V8.0 SP1.

For the plantbus transitions, CP1623 is used as an example. A clock
synchronization is activated.

The PC stations in the test setup are called:

e ES/OS client: ES60
e OS server: SV60A

4.3.1 Preparatory Steps

Create a project folder in the OS server and release it. You can then transmit OS
data configured on the Engineering Station to the OS.

4.3.2 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 4-1 (S.25). Furthermore, a multiproject must have
been generated on the ES in which the AS has already been configured regardin
hardware and software.

Then you can start with the following CPU and CP settings.

PCS 7 Minimal Configurations
V4.4, Item-ID: 24023824
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AS settings

NOTE

Table 4-3

This example describes a path where the OS server defines the master time.

Further options of clock synchronization are described in detail in the Manuals:

SIMATIC Process Control System PCS 7 Operator Station (V8.0)

SIMATIC Process Control System PCS 7 Time synchronization (\V8.0)

Step

Activity

Screenshot

1.

Open the HW Config of the AS.

Select the CPU and choose “Object
Properties...” from the context menu.

Copy Ctrl+C
Paste ChH

Replace Object...

Add Master System

Disconnect Master System

Master System Isochronous Mode
Insert PROFINET IS System
Disconmect PROFINET 0 Systerm,
PROFINET 2 Damain Management: . .
PROFINET I& Tapalogy, ..

FROFINET IO Isachronous mode:

Specify Madule., .

Delete Del

Go To 3
Filter; Assigned Modules

IanitorModifsy.

Edit Symbals...
Object Properties... Alt+Return

Cpen Object With... Al
Change ACcess 3

Assign Asset ID...

Product Support Information Ctrl+F2
FAQs Ctrl+F7
Find Manual Ctrl+F6

Statt: Deyvice Tool

Go to the “Diagnostics/clock” tab.

In the section under “Clock”, set “As
slave” for the AS under “Synchronization

Type”.

Confirm the setting with “OK”.

Properties - CPU 417-4 - (R0/54) x|

General | Statup | Synchronous Cycle Intenupts | Cycle/Clock Memory | Retentive Memary |
Memory | Intenupts | Time-of.Day Inteiupts | Cyelic Interupts  Diagnostics/Clock | Protection

~ System Diagnosti
™ Extended functions
[¥ Report cause of STOP
I~ Acknowledgment-tiggered reporting of SFB33-35

Number of messages in the diagrostic bufsr [a000
- Clock
Synchranization Synchiarization Type Time Interval
Inthe PLC [ dave i I |
On WL [Wane i I =l
r b [hane ] o =l

Corection factor: 0 ms

Cancel Help
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4 ES/OS Client and OS Server

Step Activity Screenshot
3. Open the context menu of the CP and i (0) UR2ALU-H
select “Object Properties...". 1 PS 407 10A [
3 EjcPuai7aH
- X2 oP
Xi MPLDP
IF1 H-Synic-Modul
................. H-S
X1 Copy Ctrl+C
X1PIR Paste Chrl
X1F2R
6 Replace Object...
X7 Add|Master, System
Y7818 Disconmect Master System
Master System Isochronous Mode
Inserk PROFINET IO Systerm
Disconmect PROFIMET I Systenm
PROEINET IO Darnain Managernent. ..
PROFIMET 12 Topalogy. ..
FROFIMET IO Isochranaus mode
Specity Madule, .,
Delete Del
GoTo 3
Filter Assioned Madules
IanitarfMadify:
Edit: Symbals, .
Object Properties. .. Alt+Return
Qpen Ohjeck With, .. Ch Al
Change Access 3
Assign Asset ID...
4. Go to the “Time-of-Day Synchronization” ]
tab IP Access Protection | IP Corfiguration | Diagrostics |
. Geneal |  Addesses | Options Time-of-Day Synchronization
Activate the option “Activate SIMATIC [
time-of-day synchronization”. I Uses
. . . . & Agtomatic € From station to LAN " From LAN to station
Confirm the setting with “OK”. TP Hod
I Ltivate NTR time-of-day spnchionization
I Time-s-day synchorization o the fl mitte
I= | Aoepttime of day from non synchranized NP senvers
¥ Fonward time of day to station
NIF seiver addiesses (1P addresses):
Add.
Edt
Tie zane [iGNT +0T:00) Berin, Bem, Brussels, Rome, Stocknolm, Vienra  ~]
Ryl 2
et | b
5. Save and compile the configuration with
“Station > Save and Compile”.
Close the HW Config.

PCS 7 Minimal Configurations
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Generating the ES PC station
In order to be able to test the OS project on the ES, generate a PC station for the

ES with WinCC Application.

Table 4-4
Step Activity Screenshot
1. In the “Component view”, open the context
. . File Edit Insert PLC View Options Window Help
menu of.thf project and |n§ert anew PC D27 | & @] dallo %% [heres
station via “Insert New Object > SIMATIC 55 PP (Component view) — D-\Project=\KS\KS_ P HP\KS. 1P 1P
PC Station”. E@\g,m 2560
. -G REMIMN  cpen Object Cirl+alt+0
Change the name of the PC station so that S aiible —
it corresponds to the name of the local Cary e
. Paste: (CErl+y
computer in the network. — =
vjedt SIMATIC 400 Station
Multiproject 3 SIMATIC 300 Station
PLC
PCS 7 License Information...
Shared Dedarations » SIMATIC 55
Flant Hierarchy » e
Rename F2 MPT
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
7 Program
Preconfigured Station...
os
0s (Client)
Shared Dedarations
Project Documentation
2. Open the HW Config of the PC station of
the OS server. File Edit Insert PLC View Options Window Help
Ow |2R&] % B @[ aa[o B ]
Open Object Cirl+Alt+O
ESED Gk Chrl43
1-{Z] Global Declarations Copy etriie
- K5_MP_Lib Paste L
Delete Del
Rename F2
3. From the object catalog (“View > Catalog”), & (0) PC
add a “WinCC Appllcatlor’! and a network q e Ao, B
card of the type “CP1623". 2 CP 1623
3
4
5 |
5
7
[
9
10
11
12 id
PCS 7 Minimal Configurations
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4 ES/OS Client and OS Server

Step Activity Screenshot
4. Under “Subnet”, select the Plant Bus or []
create it with the button “New”. General  Parameter |
Assign the respective MAC address to the (s B
CP 1623.
Deactivate the option “IP protocol is being
used”. 1P address: D ot use o
. ) i . Subnet mask: A
Confirm the settings with “OK”. Ueeiouleg
Address:
Subnet:
" not networked — Mew
Properties...
Delete
== Help
5. Open the context menu of the CP 1623
and select “Object Properties...". [d winCC Appl. =
3 | Copy crl+c
4 Paste bl
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Properties... Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Select the “Options” tab and checkmark x|
“Ti ” IP Access Protection | IP Corfiguration | Diagrostics |
the “Time of day box. General | Addesses | Optlnsg Time-of-Day Svns’mmahu”
Confirm the setting with “OK”. e
™ Use comected time:
+ Automatic € From gtation to LAN " From LAN to station
 NTP Modi
I Ltivate NTR time-of-day spnchionization
I Time-of-day synchrorization on the full minuts
I=| ceept tme of day from non-spnchrorized MTP servers
¥ Fonward time of day to station
MIF sever addiesses (IR addiesses];
Add...
Edt.
Delete
i s I:'_GMT +D1:00) Berlin, Bem, Brussels, Rome, Stockholm, Vienna =l
B o) 2
Cancel Help
7. Save and compile via menu item “Station >
Save and Compile”.
Close the HW Config.
8. In the SIMATIC Manager, delete the OS
optional .application. of the PC station of the ES asiit
is not required in our example.

PCS 7 Minimal Configurations
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Generating the OS server PC station

Table 4-5
Step Activity Screenshot
1. In the “Component view”, open the context
. . File Edit Insert PLC View Options Window Help
menu of.th? project and |n§ert anew PC D85 0| e |0 %)%
station via “Insert New Object > SIMATIC 55 PP (Component view) — D-\Project=\KS\KS_ P HP\KS. 1P 1P
PC Station”. You can choose its name o= R 2550
Bl E_w * P TEie
freely. F il catwlizo
Cut bl
oy Gl
Paste: el
Delete: Del
e SIMATIC 400 Station
Multiproject SIMATIC 300 Station
PLC
PCS 7 License Information...
Shared Dedarations » SIMATIC 55
PG/PC
Flant Hierarchy [ —
Rename F2 MPT
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
Foundation Fieldbus
7 Program
Preconfigured Station...
os
0s (Client)
Shared Dedarations
Project Documentation
2. Open the HW Config of the PC station with
the ConteXt menu File Edit Insert PLC View Optons Window Help
’ D88 s e ld|e %)% &1 |[ < Ho Fiter>
9 KS_MP_MP (Component view) -- D:\Projects\K5\K5_MP_MP\KS_MP_MP
B[zl KE_MP_MP
= \% KE_MP_Pri Open Object Ctrl+AIt+0
E ASED =
: ESE0 Ll hrl+
-8, [5YE0A Copy. CEHHC
| -] Global Declarations Paste Gl
@ KE_MP_Lib Delete Del
Rename F2
3. From the object catalog (“View > Catalog”), & (0) PC
add a “WinCC A“ppllcatlor’! and a network I WnCC Aopl, "
card of the type “CP1623”. 5 CF 1633
3
4
5 |
5
7
[
9
10
11
12 id
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Step Activity Screenshot
4. Under “Subnet”, select the Plant Bus or []
create it with the button “New...”. General  Parameter |
Assign the respective MAC address to the (s B
CP 1623.
Deactivate the option “IP protocol is being
used”. 1P sddres: D ot use o
. ) i . Subnet mask:
Confirm the settings with “OK”. Glllz=pucs
Address:
Subnet:
" not networked — Mew
Properties...
Delete
== Help
5. Open the context menu of the CP1623 and
select “Object Properties...”. Juinccron 4
3 | Copy ctrl+C
4 Paste (e
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Pre - Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Switch to the “Options” tab and checkmark x|
the “Time of day” box. | [, [ |
. . . “« - Time-of-Day Syr
Confirm the setting with “OK”. © T
€ Master (time sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via menu item “Station >
Save and Compile”.
Close the HW Config.
PCS 7 Minimal Configurations
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Step Activity Screenshot
8. In the SIMATIC Manager, open the =
properties dialog of the OS project of the General Target 05 and Standsy 05 Computer |
OS server. Path to the Target OS Computer
Switch to the “Target OS and Standby OS [ =
Computer” tab. Sriveeire
Under “Standby-OS”, select “<none>". [5¥E0%
Then hit the “Search...” button. Isfa""”vfs 4
[¥ Create/update archive tags
[~ Transferto extemal archive server
If tanget OS computer is identical to ES computer:
Assign archive server I
QK Ao Cancel
. [ oc | s
9. Navigate by the drop down menu to the ]
s ~ Network v SVSOA = Projects = OS_Server - ear erver o
enable project folder of the OS server (see 2/ — - X j
File name: B
4.3.1 Preparatory Steps). Sove nstypes [(rn) =
Hit the “Save” button.
YA
10. Check the selected path and confirm with x|
the “OK” button General Target OS and Standby OS Computer I
Path to the Target OS Computer
[\\SVEDA\Projects\OS_Server\0S_Server mep Search . |
Symbolic computer name
|SVSDA
Standby-0S
I: none > ﬂ
[¥ Creats/update archive tags
[ Transferto extemal archive server
ff tanget OS computer is identical to ES computer:
Assign archive server
oK Apply Cancel
1. Acknowledge the information dialog with =l

“Yes”.

After changing the target path or after assigning a standby OS,
l \  the online modification capability gets lost.

Additionally, the OS needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned 05 servers needs to be executed.

Do you wish to execute the changes?

Yes Mo |
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Generating the client PC station

Table 4-6
Step Activity Screenshot
1. In the “Component view”, open the context
menu Of the prOjeCt and Insert a new PC File Edit Insert PLC View Options Window Help
. e . D@ |8 e & Bo i k|2 55 8 i < No Fiter >
station via “Insert New Object > SIMATIC = l l = l l l |
PC Stat|0n” You can Choose |ts name | % 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_MP_MP
freel y. Open Object Cirl+alt+0
Gt Chrl 1% "
Zopy. Chrl+E
Paste: CEHl Y
Delete Dl
SIMATIC 400 Station
SIMATIC 300 Station
FLC »  SIMATICH Station
SIMATIC PC Station
PCS 7 License Information. .. Other Station
Shared Dedlarations »  SIMATICSS
PGPC
Plant Hierarchy 3
Rename F2 MPI
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
FTP
Foundation Fieldbus
S7Program
Preconfigured Station. ..
05
2. Open the HW Config of the PC station of
the OS Client. File Edit Insert PLC View Options Window Help
D |89 % B2 g2 %% o
Open Chject Cirl+Alt+0
Ut Chrl
Copy. EhrlE
Paste Gl
Delete Del
i S?—ngrammﬂ] Rename F2
{11 Globale Deklarationer
3. From the object catalog (“View > Catalog”), = (0} PC
add a “WinCC Application Client”.
in pl. Clie -
1 ] WinCC Appl. Client
2
3 p—
4
5
]
I
> [
4. Save and compile via menu item “Station >
Save and Compile...”.
Close the HW Config.

PCS 7 Minimal Configurations
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Step Activity Screenshot
5. Open the context menu of the PC station
of the client in the SIMATIC Manager and File Edit Insert PLC View Options Window Help
select “Object Properties”. D& 20& | % 2R || %2 =5
£ 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP
E‘@ 5_MP_MF Configuration
-8 5MP_F WinCC Appl. Client
- -l Ase0
% Open Object Cirl+alt40
ESEI
2 SVED Cut Ctrl+x
{:' Gloh  CoPY Ctrl+C
@ 7 Mp | Faste ChrlH
Delete Del
PLC 4
Print 3
Rename F2
Object Prope
6. Under “Computer name”, enter the name |
of the PC, where the operating of the client General | Setings | Corfiguraton |
shall be carried out. In the configuration on Name: [crs0
hand, this is the ES computer Frojectpath: PP =
Confirm the entry with “OK”. Storage location D:\Projects\K3\3_MF_MP"&_MF_Fq -
of the project: | -7 - ZI
Author: |
Date created: 09/12/2012 04:17.43 PM
Last modified: 059/12/2012 04:23.01 PM
Comment [ =l
=
Computer nams
™ Computer name idertical ta PC station name
Computer name: [Esen
| Cancel Help
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Configuring all relevant PC stations

The function “Configure PC station” transfers the project configuration to one or
more PLCs. First configure the local components configurator of the ES and then
the OS connected to the plantbus.

Table 4-7
Step Activity Screenshot
1. Configure the component configurator of

File Edit Insert PLC View Optons Window Help
D2 (8% & e d o %)%

£ 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_MP_MP.

the ES. Open the ES context menu and
select “PLC > Configure...”.

[ o Fiter >

Configuation

=& 5_MP_Pij WinCC Appl.
il 2560 P 1623
=2 CL60 CP1623(2)
WwinCC Appl. Client
=8
: Open Object Cirl-+Alt+0
B8 ST cirl+x

{1 Gl
@ mp Py cri+C
Paste

Chrly

Delete Del
ot

Print 3
i ind Donnload Objects. .

Rename F2 I
Compare...
Object Properties... Alt+Return

2. Under “Accessible computers”, choose the x|

PC which is provided for configuration. .
Local network connection:

Terminalbus x
NOTE | N
!f you chose the option. “Computf;'r name sccessble computers: Wpdate |
identical to the PC station name” in the
component view “Object Properties” for the E\iggux
PC station, the component configurator SVEDR
directly displays the target computer to be
configured.
With “Display”, you can have the current
configuration of the PC station displayed.
Hit the “Configure. ..” button. v Use configured computer name

Target computer:

|ESED

Dizplay. .. |

Mersages

LCloze | Help |

PCS 7 Minimal Configurations
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Step

Activity

Screenshot

3.

In the displayed window you see how the
PC station is configured.

Confirm this setting with “OK”.

5,
Station: [EsE0
Index I Mame I T ppe

1 [} WinCCAppl | WinCC Apph
P23 CP 1623

| Statug I Causze -

13 -
| | v

@ The configuration is pogsible. The configuiation can be seen in the list
above.

Cancel Help

Acknowledge the information dialog with
“OK”.

x

If the companent configuration is changed, the entire PC station
l % will be reconfigured and the existing database is lost.

This can take several minutes,

Make sure that no communication or diagnostics is active over a

componentin the current configuration.

Finally, you receive the following message
in the bottom window: “Transfer completed
successfully.”

Close the configuration dialog box.

i

Lacal netwark, connection:
I Terminalbws j

I pdate |

Accessible computers:

ESED
SVRDS,
SVEOE

IV Lse configured computer name

Target carmputer:
[EsBn

Configure... |

Meszages:

Digplay... |

Configuration running.

ESE0:

Transfer completed successiully.
Configuration completed,

|

Please configure the component
configurator of the OS server analog to
step 1to 5.

38
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Configuration and download of the AS/OS communication

In the following, the connections between the PC stations and the AS in NetPro are
configured and downloaded into the individual stations.

NOTE For station granular configuration, the subnets of the individual subprojects must
be joined beforehand.
Table 4-8
Step Activity Screenshot
1 Open NetPrO i NetPro - [5_MP_Prj (Network) -- D:\Projects\K3\3_MP_MP\6_MP_Prj]
. . BB Network Edit Insert PLC View Options Window Help
Select the WinCC application of the ES L I Ty A
and open the context menu. Choose !
“Insert New Connection”.
ASB0
W EP;:I‘ ;E-P ih‘P\‘DP sAPB- iPNrIO EOPE— iPNr\D EP,U4 EDP ;}.‘PH:-P EOPE— iPNr\D flP!- iPNrD
| . i | i | {“ -] | |
2 2 2 2
PlantBus2
Industrial Ethernet
Highlight
PlantBus1 Download to current project >
Industrial Eth( Rearrange
Object Properties. . Alt+Return
CL60
rdir‘CC
2. In the “Connection Partner” window, select X
the CPU of the AS. — Connection Parther
Make sure that in the “Connection” field a =1(8] In the curen project
“S7 connection” has been selected. =& 5_MP_Fi
. el 456D
In this example, a fault-tolerant S7 B ErU 2178 HICPL 4174 ]
connection is configured due to the AS B Svena
configuration. - [Unspecified)
) . I » - All broadcast stations
Confirm the setting with “OK”. - Al mulicast stations
28] In the multiproject: K5_MP_MP
% In unknown project
) £
Project: |5_MP_Prj -
Statiar: |
Module: [cPU 4174 H/CPU 4174 HIT)
— Connection
Tvpe: IS? connechion fault-taolerant j
¥ Display properties before inserting
Ok I Apply Cancel | Help |
PCS 7 Minimal Configurations
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4 ES/OS Client and OS Server

Step Activity Screenshot
3. In the “General” tab, in “Connection ‘ &
. . . » “ 9 s General | Siztus Information
identification” change the “Local ID” into a e Bt .
meaningful name, like AS60. e e e —
. . - « ) IV Estzbish an active cormestion fame:
Confirm the entries with “OK". e —
- Connection
Local Partner
Elfer e Appl. |é|§ﬁﬂ:174 HRW/S3)
Intgface e =] [P0 Ross) |
Local nteface [ Address [ Subret [ Patnerinterace [ Address ]
CP 1623 08-00-06-61-00-01  PlantBus PN-I0 (R0/S5) 08-00-06-61-00-10
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-I0 (R1/56) 08-00-06-61-00-11
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-I0 (R0/S6) 08-00-06-62-00-10
CP 1623 08-00-0661-0001  PlantBus PN-O (R1/55) 08-0006-6200-11
‘Address Details.
Redundancy
v Enable max. CF redundancy (wih 4 connection paihs)
‘ ==
4. Repeat steps 1 to 3 for connecting the OS Gave antl Compie x|
server to the AS.
. . - Compil
It is important here, that the connections of A
the ES and the OS server with the AS & Compile and check everything
have identical names. ( Covgde changas only
Then, save and compile the configuration -
with the menu item “Network > Save and
compile...”. ’—IDK Cancal Help
Choose the option “Compile and check
everything” and confirm with “OK”.
5. Select the ES and then download the & NetPro - [5_MP_Prj (Network) - D:\Projects\K3\3_MP_MP\6_MP_Prj]
. . S Network Edit Insert PLC View Optons Window Help
connections via the context menu 8 %5 Re da|d o0 D! K
“Download to Current Project > Selected S0 !
Stations”_ m E’P’U* %EP ;w e %WQ =, %P’HD EP?\JA %EP %NPIEP f‘r;;r-w—\:: o ipma
Download the OS server and the AS in the e e L
Same way. PlantBus2
Industrial Ethernet
Then close NetPro.
g ke |1 Copy crlc ez
—. Delete Del
PlantBus1 e
Industrial Etherf Rearrange 2nd Pariner Stafions
Object Properties. Alt+Return I

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS server project

40

Compile the OS server project in the SIMATIC Manager.
Look out for the correct OS assignment to the server in Plant View.
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Assigning the server package

Table 4-9
Step Activity Screenshot
1. Select the OS application of the OS client
and select “Assign OS server...” in the Fle Edit Insert PLC View Options Window Help
context menu. D |8 & Bl dn|[e 22
% 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_|
=-{zal 5_MP_MP
2
Cirl+Alt+0
-] Globale Deklan T
5@ 3_MP_Lib Copy ki
- Paste Chrl-
Delete Del
PLC 4
Compile Ctrl+8
Display load log...
Assign OS5 server...
Print 3
Rename F2
Object Properties... Alt+Return
1
2. Then select the respective OS project and x|
aCknOWIedge with OK ) 05 |nformation | Symbalic computer name |
[ 5_MP_Prj - O5_Server SVENL
ok I Cancel Help
I'I'he WiInCC project was opened .
PCS 7 Minimal Configurations
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Step Activity Screenshot
3. Confirm the successful download of the
package with “OK”.
The procedure was completed without error
ANENENEEEENNNNNENNENEENNENNNENDEE
The procedure was completed withaut errar
Errar ‘ |
0K Carice]
4
4.3.3 OS Configuration

Activating the clock synchronization

Still on the ES, the necessary settings are activated in the OS projects by OS

server and OS client.

Table 4-10
Step Activity Screenshot
1 Open the OS server project.

File Edit Insert PLC View Options Window Help

D |25 & e di]e %%

|

&9 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_MP_M

=@ 5_MP_MF

[@ WinCC Appl
LAY0S Servel
W Open Object Cirl+Alt+0

Cut Cirl+%

Copy Ctrl+C

Paste Chrl 4

Delete Del

Insert New Object 3
PLC 4
Compile Ctrl+B

Display compilation log...
Display load log...
Generate server data
Assign OS5 server...
Start 05 simulation
Import WinCC objects

Print 3

Plant Hierarchy 3
Rename F2

Object Properties... Alt+Return
T

42
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Step Activity Screenshot
2. Open the editor “Time synchronization” 2=l
with the context menu. ~ General Sattings
[~ Use time receive utility \LI
ACtiVate the CheCkbOX “SynChronization Via [ Deactivate time synchionization Cancel |
System Bus (Master, Slave)”.
In “ACCGSS point 1”, SeleCt “CP1 623('80)” 1 Synchrnmz‘.almn wia Teminal Bus [Sl.ava]
and activate the Option “Master”. € Wze the time flom & connected WinCE seqver
Confirm the Setting with “OK”. ! Wse the time from & specific computer:
Computer, 1: I J
Computer, 2
NOTE ! L
£ LLet time be set by st I1[3rd - part le
If the ES server, as opposed to the OS S e
Ser\{er' doeS nOt have a CP1 623’ the —¥ Sunchronization via Spstem Bus [Master. Slave)
settings for the clock synchronization e it
cannot be; ex'ecuted .here. The c.:Ioclf crezas0) =] = Master
synchronization settings must, in this case, " Slave
be executed on the OS server itself after .
. . k
the download of the OS project. s o
aster
<Mone> =
= Glave
I Display spmbolic narme of the access point
 Process controlling messages Project documentation —
v Send once LI
Send ever _l: minutes ﬂl
Setup I
3. Close the OS server project.

Open the OS client project.

File Edit Insert PLC View Options Window Help

D 8% % B |einl[o %)% =

¥ 5_MP_MP (Component view) -- D:\Projects\K3\3_MP_MP\3_|

El-{=a] 5_MP_MP
-8 5_MP_Prj

- il 4560
CLED
Win
ik

CC Appl. Client

Cirl+Alt+0

Cut Cirl+%

- 3 MP_Lib Copy Cirl+C
Faste CErlH
Delete Del
PLC 4
Compile Cirl+B
Display load log. ..
Assign OS5 server,..
Print 3
R.ename F2

Object Properties... Alt+Return

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824

43




Copyright © Siemens AG 2013 All rights reserved

4 ES/OS Client and OS Server

Step Activity Screenshot
5. Open the editor “Time synchronization” 21
with the context menu. - General et I
eneral fe ings - ™
[~ Use time recsive utiity
Activate the checkbox “Synchronization via [~ Deactivate time synchionization Cancsl |
Terminal Bus (Slave)” and select “Use the
time from a Connected W|nCC Server" —I¥ Synchronizalion via Temminal Bus [Slave)
COnﬁrm the Setting Wlth “OK”. % Use the time from & connected WinCC server
= Use the time from a specific computer:
Computer 1: | J
Camputer 2: | J
= Let time be set by external (3rd - party) components
I Sprichronization via Spstem Bus [Master, Slave]
CAceess point |
© haster
I J ) Slave
—Access point
= faster
J £ Slave
™| Display symbolic name of the access point
~ Process controlling messages————— — Project documentation—
¥ Send once Fint I
Send every _l: minutes ﬂl
Setup I
6. Close the OS client project.
PCS 7 Minimal Configurations
44 V4.4, Item-ID: 24023824




Copyright © Siemens AG 2013 All rights reserved

4 ES/OS Client and OS Server

Download the OS project to the OS server

After the clock synchronization has been configured on the ES side, the OS project
can be downloaded to the OS server.

Table 4-11
Step Activity Screenshot
1. In the SIMATIC Manager, select the OS JE2 s1aTiC Honager 5_me_wp
prOJeCt Of the OS server and Se|eCt File Edit Insert PLC View Options Window Help
“ il = & E L
PLC > Download” from the context menu. D20 %% e do s
E-zal 5_MP_MP
=] 5_MP_Prj
- ASED
-8 CLED
- ESE0
B2 SWED
=-[§ WinCC Appl
| =)
] Glob  Open Object Cirl+Alt+0
- 3_MP_L
Cut Ctrl+%
Copy Ctrl+C
Paste Chrl 4
Delete Del
Insert New Object
PLC
Compile Ctrl+8
Display compilation log. ..
Display load log. ..
Generate server data
Assign OS server...
Start OS5 simulation
Import WinCC objects
Print »
Plant Hierarchy »
Rename F2
Object Properties. .. Alt+Return
2. Downloading the OS project for the first x|
time reqUireS a Complete doWnload. Target system: \WSYEOAProjects\05_Servert05_Servermop
Start the download with “OK”. .
—Scope
£ The entire WinCC project
" Changes &I
I~ Start compilation before downlaading
The entire WinCC praject will be transferred to the runtime 05,
(0] I Cancel Help

PCS 7 Minimal Configurations
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project is located on the OS server in the
intended folder.

Confirm this with “OK”.

Step Activity Screenshot
3. After the successful download, the OS

Diownload to target system was completed successfully

Erar ‘
< nane »

ok Cancel

OS configuration on the OS server

After the first download, the following step-by-step instructions for time
synchronization must be checked and corrected if necessary.

Table 4-12
Step Activity Screenshot
1. Open the OS project on the OS server.

2.

Open the editor “Time synchronization”
with the context menu.

Activate the checkbox “Synchronization via
System Bus (Master, Slave)”.

In “Access point 17, check or select
“CP1623(1SO)” and press the “Master”
radio button.

Confirm the settings always with “OK”.

e Time Synchronization - [05_Server.mcp]

— General Settings

[~ Use time receive utility

[ Deactivate time synchionization Cancel

— Sunchranization via Teminal Bus [Slave)
€ Wze the time flom & connected WinCE seqver

€ Use the time from & specific computer:

Computer, 1: I

[l

Computer, 2 I

| et time be seb by external [3rd - party] compenents

21|
oK I
[ ]

—I¥ Sunchronization via Sustem Bus (Master, Slave)

—Access point 1
' past
[cP16z3050) =] =
" Slave
—Access point
€ Iast
<Moner j =
€ Slave

I Display spmbolic name of the access point

Project documentation—

r— Process controlling messages
V' Send once Pint |
= . Freview I
Send every _l: mitiLtes ;
etup I

46
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434 Activating Runtime

Open the OS project on the OS server and activate Runtime.

Then change to the ES computer and open the OS client project. Here, activate
Runtime, too.

4.3.5 Particularities at downloading of OS Project Modifications

Delta-download

Before OS compilation and download are possible on the ES, the OS client
Runtime must be deactivated and the WinCC project must be closed.

Entire download

Before OS compilation and download are possible from the ES, the
OS client Runtime as well as the OS server Runtime must be deactivated and the
WinCC projects must be closed

PCS 7 Minimal Configurations
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5 ES, OS-Master and OS-Standby

5 ES, OS-Master and OS-Standby

5.1 Configuration Description

During process operation the server pair runs completely in parallel and absolutely
independent. If a server fails, there is always an equivalent redundant OS server.
The servers supervise each other during the runtime and synchronize the project
archives if necessary.

The configuration is carried out via the ES.

Hardware configuration

Figure 5-1

Terminal bus

ES I OS-Master I OS-Standby I

Redundancy

e | i\ =

COM-Cable

Plant bus

PCS 7 configuration
Figure 5-2
-lg/x]

File Edit Insert PLC View Options Window Help
D |82 4% = wal[e B 2]k

% 5_MP_MP (Component view) — D:\Projects\TestBilder =] 3

=Y | WICE Appl. (Stby)
H L S 05| Master StB_l,l LI

N W=t IrTE

E® 5_MP_MP (Plant View) -- D:\Project: - 1Ol x|
=-z5) 5_MP_MP | [ERTH
=8P 5_MP_Pi RTM2
[#-{_7] Global Declarations
Flant
RTM1 =
fiaj FiTH2 x|
Press F1 to get Help. A

PCS 7 Minimal Configurations
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5 ES, OS-Master and OS-Standby

5.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be ordered

via the Siemens mall. Your selected operating system and the system software

SIMATIC PCS 7 is then preinstalled accordingly.

Table 5-1
Station Product information Operating Plantbus
system transition
ES SIMATIC PCS 7 ES/OS IPC547D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC547D | Windows 7 CP 1623
IE
2 x OS Single Station SIMATIC PCS 7 ES/OS IPC547D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC547D | Windows 7 CP 1623

IE

Software licenses

In the following, the different software/license packages required for this
configuration selection have been listed.

In the selected configuration as a redundant stand-alone system, the number of the
POs is restricted to no more than 5000.

Table 5-2

Component

Software/license packages

ES

e SIMATIC PCS 7 AS/OS Engineering Software V8.0
(PO unlimited)
e SIMATIC PCS 7 AS Runtime License
(max. 2000 POs)

OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station
Redundancy V8.0 (single license for 2 installations)
e 2 x SIMATIC PCS 7 OS Runtime License
(max. 2000 POs)

PCS 7 Minimal Configurations
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5.3 Step-by-step Configuration

NOTE The following instruction was generated on the basis of Windows 7 and PCS 7
V8.0 SP1.

For the plantbus transitions, CP1623 is used as an example. A clock
synchronization is activated.

The PC stations in the test setup are called:

e ES: ES60
e OS- Server: SV60A
e OS-Server Standby: SV60B

5.31 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 5-1 (S.75). Furthermore, a multiproject must have
been created on the ES in which the AS has already been configured regarding
hardware and software.

Then you can start with the following CPU and CP settings.

AS settings

Evaluation of the process data requires all components of the process control
system to work with an identical clock, so that messages can be allocated in the
correct temporal sequence.

Below, a path is described where the redundant OS single stations define the
master time.

NOTE Further options of clock synchronization are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.0)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.0)

PCS 7 Minimal Configurations
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Table 5-3

Step Activity Screenshot

1. Open the HW Config of the AS. T

Select the CPU and choose “Object
Properties...” from the context menu.

Ctrl+C
Paste ChH

Replace Object...

Add Master System

Disconnect Master System

Master System Isochronous Mode
Insert PROFINET IS System
Disconmect PROFINET 0 Systerm,
PROFINET 2 Damain Management: . .
PROFINET I& Tapalogy, ..

FROFINET IO Isachronous mode:

Specify Madule., .

Delete Del

Go To 3
Filter; Assigned Modules

IanitorModifsy.

Edit Symbaols,

At
Change ACcess 3

Assign Asset ID...

Product Support Information Ctrl+F2
FAQs Ctrl+F7
Find Manual Ctrl+F6

Statt: Deyvice Tool

2. Go to the “Diagnostics/Clock” tab. IR ERR R R (R0/=1)
In the section under “C'OCk” set MAS slaveu General | Statup | Synchronous Cycle Intenupts | Cycle/Clock Memory | Retentive Memary |

Memory | Intenupts | Time-of.Day Inteiupts | Cyelic Interupts  Diagnostics/Clock | Protection

for the AS under “Synchronization Type”. [ —
Confirm the setting with “OK”. B[ e e
[¥ {Heport cause of S TOF
™ Acknowledgment tiiggered reparting of SFE3335
Mumber of messages in the diagnostic buffer 3000

Clack
Synchronization Synchiarization Type Time Interval

In the PLC: [#s slave =] [Here = |

On MP: [hwene J [ T =

O MEl [rwene =] [none =l
Conection factor lu_ ms

Cancel Help

PCS 7 Minimal Configurations
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Step Activity Screenshot
3. Open the context menu of the CP and i (0) UR2ALU-H
select “Object Properties...". 1 PS 407 10A [
3 EjcPuai7aH
| A2 oF
X7 MPLDP
IF1 H-Synic-Modul
................. H-S
X7 Copy Ctrl+C
X1PIR Paste Chrl
X1F2R
6 Replace Object...
X7 Add|Master, System
Y7818 Disconmect Master System
Master System Isochronous Mode
Inserk PROFINET IO Systerm
Disconmect PROFIMET I Systenm
PROEINET IO Darnain Managernent. ..
PROFIMET 12 Topalogy. ..
FROFIMET IO Isochranaus mode
Specity Madule, .,
Delete Del
GoTo 3
Filter Assioned Madules
[Manitarodify:
Edit: Symbals, .
Object Properties. .. Alt+Return
Qpen Ohjeck With, .. Ch Al
Change Access 3
Assign Asset ID...
4. Go to the “Time-of-Day Synchronization” ]
IP Access Protection IP Corfiguration | Diagrostics |
ta
i Geneal |  Addesses | Options Time-of-Day Synchronization
Activate the option “Activate SIMATIC [
time-of-day synchronization”. I Uses
. . ) & Agomatic € From gtation to LAN  From LAN to station
Confirm the setting with “OK”. T Mod
I Ltivate NTR time-of-day spnchionization
I Time-of.clay surchrorization or the full minute
I= | Aoepttime of day from non synchranized NP senvers
¥ Fonward time of day to station
NIF server addresses (1P addresses)
Add..
Edt
Delete
Wi i [iGNT +0T:00) Berin, Bem, Brussels, Rome, Stocknolm, Vienra  ~]
Update interval [seconds) 50
[Range of values 10 - BB400)]
et | v
5. Save and compile the configuration with

“Station > Save and Compile”.
Close the HW Config.
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Generating the ES PC station
In order to take the OS project on the ES into operation, we generate a PC station

for the ES with WinCC application.

Table 5-4
Step Activity Screenshot
1. In the “Component view”, open the context
. . File Edit Insert PLC View Options Window Help
menu of.th? project and |n§ert anew PC D875 o e |0 2] % o
station via “Insert New Object > SIMATIC 5 5 HP_HP (Component view) — D Prajects\KE\KS_HP_ HP\KS_HP_HP
PC Station”. E@\g,m 2560
. -G REMIMN  cpen Object Cirl+alt+0
Change the name of the PC station so that S aiible —
it corresponds to the name of the local Cary e
. Paste: (CErl+y
computer in the network. — =
SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
PCS 7 License Information SIMATIC PC Stafion
Other Station
Shared Dedarations » SIMATIC 55
Flant Hierarchy » e
Rename F2 MPT
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
7 Program
Preconfigured Station...
0s
0s (Client)
Shared Dedarations
Project Documentation
2. Open the HW Config of the PC station of
the ES W|th the context menu. File Edit Insert PLC View Options Window Help
Ow |2R&] % B @[ aa[o B ]
¥ KS_MP_MP (Component view) -- D:\Projects\K5\K5_MP_MP\K5_M|
=-{25] KE_MP_MP
=8 K5_MP_Pyj |
ASED
ESED Gk Chrl43
{Z] Glabal Declarations Copy etriie
- K5_MP_Lib Paste L
Delete Del
Rename F2
3. From the object catalog (“View > Catalog”), & (0) PC
add a “WinCC Appllcatlor’! and a network q e Ao, B
card of the type “CP1623". 2 CP 1623
3
4
5 |
[
7
8
9
10
11
12 |

PCS 7 Minimal Configurations
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Step Activity Screenshot
4, Under “Subnet”, select the Plant Bus or ]
create it with the button “New...”. General  Parameter |
Assign the respective MAC address to the (s B
CP 1623.
Deactivate the option “IP protocol is being
used”. 1P sddres: D ot use o
. ) i . Subnet mask:
Confirm the settings with “OK”. Glllz=pucs
Address:
Subnet:
" not networked — Mew
Properties...
Delete
== Help
5. Open the context menu of the CP and
select “Object Properties...”. Juinccron 4
3 | Copy ctrl+C
4 Paste bl
5
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PREFINET 10 [sochronaus mode
Specity Module. ..
Delete Del
Go To 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Pre - Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Select the “Options” tab and checkmark x|
the “Time of day” box. | [, [ |
. . . “« - Time-of-Day Syr
Confirm the setting with “OK”. © T
€ Master (time sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via menu item “Station >
Save and Compile”.
Close the HW Config.
8. In the SIMATIC Manager, delete the OS
optional | Project qf thg PC station of the ES as it is
not required in our example.
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Generating the master OS PC station

Table 5-5
Step Activity Screenshot
1. In the “Component view”, open the context
fthe roect and Insert a neW PC File Edit Insert PLC View Options Window Help
menu or the proj , D=8 | 50 ] % % [<horie
station via “Insert New Object > SIMATIC 23 Kb_MP_MP [Component veew) — D-\Prajects\WE\K6_HP_MPYKb_ MP_MP
PC Station”. You can choose its name =3 6P P 2560
=-Ep [T & £se0
freely. EIASBI Open Object Chrl+Alt+0
0t Chrl 4
@ B MP_ L CORY ChlC
Paste. CErl
Delete: el
e SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC
PCS 7 License Information... Other Station
Shared Dedarations »  SIMATIC S5
PG/PC
Plant Hierarchy >
Rename F2 MPI
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Project Documentation
2, Open the HW Config of the PC station of | [«
the Standby OS with the context menu. Fie Edit Insert PLC View Options Window Help
0= |2 % 2w dao B2 = &= [
E= K6_MP_MP (Component view) -- D:\Projects\K6\K6_MP_MP\KG_MP.
[=-{2] KE_MP_MP
Open Object Ctrl+Alt+0 l
Lals Chrl
Copy, Chrl+E
Paste Ghrl
Delete el
Rename F2
3. From the object catalog (“View > Catalog”),
add a “WinCC A“ppllcatlor’! and a network q e Ao, B
card of the type “CP1623". 2 CP 1623
3
4
5 |
[
7
8
9
10
11
12 |
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Step Activity Screenshot
4. Under “Subnet’, select the Plant Bus or E
create it with the button “New...". Genera  Parsmeter |
Assign the respective MAC address to the 12| cotlAg creseiluze O i
CP 1623. L
Deactivate the option “IP protocol is being B P el
used”. Patres  [T25T00 i
. ) L« " ‘Subnet mask 255 255 255.0 -
Confirm the settings with “OK”. 9 Lse ot
Address:
Subnet:
" not networked — Mew
Properties...
Delete
Cancel Help
5. Open the context menu of the CP and
select “Object Properties...”. Qunccin
3 | Copy ctrl+C
4 Paste bl
b
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PROFIMNET 10 [sochronous mode
Specity Module. ..
Delete Del
GoTo 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Pre - Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Select the “Options” tab and checkmark x|
the “Time of day” box. Bl [ |
Confirm the setting with “OK”.
£ Master [tme sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via menu item “Station >

Save and Compile...”.
Close the HW Config.
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Generating the standby OS PC station

Table 5-6
Step Activity Screenshot
1. In the “Component view”, open the context
. . File Edit Insert PLC View Options Window Help
menu of the project and insert a new PC D2 Br ) e e %%
station via “Insert New ObJeCt > SIMATIC £ K6_MP_MP (Component view) - D:\Projects\K6\K6_MP_MP\K6_MP_MP
PC Station”. You can choose its name =l K PP o
ESED
freely. Open Object Chrl+Alt+0
L] Gl %
Copy Cerl+C
Paste el
Delete; DEl
SIMATIC 400 Station
Multiproject » SIMATIC 300 Station
PLC
PCS 7 License Information...
Shared Dedarations > SIMATIC S5
PG/PC
Plant Hierarchy >
Rename F2 MPI
Object Properties... Alt+Return PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
57 Program
Preconfigured Station. ..
os
05 (Client)
Shared Dedarations
Project Documentation
2 Open the HW Config of the PC station of
the Standby OS WIth the context menu. Fle Edit Insert PLC View Options Window Help
D |8 e | 4 Bo i dn|lo B % =)
¥ K6_MP_MP (Component view) -- D:\Projects\K6\K6_MP_MP\K6_MP._|
=-[2a] KE_MP_MP
-89 E_MP_Pi bject Cirl+Alt+O
E ASED
Cut: Ghrls
Copy Chrl+C
Baste -,
18 @{E:_IME;;I_DEEIE Deklarationen e —
Rename F2
3. From the object catalog (“View > Catalog”),
add a “WinCC Application (stby) ?nd a q e Ao, B
network card of the type “CP1623". 2 CP 1623
3
4
5 -
[
7
[
9
10
11
12 hd|
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Step Activity Screenshot
4. Under “Subnet”, select the Plant Bus or £
create it with the button “New...”. Generd  Paranete |
Assign the respective MAC address to the D] el edies e S0 priced
CP 1623. HAC sdcress
Deactivate the option “IP protocol is being I (P G T
used”. Fatws D i —
. i e . Subnet mask: 255 256,255 0 p
Confirm the settings with “OK”. e
Address:
Subnet:
— not networked — New...
Properties.
Delete
Cancel Help
5. Open the context menu of the CP and
select “Object Properties...". QWinccro. 4
3 | Copy Cirl+C
4 Paste bl
b
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PROFIMNET 10 [sochronous mode
Specity Module. ..
Delete Del
GoTo 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Pre - Alt+Return
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Select the “Options” tab and checkmark x|
the “Time of day” box. [
Confirm the setting with “OK”.
€ Master (time sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via menu item “Station >

Save and Compile...”.
Close the HW Config.
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Configuring all PC stations

The function “Configure PC station” transfers the project configuration to one or
more PLCs. First configure the local components configurator of the ES and then

the OS connected to the plantbus.

Table 5-7
Step Activity Screenshot
1. Configure the component configurator of
the ES. Select the PC station of the ES
and choose “PLC > Configure...” from the
Open Object Ctrl+AI+0
context menu. j o ot
vl e
Delete Del
Sourioad cuiit
oy * ™ Compile and Download Objects... ==
Rename F2
Object Properties... Alt+Return Compare... I
2. Under “Accessible computers”, choose the x|
PC which is provided for configuration. .
Local network connection:
ITerminaIbus j

NOTE

If you chose the option “Computer name
identical to the PC station name” in the
component view “Object Properties” for the
PC station, the component configurator
directly displays the target computer to be
configured.

With the button “Display”, you can have the
current configuration of the PC station
displayed.

Hit the “Configure...” button.

Accessible computers:
ESED

SWROA
SWEOR

v Usze configured computer name

Target computer:

|ESED

Dizplay. .. |

Mersages

LCloze |

Help |
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Step

Activity

Screenshot

3.

In the displayed window you see how the
PC station is configured.

Confirm this setting with “OK”.

Configure: ES60 x|

Statior: |ESSD

Index I Mame I T ppe
1 [} WinCCAppl | WinCC Apph
P23 CP 1623

| Statug I Causze -

13 -
| | v

@ The configuration is pogsible. The configuiation can be seen in the list
above.

Cancel Help

Acknowledge the information dialog with
“OK”.

x

If the companent configuration is changed, the entire PC station
l % will be reconfigured and the existing database is lost.

This can take several minutes,

Make sure that no communication or diagnostics is active over a

componentin the current configuration.

Finally, you receive the following message
in the bottom window:
“Transfer completed successfully.”

Close the configuration dialog box.

i

Lacal netwark, connection:
I Terminalbws j

I pdate |

Accessible computers:

ESED
SVRDS,
SVEOE

IV Lse configured computer name

Target carmputer:
[EsBn

Configure... |

Meszages:

Digplay... |

Configuration running.

ESE0:

Transfer completed successiully.
Configuration completed,

|

Please configure the component
configurator of the master and the standby
OS analog to steps 1 to 5.
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Configuration and download of the AS/OS communication

In the following, the connections between the PC stations and the AS in NetPro are
configured and downloaded into the individual stations.

NOTE For station granular configuration, the subnets of the individual subprojects must

be joined beforehand.

Table 5-8
Step Activity Screenshot
1. Open NetPro.
i L AS60
Select the WinCC app||cat|on of the ES W A itP inH:P = iwo = ipu.\a il i:p im:p = ipu.\a ffyipm
and open the context menu. Choose " s | = | ] miw | n i
“Insert New Connection”. T
Industrial Ethernet
Highlight
Download to current project »
PlantBus1 —
Industrial Ethg_ Reamanse
Object Properties. Alt+Retun
2. In the “Connection Partner” window, select x|
the CPU of the AS — Connection Partner
Ensure that in the “Connection” field a “S7 -5 I the cunent project
connection” has been selected. =P 6_MP_Pi
. -l ASE0
In this example, a fault-tolerant S7 : ﬁ'
connection is configured due to the AS
configuration.
Confirm the setting with “OK”. . &)l broadcast stations
- Al multicast stations
F-{@a] In the multiproject: &_MP_MP
@ In unknown project
; %
Project: |5_MP_P[i -
Station: |ASBD
Module: [cPU 174 H/CPU 174 HI)
— Connection
Tupe: IS? connection faul-talerant j
¥ Dizplay properties before inserting
ak. I Apply Cancel | Help I
PCS 7 Minimal Configurations
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Step Activity Screenshot
3. In the “General” tab, in “Connection ‘ 2]
. . . » “ 9 s General | Siztus Information
identification” change the “Local ID” into a s oo Entpont .
meaningful name, like AS60. e e e ——
Confirm the settings with “OK". CEo— [ —
- Connection
Local Partner
Elfer e Appl. |é|§ﬁﬂ:174 HRW/S3)
Intgface e =] [P0 Ross) |
Local nteface [ Address T Subret [ Partnerinterface [ Add ]
CP 1623 08-00-06-61-00-01  PlantBus PN-I0 (R0/S5) 08-00-06-61-00-10
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-IO (R1/56) 08-00-06-61-00-11
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-IQ (R0/S6) 08-00-06-62-00-10
CP 1623 08-00-06-61-00-01  PlantBus PN-IO (R1/55) 08-00-06-62-00-11
Address Details.
Redundancy
v Enable max. CF redundancy (wih 4 connection paihs)
‘ ==
4. Repeat steps 1 to 3 for connecting the x|
master OS and the standby OS to the AS.
T . e il
It is important that the connection of g
master OS, standby OS and ES to the AS ¥ Compile and check everything
have identical names. ¢ Compile changes only
Then, save and compile the configuration
with the menu item “Network > Save and
compile...”. ’—IDK Cancel Help

Choose the option “Compile and check
everything” and confirm with “OK”.

Mark the ES and then, over the menu item

load “PLC > Download to Current Project >
Selected Stations”.

Download the AS, master OS, and standby
OS in the same way.

Then close NetPro.

% NetPro - [5_MP_Prj (Network) -- D:\Projects\K5\K5_MP_MP\5_MP_Prj]
% Network Edit Insert PLC Vien Opfions Window Help

R IR

lexana |
Open Object Ctrl+alt+0

Copy cul+c

Delete Del

tions
PlantBus e Selected and Partner Stations

Industrial Etheme

Alt+Return

Object Properties...
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Master/standby settings on the ES

Here you make the master/standby assignment and select the download paths.

Table 5-9
Step Activity Screenshot
1. In the SIMATIC Manager, open the =
properties dialog of the master OS. Gerersl Target 03 and Sandsy 05 Computer |
Switch to the “Target OS and Standby OS Path o the Target OS Compuer
Computer” tab. I o
In the “Standby-OS” drop-down menu, Symboic computername
select the Standby OS. [o_HP P05 _taster
Checkmark the “Create/update archive Sanderos
tags” box and deselected “Transfer to l<rone > =
. 5 ¥ Create/update archive tags
central archive server”. T e et e
Press the “Search” button. I target OS computeris identical to £S computer:
Assign archive server
fpply Cancsl
2. Navigate by the drop down menu to the X
enable project folder of the OS server (see QU Mte + 83 [Seorh 05 i j
6.3.1 Preparatory Steps). o ]
Hit the “Save” button.
3. Check the path in the box “Path to the x|
Target OS Computer”_ Genersl  Taroet 05 and Standby 05 Cnmpulerl
Confirm this with “OK”. Path to the Target 05 Computer
Also Confirm the message box that [\\SVB0AProjects\OS_Master\05_Mastermep Search
appears with the “OK” button. Symbolic compter name
[6_MP_Pq_05_Master
Standby-0S
Jos_stby =
If target OS computer is identical to ES computer:
Assign archive server
= s
4. Open the Properties dialog of the standby x
OS. ' General  Targst OS and Master OS Computers |
Switch to the “Target OS and Master OS Path to the Target OS Computer
Computers” tab. fi Search .
Verify that the master OS has also been
entered in “Master OS”.
Hit the “Search...” button to choose the .
storage path of the OS data. 5 _Mester
Note:
Inthe properties of the master 05, the path to the target 05
computer must be specfied as well
Al Cancel
PCS 7 Minimal Configurations
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Step Activity Screenshot
5. Navigate by the drop down menu to the X
enable project folder of the OS standby B
server (see 6.3.1 Preparatory Steps). e 3
Hit the “Save” button.
~ Browse Foiders Save )
6. Check the path in the box “Path to the =
Target OS Computer” and confirm this with General Target 05 and Master OS Computers |
“O K” . Path to the Target OS Computer
Confirm the message that appears with the SVBE Projects\os_masier\O_Mebtermep Search .

“OK” button.

Master 05
05_Master

Nate:
In the properties of the master OS, the path to the target 0S
computer must be specified as well

Fosly Cance

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS project
Compile the OS project of the master OS in the SIMATIC Manager.
Look out for the correct OS assignment to the server in Plant View.
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5.3.2

OS Configuration

OS configuration on the Engineering Station

Conversion from multi to single place systems is made on the ES, as well as
settings for redundancy and clock synchronization.

Table 5-10
Step Activity Screenshot
1. Open the OS project of the master OS on

the ES computer.

In the opened WinCC Explorer, open the
OS project and select “Properties” in the
context menu.

{Z* WinCCExplorer - D:\Projects\6_MP_MP_
File Edit Wew Tools Help

..... Text

..... £ :=4 Text
..... i:.i Uzer

..... 331 user

..... L:| Time

s #

E‘% SFC
..... " Weh

=4 Tagma Properties
- Structure tag

----- .-Fh\ Graphics Designer

----- = Alarm Logging

..... J_U Tag Logging

~«ab Report Designer

----- J :B Global Script

g =

Find...

Library
Distributor
Administrator

'. Cross-Reference
----- El, Server data
----- Fedundancy

Archive

gynchronization

----- ";I" Picture Tree Manager
L1 Lifebeat Monitoring
----- R, 05 Project Editor

----- J __| Component List Editor

Mavigator
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Step

Activity

Screenshot

2.

In the “General” tab under “type:”, select
“Single-user project”.

Confirm the selection and the message
that appears with the “OK” button.

zl
Operation mode I User Inteface and Design I
General | Update Cycles | HotKeys | Options

1 General Data of the Cumment Project.

Single-User Projec

Type:
Creatar: |'.'-

CC-Project-Manager

Creation Date:
Changed By:
Last Change:

Jar11/202 4

7 FM

|‘.‘\|'inCC-Prnject-Manager

|9/11/2012 4:59:37 PM

Version |

GUID: |CC_OS 1_12.09_11_14.55_35

Comment: ;I

=

. A change from a multi-user to a single-user or WinCC dient project
will delete &ll configured dient computers from the computer list.
Click on <OK:> to perform this change,

or on <CAMNCEL> to keep the multi-user project.

o | o]

Prevent deleting the startup list by pressing
the “No” button.

=

The project type was changed.
Do you want to delete the startup list?

Yes Mo

Open the editor “Redundancy” with the
context menu.

Activate the option box “Default Master”.

Under “Redundanter Partner Sever:” the
standby OS must be entered.

Check whether your desired checkboxes
are activated at “Optional Settings”.

If you do not wish to operate the RS 232
redundancy cable at the COM1 interface,
then these settings must later be
performed on the OS itself (see section
“OS configuration on the Operator
Station”).

Confirm the settings with “OK”.

x|

Generd | User Archive |
Server

ESE0

[¥ Defaul Master

Redundart partner server
SVE0B Browse |

Local Computer Seftings

Connection with redundant partner via network adapter

None =l
Connection to redundant partner via serial interface {optional): COM1 |

(' Synchronize all data of the outage period

& Synchronize failures of last |2 days orly.

Optional Setting:

¥ Synchronization of Tag Logging after the partner server comes back online

[¥ Synchronization of Alam Logging after the partnier server comes back online

[¥ Online synchrorization for Alamm Logging

[¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
[V WinCC client switch in case of a process connection emor

Enables the synchronization for all specified options and user archives
¥ Activate Redundancy

oK Cancel Help

66

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824




5 ES, OS-Master and OS-Standby

Copyright © Siemens AG 2013 All rights reserved

Step Activity Screenshot

5. Open the editor “Time synchronization” a2l x|
with the context menu. ~ General Settings

I~ Use time receaive utility \LI

Here, activate the checkbox I™ Deactivate time synchronization Cancel |
“Synchronization via System Bus (Master,
Slave)” . — Synchronization via Teminal Bus [Slave)
In “ACCGSS point 11” SeleCt nCP1 623('80)” = sz the time from & contected WinCE semver,
and activate the “Master” radio button. 2 Ueihe fine ircin = peciil sompitz:
Activate the option box Eaztiatl | =
“Display symbolic name of the access Bomputer2: | El
pOint”- = Let time be set by external [3rd - party] components

Confirm the settings with “OK”.

—v Sunchranization via Systern Bus [Master, Slave)

~Access point 1

NOTE [<cPiaza0s0) (1)> = o=
If the ES server does not have a CP1623, © Slave
the settings for the clock synchronization .
Access point
cannot be executed here. The clock  Master
synchronization settings must, in this case, <Non= =] P
be executed on both single stations itself
after downloading the OS projeCt v Display symbolic name of the access point
~Process cantrolling messages————————— Project documentation—
¥ Send once Print I
Send every _I; rihutes ﬂl
Setup I
6. Close the OS project.
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Downloading OS project to the OS computers

After the redundancy and clock synchronization have been configured on the ES
side, the OS project can be downloaded to the master and standby OS.

Table 5-11
Step Activity Screenshot
1. In the SIMATIC Manager, select the [EZ SIMATIC Manager - 6_MP_MP_reorg
master OS and select “PLC > Download” e
from the context menu Ol |87 | e i [ Eal
I R R T
=-Ep 5_MP_Pi I Fictuel3) PlantRTH 1
ASED
ESED
=3, SvEnA
CoE-[ winl
-~
Ctrl+alt+0
Ctrl+x
Copy crl+c
Paste by
Delete Del
Insert New Object
PLC
Compile Ctrl+8
Display compilation log...
Display load log....
Generate server data
Assign OS server...
Start OS simulation
Import WinCC objects
Print 3
Plant Hierarchy 3
Rename F2
Object Properties... Alt+Return
2. Downloading the OS project for the first x|
tlme reqUIreS a Complete download‘ Target systen: \WSYELA Projects\DS_Master\0S_Master mop
Start the download with “OK”.
—Scope
' The entire WinCC project
! Thanges Detsils |
™ Start compilation before downloading
The entire 'WinCC project will be ransferred to the runtime 05,
(0] I Cancel Help
PCS 7 Minimal Configurations
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Step Activity Screenshot
3. After the successful download, the OS

project is located on the master OS in the

intended fOIder- Download to target spstem was completed successfully.

Confirm this with “OK”.

Erar ‘
ok I Cancel
4

4. Repeat steps 1 to 3 to download the OS

project to the standby OS.

Configuration of the Operator Station

NOTE

If the engineering station has no CP1623 as opposed to the OS, or the RS 232
redundancy cable is not connected at COM1 there, the following step-by-step
instructions must be performed. Otherwise, we generally advise you to check the
project settings after the project download onto the target systems.

Normally, all configuration works are executed on the ES for the purpose of
consistent data management, so that no WinCC engineering licenses are
required on the OS. Nevertheless, a license free time window of one hour is
available after each opening of the WinCC Explorer for WinCC configuration
works.
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Table 5-12
Step Activity Screenshot
1. Open the OS project on the master OS.
2. Open the editor “Redundancy” with the # Redundancy E
context menu. Genera | User Arofive |
Server:
Check the name of the master OS in the 7 Defat Viaster
fl eld “ S erv er”- IREed;unEdam partrer server: —
The “Default Master” checkbox must be oo ot S
activated. Connection with redundant pariner via network adapter
Also check whether, under “Redundant Hene =]
Partner Server:” the name Of the Stand by Connection to redundant partner via serial interface {optional): comt -
OS has been entered correctly.
. € Synchronize all data of the outage perio
Check whether your desired checkboxes TR
are activated at “Optional Settings”. O mmTt o . s
If you are operating the RS 232 f:i"‘ =
redundancy cable at a location differentto | || T
the COM1 interface, you have to set the ¥ Orie synchrorizaton fo Al Logging
appropriate interface at “Seria| Connection ¥ Synchronization after disnuption of the process link (Tag Logging + Alam Logaing)
to redundant paﬂner:,,. ¥ WinCC client switch in case of a procsss connection emor
Confirm the Settings with “OK”. Enables the synchronizatian for al specfied options and user archives:
[V Activats Redundancy
0K I Cancel Help
3. Open the editor “Time synchronization” @ Time Synchronization - [0S_Master.mcp] (2]
with the context menu. ~ General Settings
[T Use time raceive utility \LI
Here, activate the checkbox " Deactivate time synchronization Cancel |
“Synchronization via System Bus (Master,
Slave)”. — Synchronization via Teminal Bus [Slave)
In “ACCSSS point 1;, CheCk or SeleCt € Wse the fime ffem) a connected SRt server
“CP1 623('80)” and’ preSS the “Master” € Wse thie fine o a speciic cofmputer:
radio button. Compren | ]
[Eampiten: I J
Confirm the settings always wih “OK”. (= ILEDtE e St by erteral (Bl et eompatents
¥ Synchronization via Spstem Bus (Master, Slave)
~Access paint 1
[<criszziso) ) =1 9 st
' Slave
- Access point
€7 faster
<More 4
{7 Glaye
¥ Display symbolic name of the access point
— Process contralling messages——————— Project documentation—
v Send once LI
Send|eyven _I: mifutes: M
Setup I
4. If you made any changes in the WinCC
Explorer project, close the OS project and
open it again to activate the settings.
PCS 7 Minimal Configurations
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Step Activity Screenshot
5. Repeat steps 1 to 4 on the standby OS =T o E
with the following modifications for step 2 e O]
(redundancy):
e  The “Default Master” checkbox must I™ Sandard-tlaster
H Redundanter Patner-Server:
be deactivated. [ Durchsuchen
e Also check, whether under receratoies et
“Redundant Partner Server:” the name e T e S T T
of the master OS has been entered Kene =
CcO rreCtly_ Verbindung zum redundanten Partner Gber serelle Schnitstelle (optional): [COM 1 -
" Alle Daten im Ausfallzetraum abgleichen.
& pusfalle nurfir die letzten |2 Tage abgleichen,
Optionale B n
[V Abgleich Tag Logging niach Wisdzrkehr des Partners
¥ Abglsich Alam Logging nach Visderkehr des Partners
¥ Online-#bgleich fiir Alam Logging
W Abgleich nach Stérung der Prozesskopplung (Tag Logging + Alam Logging)
[ WinCC-Ciient-Umschattung bei Stérung der Prozssskopplung
Aktiviert den Abgleich fiir ale angegebenen Optionen und die Anwenderarchive:
¥ Redundancy aktiviersn
oK I Cancel Help
5.3.3 Activating Runtime

Successively activate the OS project on the master OS as well as on the standby
OS. It is recommended to wait with activating the second Runtime until the start
process of the first one is completed entirely.

Regarding the redundancy, the online synchronization is active immediately. The
mutual archive update, on the other hand, takes approx. 10-15 min.
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ES/OS-Master and OS-Standby

Configuration Description

For this configuration with two redundant OS single-user systems one of both
stations is simultaneously used as ES, which saves a separate third station.

The following two criteria must be followed here, which is why generally a
configuration with separate ES is advised (see chapter 5 “ES, OS Master and OS
Standby”):

Comparatively low saving potential

The saving potential is reduced since PCS 7 V8.0, as the OS Runtime license is no
longer contained in the ES license. The savings are therefore restricted to the PC
(Hardware and Windows license).

Particular features for programming

72

NOTICE

The configuration deviates from the PCS 7 engineering standard and represents a
sort of a workaround.

The PCS 7 standard tools for the redundant OS stations “WinCC application” and
“WinCC Application Standby” cannot be used, since a delta download would not be
possible here during runtime. The mechanisms where both systems need to be in
runtime, and Runtime must be terminated on the ES for the download, mutually
block each other.

For this reason, we now configure an OS application, open it on both stations, and
configure the mutual redundancy respectively local in WinCC. For downloading to
the OS Single Station, the Runtime and the OS on the ES must be closed,

This configuration has been tested with a PCS 7 basic installation, including Web
Option. For the function in conjunction with additional option packages, a
statement cannot be made.
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Hardware configuration
Figure 6-1

Terminal bus

ES / OS-Master OS-Standby

——_  Redundancy ——
HI——E
1]

COM-Cable
Plantbus I
PCS 7 configuration
Figure 6-2
=lolx|

File Edit Insert PLC View Options Window Help
D@|g?@|%ﬁl|ﬁ|,?lﬁ|gal_ & || < No Fiter >

¥ K5_MP_MP (Component view) -- D:\Projects\K5\K5_MP_MPK5 |

=101

WinCC Appl.

{77 Global Declaratior ™
N [ —

_ 1ol x]
=-{zal K5_MP_MP (EdRMT1
=8 KE_MP_Prj RMT2
{1 Glabal Declarations
Plant1
gl AMT1
--@ KE_MP_Lib
Press F1 to get Help. F .2
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Particularities / restrictions

Due to the nontypical PCS 7 configuration with only one OS there are differences
in the system behavior which must be considered:

e The first activated OS takes on the master role.

e For the complete download, Runtime must be deactivated for both computers,
and the WinCC Explorer must be closed. During this time, neither operator
actions nor archiving is possible.

e For a delta-download, Runtime on the ES must be closed again for compiling
the OS. It can then be re-activated for testing the modified OS functions. For
the downloading, Runtime must be terminated and the WinCC project must be
closed.

The following restrictions result:

- No operator actions can take place at the ES computer at that time.

NOTICE If Runtime remains active on the ES during the OS compilation, it might
happen - depending on the changes made - that a subsequent delta-
download is carried out incompletely and results in errors. Afterwards,
only a complete download will be possible.

¢ Runtime being active on the ES computer results in the runtime archive being
stored under the multiproject path. Therefore, they are also included into the
ZIP file during archiving and cause increased storage space as well as
archiving times.
Workaround:

- Deactivate Runtime on the ES computer.

- Reset archive in the OS project on the ES computer and close the entire
PCS 7 project.

After archiving and reactivating Runtime, the archives are updated again.
Please note that more time will be needed for checking.

PCS 7 Minimal Configurations
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6.2 Required Hardware and Software Licenses

Hardware

The following hardware is recommended for this configuration and can be ordered
via the Siemens mall. Your selected operating system and the system software
SIMATIC PCS 7 is then preinstalled accordingly.

Table 6-1
Components Product information Operating Plantbus
system transition
ES/OS SIMATIC PCS 7 ES/OS IPC547D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC547D | Windows 7 CP 1623
IE
OS Single Station SIMATIC PCS 7 ES/OS IPC547D | Windows 7 RJ45
BCE network card
SIMATIC PCS 7 ES/OS IPC547D | Windows 7 CP 1623
IE

Software licenses

In the following, the different software/license packages required for this
configuration selection have been listed.

Table 6-2

Components

Software/license packages

ES

e SIMATIC PCS 7 AS/OS Engineering Software V8.0
(PO unlimited)

e SIMATIC PCS 7 AS Runtime License
(max. 2000 POs)

OS Single Station Redundant e SIMATIC PCS 7 OS Software Single Station Redundancy

V8.0 (single license for 2 installations)

e 2 x SIMATIC PCS 7 OS Runtime License
(max. 2000 POs)
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6.3 Step-by-step Configuration

NOTE The following instruction was generated on the basis of Windows 7 and
PCS 7 V8.0 SP1.

For the plantbus transitions, CP1623 is used as an example. Additionally, the
clock synchronization is activated.

The PC stations in the test setup are called:

e ES/OS-Master: ES60
e 0OS-Stanby: SV60A

6.3.1 ES Configuration

Generating the multiproject

As a basis for the following instruction, all PC stations must be physically
networked according to Figure 6-1. Furthermore, a multiproject must have been
created on the ES in which the AS has already been configured regarding
hardware and software.

Then you can start with the following CPU and CP settings.

AS settings for the clock synchronization

Evaluation of the process data requires all components of the process control
system to work with an identical clock, so that messages can be allocated in the
correct temporal sequence.

Below, a path is described where the redundant OS single stations define the
master time.

NOTE Further options of clock synchronization are described in detail in the following
manuals:

e SIMATIC Process Control System PCS 7 Operator Station (V8.0)
e SIMATIC Process Control System PCS 7 Time synchronization (V8.0)

PCS 7 Minimal Configurations
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Table 6-3

Step

Activity

Screenshot

1. Open the HW Config of the AS.

Select the CPU and choose “Object
Properties...” from the context menu.

Copy Ctrl+C
Paste ChH

Replace Object...

Add Master System

Disconnect Master System

Master System Isochronous Mode
Insert PROFINET IS System
Disconmect PROFINET 0 Systerm,
PROFINET 2 Damain Management: . .
PROFINET I& Tapalogy, ..

FROFINET IO Isachronous mode:

Specify Madule., .

Delete

Del

Go To

Filter; Assigned Modules

IanitorModifsy.

Edit Symbals...
Object Proper

Cpen Object With...

Change ACcess

Alt+Return

At

Assign Asset ID..

Product Support Information Ctrl+F2

FAQs
Find Manual

Ctrl+F7
Ctrl+F6

Statt: Deyvice Tool

2. Go to the “Diagnostics/Clock” tab.

In the section under “Clock”, set “As slave”
for the AS under “Synchronization Mode”.

Confirm this setting with “OK”.

Properties - CPU 417-4 - (R0/54)

General | Statup | Synchronous Cycle Intenupts | Cycle/Clock Memory | Retentive Memary |
Memory | Intenupts | Time-of.Day Inteiupts | Cyelic Interupts  Diagnostics/Clock | Protection

~ System Diagnosti
I Exterided/functions
IV fieport catse of STOR
I~ Acknowledgment-tiiggered reporting of SFE33-35

Number of messages in the diagnastic buffer

3000

i~ Clack

Synchronization

Synchiarization Type

Time Interval

Inthe PLC. [#s slave

[Here

On MPI: [Nore

ar | [Hane

0 ms

Conestion factor

[l
J2 [
Il

[Here

Ll L] Ll

Cancel Help
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Step Activity Screenshot
3. Open the context menu of the CP and i (0) UR2ALU-H
select “Object Properties...”. PS 407 10A =
CPU 4174 H
| A2 oF
X7 MPLDP
IF1 H-Synic-Modul
X7 Copy Ctrl+C
X1PIR Paste Chrl
X1F2R
Replace Object...
X7 Add|Master, System
Y7818 Disconmect Master System
Master System Isochronous Mode
Inserk PROFINET IO Systerm
Disconmect PROFIMET I Systenm
PROEINET IO Darnain Managernent. ..
PROFIMET 12 Topalogy. ..
FROFIMET IO Isochranaus mode
Specify Module, .,
Delete Del
GoTo 3
Filter Assioned Madules
IanitarfMadify:
Edit: Symbols
Object Properties. .. Alt+Return
Qpen Ohjeck With, .. Ch Al
Change Access 3
Assign Asset ID...
4. Go to the “Time-of-Day Synchronization” kS|
tab IP Access Protection | IP Corfiguration | Diagrostics |
) Geneal |  Addesses | Options Time-of-Day Synchronization
Activate the option “Activate SIMATIC e
. . . " Fonard time.of e
time-of-day synchronization”. ™ Use comeciedtine
. 3 3 & Agomatic € From gtation to LAN  From LAN to station
Confirm the setting with “OK”. TP Hod
I Ltivate NTR time-of-day spnchionization
I Time-of.clay surchrorization or the full minute
I= | Aoepttime of day from non synchranized NP senvers
¥ Fonward time of day to station
NIF server addresses (1P addresses)
Add..
Edt
Delete
Wi i [iGNT +0T:00) Berin, Bem, Brussels, Rome, Stocknolm, Vienra  ~]
Update interval [seconds) 50
[Range of values 10 - BB400)]
et | v
5. Save and compile via menu item “Station >

Save and Compile”.
Close the HW Config.
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Generating the ES PC station

In order to take the OS project on the ES into operation, we generate a PC station
for the ES with WinCC application.

Copyright © Siemens AG 2013 All rights reserved

Table 6-4
Step Activity Screenshot
1. In the “Component view”, open the context
. . File Edit Insert PLC View Options Window Help
menu of.th? project and |n§ert anew PC D |87 | & @ dal[o %% T
station via “Insert New Object > SIMATIC 5 5 HP_HP (Component view) — D Prajects\KE\KS_HP_ HP\KS_HP_HP
PC Station”. B 560
. =23 (MU Gpen object Ctl+Alt+0
Change the name of the PC station so that S aiible —
it corresponds to the name of the local Cary e
. Paste: (CErl+y
computer in the network. — =
Insert New Object SIMATIC 400 Station
Multiproject 3 SIMATIC 300 Station
PLC 3 SIMATIC H Station
PCS 7 License Information SIMATIC PC Stafion
Other Station
Shared Dedarations » SIMATIC 55
Flant Hierarchy > mi
Rename F2 MPT
Object Properties. .. Alt+Return PROFIBUS
Industrial Ethernet
Foundation Fieldbus
7 Program
Preconfigured Station...
0s
0s (Client)
Shared Dedarations
Project Documentation
2. Open the HW Config of the PC station of
the ES W|th the context menu. File Edit Insert PLC View Options Window Help
Ow |2R&] % B @[ aa[o B ]
=-{zal KE_MP_MP
=8 K5_MP_Pyj |
Cut: Chrl
{Z] Glabal Declarations Copy etriie
- K5_MP_Lib Paste L
Delete Del
Rename F2
3. From the object catalog (“View > Catalog”),
add a “WinCC A“ppllcatlor’! and a network q e Ao, B
card of the type “CP1623". 2 CP 1623
3
4
5 |
[
7
8
9
10
11
12 |

PCS 7 Minimal Configurations
V4.4, ltem-ID: 24023824 79



Copyright © Siemens AG 2013 All rights reserved

6 ES/OS-Master and OS-Standby

Step Activity Screenshot
4, Under “Subnet”, select the Plant Bus or ]
create it with the button “New...”. General  Parameter |
Assign the respective MAC address to the (s B
CP 1623. it
Deactivate the option “IP protocol is being I P G
used”. 1P sddres: [EEen D ot use o
. ) . . Subnet mask:
Confirm the settings with “OK”. Glllz=pucs
Address:
Subnet:
" not networked — Mew
Properties...
Delete
== Helo
5. Open the context menu of the CP 1623
and select “Object Properties...”.
Copy Ctrl+C
Faste (et
Replace Object...
Add Master, System
Disconmeck Master Systenm
10 Master System Isochronous Mads
11 Inserk PROFIMET ICr Syskem
12 Disconnect PROEINET IS System
13 FROFIMET 1D Domain [Management, ..
14 FRGFIMET IO Topolagy...
15 FROFIMET 1D Isachronous mode
16
17 Specify Madule. ..
18 Delete Del
Go To 3
Filter Assigned Madules
Iomitor/ T adify
Edit: Symbnls. .,
Object Properti Alt+Return
Open Chjeck With,.. Chrlt s+
Chiange fccess 3
6. Select the “Options” tab and checkmark |
the “Time of day” box. Genersl | fasgrment  Optons | Digroscs |
Confirm the setting with “OK”. i
o a:
€ Master (time sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via the menu item
“Station > Save and Compile...”.
Close the HW Config.
8.

In the SIMATIC Manager, delete the OS
project of the PC station of the ES asit is
not required in our example.
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Generating the standby OS PC station

Table 6-5
Step Activity Screenshot
1. In the “Component view”, open the context
fthe roect and Insert a neW PC File Edit Insert PLC View Options Window Help
menu of the proj . D205 % =@ k]2 %% = <o Fte >
station via “Insert New Object > SIMATIC 5 K5_HP_1P (Componeat view) — DA\Project=\KS\KS_HP_ HP\KS. 1P 1P
PC Station”. You can choose its name = KB NP ME 550
-y ORI
freely. @ renip oot catwlizo
Cut bl
oy Gl
Paste: el
Delete: Del
SIMATIC 400 Station
SIMATIC 300 Station
SIMATIC H Station
PCS 7 License Information... SIMATIC PC Statio
Other Station
Shared Dedarations » SIMATIC 55
PG/PC
Flant Hierarchy »
Rename F2 MPT
Object Properties. .. Alt+Return PROFIBUS
Industrial Ethernet
PTP
Foundation Fieldbus
7 Program
Preconfigured Station...
0s
0s (Client)
Shared Dedarations
Project Documentation
2. Open the HW Config of the PC station of
the standby OS with the context menu. Fie Edit Insert PLC View Options Window Help
D |8 4 e dnlle %)% el
% 5_MP_MP (Component view) -- D:\Projects\color_gs_MP\colo
E-f=a] 5_MP_MP
=8P 5_MP_Pi Open Object CHI+AIt+0 |
ASED
ESED Uk CErl
B sveia Copy Chrl+E
{11 Globale Deklarationer Paste Crl+
0 5_MF_Lib Delete Dl
Rename F2
3. From the object catalog (“View > Catalog”), &= ()
add a WlnCC Application” (no WinCC q WintC Appl. Ta
Application Stby!) and a network card of 3 CP e
the type “CP1623". 3
4
5 |
[
7
8
9
10
11
12 |
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Step Activity Screenshot
4. Under “Subnet’, select the Plant Bus or E
create it with the button “New...". Genera  Parsmeter |
Assign the respective MAC address to the 12| cotlAg creseiluze O i
CP 1623. L
Deactivate the option “IP protocol is being W o e
used”. Patres  [T25T00 i
. ) L« " ‘Subnet mask 255 255 255.0
Confirm the settings with “OK”. 9 Lse ot
Address:
Subnet:
" not networked — Mew
Properties...
Delete
Cancel Help
5. Open the context menu of the CP 1623
and select “Object Properties...".
3 | Copy ctrl+C
4 Paste bl
b
6 Replace Cbject...
7 Aadd Master System
2 Discanmeck Master System
5 IMaster Systemn Isochranous Mode
10 Insert PROFINET I System
il Disconnect BROFIMET 16 System
12 PROFINET: [0 Domain Management, .
PROFIMNET IO Tapalagy..
PROFIMNET 10 [sochronous mode
Specity Module. ..
Delete Del
GoTo 3
Filter Assigned Modules
IonitoryMadify
Edit: Symbols, ..
Object Pro Alt+Return ||
Open Objeck With, .. Chrl-alt+0
Change Access k
6. Select the “Options” tab and checkmark x|
the “Time of day” box. [
Confirm the setting with “OK”.
H ;[;\me sender]
& Slave time receiver)
Send Keepalives for Connection:
[IV Activate (30 seconds) ‘
Settings for TCP prot
’7NDISIP address ‘
Cancel Help
7. Save and compile via menu item “Station >

Save and Compile...”.
Close the HW Config.
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Step Activity Screenshot
8. In the SIMATIC Manager, open the x|
properties dialog of the OS project. [ e s ]|
Switch to the “Target OS and Standby OS Pathto the Target OS Computer
. T e
Computer” tab
Checkmark the “Create/update archive Symbolic comper nama
tags” box and deselected “Transfer to [os._sor
central archive server”. Standoy 05
Press the “Search” button. lopre -
[¥ Create/update archive tags
I~ Transferto extemal archive server
I target OS computer is identical to ES computer.
Assign archive server
oK Apply Cancel
9. Navigate by the drop down menu to the =]
. 4 v Network ~ SV60A ~ Projects + - earch Projec
enable project folder of the OS server (see A -] EED =
File pame: ~
5.3.1 Preparatory Steps). P =
Hit the “Save” button.
A
10. Check the path in the box “Path to the x|
Target OS Computerr”. *Generol Target 05 and Stancy OS Computer |
Confirm this with “OK”. Pathtothe Target OS Computer
| \WSVBDAProjects\OS_Stby\0S_Stby mcp i oearch I
Symbolic: computer name
[0s_stby
Standby-0S
[<none > =]
[¥ Create/update archive tags
I~ Transferto extemal archive server
I target OS computer is identical to ES computer.
Assign archive server
oK Apply Cancel
1. =

Acknowledge the information dialog with
the “Yes” button.

After changing the target path or after assigning a standby 05,
! 4, the online modification capability gets lost.

Additionally, the OS5 needs to be newly compiled, the packages for
the dients are to be updated and an entire loading
of all assigned OS servers needs to be executed.

Do you wish to execute the changes?
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Configuring the PC stations

The function “Configure PC station” transfers the project configuration to one or
more PLCs. First configure the local components configurator of the ES and then
the all the other PC Stations connected with the plantbus.

Table 6-6
Step Activity Screenshot
) .
1' Conflgure the Component Conflgurator Of :\etr\ert LC ww ptl window  Help
the ES. Select the PC station of the ES D897 & B i e[ %)% & [[<Ro Fiter 5
and Choose “PLC > Conﬁgure_ i _" from the &% color_gs_MP {(Component view) — D:\Projects' color_g
=25 caler_gs MP Object name Spmbolic name Type
context menu. a@\oﬁpn m.x..:mwa.m - PC satone
i [@ winCC Al WirlT App
%%ﬁ Open Object T a0 e
B __‘ cut Crl+x
saed oo o
T Delere Del
Courioad o
e AR R * ™ Compile and Download Objects
Print » pee— |
SIMATIC Route Contral »
SIMATIC BATCH
Renamme Fz
Object Properties...  Alt+Return
2. Under “Accessible computers”, choose the x|
PC which is provided for configuration. .
Local network connection:
ITerminaIbus j
NOTE
If you chose the option “Computer name . ) Wpdate |
. . . . Accessible computers:
identical to the PC station name” in the —
component view “Object Properties” for the e
PC station, the component configurator SUEDR
directly displays the target computer to be
configured.
With “Display”, you can have the current
configuration of the PC station displayed.
Hit the “Configure. ..” button. v Use configured computer name
Target computer:
[EsEn
Dizplay. .. |
Mersages
LCloze | Help |
PCS 7 Minimal Configurations
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configurator of the OS server analog to
steps 1 to 5.

Step Activity Screenshot
3. In the displayed window you see how the x|
PC station is configured. Station: Esen
Confirm this setting with “OK”. [ inde | Name | Tipe [ Stetus | Cause =
1 [} WinCCAppl | WinCC Apph
2 0f cPi1eza CP 1623
3
4
5 |
3
7
[
9
10
11
12
13 S
‘| | v
@ The configuration is pogsible. The configuiation can be seen in the list
above.
Cancel Help
4. Acknowledge the information dialog with ———— |
“OK”.
If the companent configuration is changed, the entire PC station
l % will be reconfigured and the existing database is lost.
This can take several minutes.
Make sure that no communication or diagnostics is active over a
componentin the current configuration.
5. Finally, you receive the following message x|
in the bottom window: .
« ” Lacal netwark, connection:
Transfer completed successfully. ~
\ . . Terminalbws i
Close the configuration dialog box. !
Accessible computers: ﬂl
ESED
SVEOE
SVEOE
IV Lse configured computer name
Target carmputer:
[EsBn
Configure... | Digplay... |
Meszages:
Canfiguration running.
ESED:
Transfer completed successiully.
Configuration completed,
|
6. Please configure the component
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Configuration and download of the AS/OS communication

In the following, the connections between the PC stations and the AS in NetPro are
configured and downloaded into the individual stations.

NOTE For station granular configuration, the subnets of the individual subprojects must
be joined beforehand.
Table 6-7
Step Activity Screenshot
1. Open NetPro. e —
Select the WinCC application of the ES B9 S L6 da| 8 @M :
and open the context menu.
Choose “Insert New Connection”.
Highlight »
PlantBu
\nci,rl]slri‘:l oy Dovrioed toarentproject S
T Rearrange
Object Properties... Alt+Return I
ASB0
ol ET‘ L §PN-\3 = ipN-\a FRN iwa o EPN.D
| | ] -} b ‘| H)
2 2
2. In the “Connection Partner” window, select X
the CPU of the AS. — Connection Parther
Make sure that in the “Connection” field a =1(8] In the curen project
“S7 connection” has been selected. =& 5_MP_Fi
. el 456D
In this example, a fault-tolerant S7 Ol T T8 /LR T T[]
connection is configured due to the AS B Svena
configuration. - [Unspecified)
) . I » - All broadcast stations
Confirm the setting with “OK”. - Al mulicast stations
28] In the multiproject: K5_MP_MP
% In unknown project
. £
Project: |5_MP_Prj -
Statior: |
Module: [cPU 4174 H/CPU 4174 HIT)
— Connection
Tvpe: IS? connechion fault-taolerant j
¥ Display properties before inserting
Ok I Apply Cancel | Help |
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Step Activity Screenshot
3. In the “General” tab, in “Connection ‘ &
. . . » “ s General | Siatus nformatio
identification” change the “Local ID” into a e Bt .
meaningful name, like AS60. [ g e —
Confirm the settings with “OK". . e —
- Connection
Local Partner
Elfer e Appl. |é|§ﬁﬂ:174 HRW/S3)
Interface: [cP 1622 I N ) =l
Local ntefface [ Address T Subret [ Partnerinterface [ Address I
CP 1623 08-00-06-61-00-01  PlantBus PN-I0 (R0/S5) 08-00-06-61-00-10
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-IO (R1/56) 08-00-06-61-00-11
CP 1623(1y 08-00-06-62-00-01  PlantBus PN-IQ (R0/S6) 08-00-06-62-00-10
CP 1623 08-00-06-61-00-01  PlantBus PN-IO (R1/55) 08-00-06-62-00-11
Address Details.
Redundancy
v Enable max. CF redundancy (wih 4 connection paihs)
‘ ==
4. Create the connection bgtween the Gave antl Compie ] x|
standby OS and the AS in the same way, _
by repeating steps 1 to 3. fj e
It is important that the connection has the ¥ Compile and check everything
same name as the connection of the ES to ( Covgde changas only
the AS. : d
Then, save and compile the configuration
with the m”enu item “Network > Save and ’—IDK Cancel Help
compile...”.
Choose the option “Compile and check
everything” and confirm with “OK”.
5. Mark the ES and then download the

connections via the context menu
“Download to Current Project > Selected
Stations”.

Download the standby OS and the AS in
the same way.

Then close NetPro.

R IR

| lexana |
Open Object Ctrl+alt+0

PlantBus

~ Rearrange
Industrial Ethemet,

Alt+Return

Object Properties...

Compile and download the user program

Compile the S7 program and download it into the AS.

Compiling the OS project
Compile the OS project in the SIMATIC Manager.
Look out for the correct OS assignment to the server in Plant View.
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6.3.2

OS Configuration

OS configuration on the Engineering Station

Table 6-8

NOTE

Conversion from multi-place to single-place systems is made on the ES, as well as
settings for redundancy and clock synchronization.

For this particular configuration, it is necessary to complete the redundancy
setting in the WinCC Explorer of the standby OS after the entire download.

Step

Activity

Screenshot

1.

Open the OS-Standby project on the ES
computer.

In the opened WinCC Explorer, open the
OS project and select “Properties” in the
context menu.

(:-" WinCCExplorer - D:\Projects.color_gs'.colo_Prj\wincp

| Ble Edit Wiew Tools Help

iz

BEREE S e e

B Structure kag

----- (‘*\ Graphics Designer
----- A Alarm Logging

----- 1 Tag Logging

----- a Report Designer
----- 1.5, Global Seript

- Texk Library

= Text Distributor

----- iﬁ User Administrator
----- 5 '- Cross-Reference

----- EL Setver data

----- Q Redundancy

----- J_|_| User Archive

----- L) Time synchronization
i Horn

----- ";‘ PFicture Tree Manager
;‘i Lifebeat Monitoring
EF\ 05 Project Editor

----- 1.1 Companent List Editor

----- T Faceplate Designer

g5 SFC

----- '" web Mavigator
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Step

Activity

Screenshot

In the “General” tab, under “type:”, select
“Single-user project”.

Project properties x|

Operation mode | User Inteface and Design I
General | Update Cycles I HotKeys | Options

b General Data of the Current Projsct

Single-Liser Project

Type:
Creator: |';’-.-'inCC-ijed-rﬂanager

Creation Date:

Changed By: I‘n‘\l'inCC-FrUjaCI-Managar

Last Change: IS 10/2012 4:10:52 PM

Version: I
GUID: CC_OS_2_ 12_09 05 08 49 _47

Comment: ;I

ok | Cancal |

Confirm the selection and the message
that appears with the “OK” button.

Project properties x|

@ A change from a multi-user to a single-user or WinCC dient project
! will delete all configured dient computers from the computer list.
Click on <CK:> to perform this change,

or on <CANCEL> to keep the multi-user project.

Via the “Options” tab, checkmark the OS
project option “Allow activation on ES”.
With this setting Runtime can be simulated
on the ES.

Press the “OK” button.

o | o ]
Project properties 1[

Operation mode | User Inteface and Design
Gerersl |  UpdateCycles |  HotKeys Options

Additional project options

[~ Help available in Rurtime

[~ Color conversion when printing messages

This option disables the project activation intedock on the ES

0K I Cancel

Prevent deleting the startup list by pressing
the “No” button.

Confirm the message that appears with the
“OK” button.

5

% The project type was changed.
" Do you want to delete the startup list?

Yes Mo
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Step Activity Screenshot
6. Open the editor “Redundancy” with the E
context menu. Activate the option box e [l
“ . y Server:
Activate Redundancy”. =
[V Defautt Master
H H “ ” Redundart partner server:
Activate the optlpn box “Default Master”. | f—
If necessary, adjust the redundancy sl Computer Seings
properties in “Optional Settings” to your Connection wih recndant pariner va twork adater
requirements. Hone |
If yOU do not W|Sh tO operate the RS 232 Connection ta redundart partner via serial interface (optional): COM1 -
redundancy cable at the COM1 interface,
then these SettlngS mUSt Iater be " Synchronize al data of the outage period.
performed on the OS itself (see section e el | e
“OS configuration on the OS”).  Optionsl Sting
[¥ Synchronization of Tag Logging after the partner server comes back orline
[¥ Synchronization of Alam Logging after the partner server comes back anline
[¥ Orline synchronization for Alsm Logaing
[V Synchronization after disruption of the process link {Tag Logging + Alam Logging)
[# WAnCC client switch in case of a process connection emor
Enables the synchronization for all specfied options and user archives:
¥ Activate Redundancy
oK | Concel | Heb |
7. To complete the redundancy settings for x|

the ES, the partner server must be
selected.

Select the standby OS as redundant
partner via the “Browse...” button out of
the PC network.

Confirm the settings with “OK”.

€ Network
1% cLeo
M Ccs2sv2
1Ml ESE0
1Ml KH1E139D
1M sv1e

oK I Cancel
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6 ES/OS-Master and OS-Standby

Step

Activity

Screenshot

Control the redundancy settings before you
confirm via “OK” button.

Genera | User Archive |

Server:
ES60)

[V Default Master

Redundant partner server:
[ —

- Local Computer Settings

Connection with redundant partner via network adapter

None =
Connection ta redundart partner via serial interface (optional): COM1 -
" Synchronize all data of the outage period
& Synchronize failres of st [2 days orly,
(- Optional Setting

[¥ Synchronization of Tag Logging after the pariner server comes back orline

[¥ Synchronization of Alam Logging after the partnier server comes back online

[¥ Online synchronization for Alsmm Logging

[ Synchronization after disnuption of the process link (Tag Logging + Alam Logging)
[¥ WinCC client switch in case of a process connection emar

Enzbles the synchranization for all specied options and user archives
[V Activate Redundancy

oK | Cencel | Heb

Confirm the message that appears with the
“OK” button.

Important Information

10. Open the “Time Synchronization” editor. @ Time Synchronization - [05_Stby.mcp]
[ General Settings
Here, activate the checkbox I Use tims raceive uiily
“SynChrOniZatiOn via System Bus (Master, ™ Deactivate time syrchrarization Cancel |
Slave)”.
“ . » “ » Synchi t Ti | Bus [Sl
In “Access point 1”, select “CP1623(1SO) L Spreherizeten via Temine s (3lvel
and activate the “Master” radio button. € Wse the time from & contested WintC server
. . . « - £ Wse the time from & speciic computer:
Confirm the settings with “OK”.
Computer 1: I J
Computer 2
NOTE ! -
= et time be set by extemal [3rd - part I
If the ES server does not have a CP 1623, = tishesethy exioral Bk pa) cempenedls
the SettlngS for the CIOCk SynChr0n|Zat|on —I¥ Synchronization via System Bus [Master, Slave)
cannot be executed here. The clock ~ heoess point 1
synchronization settings must, in this case, [cPiszaten) & Master
be executed on the standby OS itself after  Slave
downloading the OS project.
—hccess point
 Haster
<None> -
J ) Slave
™ Display symbolic name of the access point
—Process controlling messages Project documentation—
¥ Send once LI
Send even _l; riftes ﬂl
Setup I
11. Close the OS project.
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Loading OS project to the standby OS

After the redundancy and clock synchronization have been configured on the ES
side, and the OS project has been closed, download the OS project onto the

Table 6-9

standby OS.

Step

Activity

Screenshot

1.

In the SIMATIC Manager, select the
standby OS and select “PLC > Download”
from the context menu.

SIMATIC Manager - K5_MP_MP

File Edit Insert FLC View Options Window Help

D287 4 Be b %%

@l K5_MP_MF -y Bidi4)
- 5_MP_Prj
580
ESB0
=8, 5Vl
B[ WinCCappl
: 3
[#{_] Globale Deklarati  Open Object Ctri+Alt+0
@ FMP_Lib — |

cut Ctrl+x
Copy cHr+C
Paste. ek

Delete Del

Insert New Chject 3
PLC Download Cirl+L

Compile i+

Display compiation log...
Display load log...
Generate server data
Assign OS server...
Start OS simulation
Import WinCC abjects

Print »

Plant Hierarchy »
Rename F2
Object Properties...  Alt-+Return

Downloading the OS project for the first
time requires a complete download.

Start the download with “OK”.

x

Target system: Y4SWEOBAPojects\O5_Sthyh0S5_Stby.mep

I~ Scopt
@ The entire WinCC projact

€ Changes Details |

[ Start compilation before downloading

The entire WinCC project will be transferred to the untime 05.T arget system will be
closed automatically before download starts.

oK I Cancel | Help

After the successful download, the OS
project is located on the standby OS in the
intended folder.

Confirm this with “OK”.

Downloading to target system

Download to taiget system was completed successiully,

Error ‘
< none »

0K Cancel
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OS configuration on the standby OS

For this special configuration, it is necessary to make the redundancy settings
before the download.

If the engineering station has no CP 1623 as opposed to the OS, or the RS 232
redundancy cable is not connected at COM1 there, the following step-by-step
instructions must be performed. Otherwise, we generally advise you to check those
after the project download onto the target system.

NOTE Normally, all configuration works are executed on the ES for the purpose of
consistent data management, so that no WinCC engineering licenses are
required on the OS. Nevertheless, a license free time window of two hours is
available after each opening of the WinCC Explorer for WinCC configuration
works.

Table 6-10
Step Activity Screenshot
1. Open the WinCC Explorer on the standby
Os.
2. Open the editor “Redundancy” with the

context menu.

Select the standby OS as redundant

) ¥ Metwork

partner via the “Browse...” button out of oM e
the PC network. [
Confirm the settings with “OK”. 18 5y80A
M svE0E

oK I Cancel
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Step Activity Screenshot

Here, uncheck the “Default Master” # Reduxdancy =]
checkbox. General | Lser Aroive |

Select the ES computer as redundant [Fveom

partner via the “Browse...” button. I Defaut Master

Redundant parner server

Check whether your desired checkboxes Ex o]
are activated at “Optional Settings”.

[~ Local Computer Settings

Connection with redundant pariner via network adapter.

Confirm the settings with “OK”. tene -l
Connection to redundart partner via senal interface (optional): COM1 |

€ Synchronize all data of the outage period

& Synehronize failures of st |2 days orly.

~Optional Setting

¥ Synchronization of Tag Logging after the partner server comes back oniine

¥ Synchrenization of Alam Logging afer the pariner sever comes back nline

¥ Online syrhrorization for Alam Logging

¥ Synchronization after disnuption of ths process link (Tag Logging = Aam Logging)

¥ WinCC client swiich in case of a process connection emar

Enables ths synchronization for al specfied options and user archives
[V Activate Redundancy

ok | concel | Hb |

Confirm the information dialog with the [ S S——
“OK” button.

':0] The changes will take effect after WinCC is started.

3. Open the editor “Time synchronization”

with the context menu. ~ General Setings
™ Use time receive uliliy

Here, activate the checkbox ™ Deactivate time synchionization Cancel
“Synchronization via System Bus (Master,

Slave)” . T Synchionization via Teminal Bus (Slave)

In “ACCSSS pOin’[ 1 » check or select ) e the time ffom & conmested WiHEE server
“CP1 623( | SO)” and, preSS the “Master” ) s the bire fram & SpesiiE Computes
radio button. [ommutern ik |

B

[Camputern 2 |

COnﬁrm the SettingS aIWayS wih “OK”_ =) (et bime be sebbylexstermal [Brd - party] compariehts

—¥ Sunchionization via Systern Bus [Master, Slave)

Access point 1

& Mash
[cPigzais0) = s
" Glave

Access point

) fi st
<Mone> j -
) Elaye

[ Display symbolic name of the access point

—Process controlling messages————————— Project documentation——

V¥ Send once Print I
Send ever I _I: ihutEs ﬂl
Setup I

PCS 7 Minimal Configurations
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6 ES/OS-Master and OS-Standby

Step Activity Screenshot

4. If you made any changes in the WinCC
Explorer project, close the OS project and
open it again to activate the settings.

6.3.3 Activating Runtime

Successively start the OS project on the ES as well as on the standby OS. It is
recommended to wait with activating the second Runtime until the start process of
the first one is completed entirely.

Regarding the redundancy, the online synchronization is active immediately. The
mutual archive update, on the other hand, takes approx. 10-15 min.

6.3.4 Particularities at downloading of OS Project Modifications

Delta-download

For a delta-download, Runtime on the ES must be closed again for compiling the
OS. It can then be re-activated for testing the modified OS functions.

NOTICE If Runtime remains active on the ES during the OS compilation, it might
happen - depending on the changes made - that a subsequent delta-
download is carried out incompletely and results in errors. Afterwards,
only a complete download will be possible.

For the downloading, Runtime must be terminated and the WinCC project must be
closed.
The following restrictions result:

- No operator actions can take place at the ES computer at that time.

Complete download
For downloading the complete program, please note:

1. Runtime must be deactivated on both PC stations and the WinCC project must
be closed.

2. Before Runtime is activated again on the standby OS, the redundancy settings
must be made.
Repeat the steps from Table 6-10

PCS 7 Minimal Configurations
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7

Positioning

NOTE

Function

NOTE

96

Expansion by PCS 7 Web Option

To control automated processes via the Internet/Intranet, SIMATIC PCS 7 offers
control and monitoring options, the so called Web options.

This chapter describes the configuration of the Web Option on an ES/OS stand-
alone system. The instruction can therefore be used as expansion for the following
minimal configurations:

e ES/OS stand-alone system (chapter 3)
o Master ES/OS and Standby OS (chapter 5)

In the following we configured exemplified the ES/OS stand-alone system as
Web server for stand alone systems with Web Options. Analog is it possible to
configure the partner-OS as Web server, without reservation of functionality for
the Web clients.

If one of the redundant operator stations acts as Web server, the redundancy is
not available for the Web clients. If this OS is in STOP mode, then Web clients
have no connection to the process either.

All relevant pictures and scripts are stored on the Web server, so that they can be
displayed and run via a Web client.

At the same time the Web client accesses the stored process cell data on the
Web server via a TCP/IP connection. The user interface looks like an OS standard
client with overview, work and key area.

Among others, the following functions are available via the web:
e Control and monitoring functions that are also used on an OS client

e Message lists which can be called user-dependent just like on an OS client.
Messages can be acknowledged user-dependent.

o Display of picture hierarchy according to plant hierarchy
e  Group display function including “Loop-in-Alarm” function.

e Advanced status display

You can find further information regarding PCS 7 Web Options in the manual:

e SIMATIC Process Control System PCS 7 Web Option for OS (V8.0)

PCS 7 Minimal Configurations
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7 Expansion by PCS 7 Web Option

71 Web Configurations

In our example, the configuration of the Web Option represents an extension of the
hard- and software configurations of chapter 3 "ES/OS Stand-alone Systems" and
chapter 5 "ES/OS-Master and OS-Standby".

ES/OS stand-alone system as OS Web server

To control and monitor the process in the Internet Explorer, the OS Web clients
retrieve their data from the Web server via the Intranet/Internet.

Figure 7-1: Web Option Configuration in stand-alone system

Web Clients

Intranet/Internet

ES/OS + OS Web Server

Operating system: E
Windows 7

Software/license packages: I:I

SIMATIC PCS 7 AS/OS Engineering Software V8.0
SIMATIC PCS 7 AS Runtime License

SIMATIC PCS 7 OS Software Single Station V8.0
SIMATIC PCS 7 OS Runtime License

SIMATIC PCS 7 Web Server Basic V8.0

SIMATIC PCS 7 Web Server license (cumulative) Pla nt bUS

Automation System IIl““
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ES/OS Master as OS Web server

To control and monitor the process in the Internet Explorer, the OS Web clients
retrieve their data from the Web server via the Intranet/Internet.

Furthermore, the system process has a redundant design to offer the plant
operation the greatest possible failure protection.

NOTICE The redundancy of the Operator Stations is not available for the Web clients.
If the OS with the Web server option is in STOP, the Web clients have no
process connection.

Figure 7-2: Web Option Configuration in redundant stand-alone system

) D ) ) g _ Web Clients

Intranet/Internet

Redundancy . .
ES/OS + OS Web Server ' < > | OS Single Station
\?ﬂp:’ratin;‘g system: | I | I:I Operating
ndows e | ; | ndows

Software/license packages: "] —E COM-Cable J— Software/license packages:
SIMATIC PCS 7 AS/OS Engineering Software V8.0 SIMATIC PCS 7 OS Runtime License
SIMATIC PCS 7 AS Runtime License
SIMATIC PCS 7 OS Software Single Station
Redundancy V8.0 (2 Installations)

SIMATIC PCS 7 OS Runtime License Plant bus
SIMATIC PCS 7 Web Server Basic V8.0

SIMATIC PCS 7 Web Server license (cumulative) ii

Operating system:

Automation System

PCS 7 Minimal Configurations
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7.2 Web-Specific Hardware and Software Requirements
Stand-alone system with Web server option
Tabelle 7-1
Component Requirement

Operating system

e  Windows XP Professional SP3 (32Bit)

e  Windows Server 2003 SP2 Standard
Edition (32Bit)

e  Windows Server 2003 R2 SP2 Standard
Edition (32Bit)

e  Windows 7 Ultimate SP1 (32Bit)

e  Windows 7 Ultimate SP1 (64Bit)

e  Windows Server 2008 SP2 Standard
Edition (32Bit)

e  Windows Server 2008 R2 SP1 Standard
Edition (64 Bit)

You can find additional information on this in
the document

,SIMATIC Process Control System PCS 7
PCS 7 Readme V8.0 SP1*.

Hardware e  Windows XP Professional SP3 (32Bit)
e  Windows Server 2003 SP2 Standard
Edition (32Bit)
e  Windows Server 2003 R2 SP2 Standard
Edition (32Bit)
e  Windows 7 Ultimate SP1 (32Bit)
e  Windows 7 Ultimate SP1 (64Bit)
e  Windows Server 2008 SP2 Standard
Edition (32Bit)
e  Windows Server 2008 R2 SP1 Standard
Edition (64 Bit)
You can find information on this in the
document
,SIMATIC Process Control System PCS 7
PCS 7 Readme V8.0 SP1"“.
Software e Internet Explorer

¢ Internet Information Services (lIS)

Miscellaneous

Fast access (>= 64 kbit/s) to Web client over
Intranet/Internet or via TCP/IP connection

PCS 7 Minimal Configurations
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Web client

NOTE

7.3

100

Table 7-3

Tabelle 7-2
Component Requirement
Operating system You can find information on this in the
document
,SIMATIC Process Control System PCS 7
PCS 7 Readme V8.0 SP1“.
Minimum hardware No PDAs, tablet PCs etc.
requirement
Software Internet Explorer
Miscellaneous Fast access (>= 64 kbit/s) to Web server via
Internet/Intranet or TCP/IP connection
Choose the Internet Explorer Version according to the PCS 7 version. You can
find further information in the following FAQ:
http://support.automation.siemens.com/WW/view/en/2334224
Maximal number of Web client accesses

The following numbers of simultaneous Web client accesses are tested and
released:

Operating system on the stand-alone system
with Web server option

Maximal number of simultaneous
Web accesses

Windows XP 2
Windows 7 3
Windows Server 2003 3
Windows Server 2008 3
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7.4 Configuration of OS Web server

Configuration steps on the ES

Publishing of pictures by means of Web View Publisher

Configuring user rights, start screen and language of website in user
administrator

Loading and compiling of Web server

Publishing of OS data

Pictures and scripts which are supposed to run on the Web clients later are
published on the OS Web server using the Web Publisher. Doing this, the following
actions are carried out:

Requirements

Project data is compressed and stored
Screen windows are transferred into web-enabled ActiveX components

Scripts are converted so that they can be run on the web

To be able to publish the Web server data the following prerequisites have to be
fulfilled:

NOTE

The requirements mentioned in chapter 7.2 are met.

The software package “PCS 7 Web server” is installed on the ES/OS stand
alone system.

PCS 7 project is readily configured

OS has already been compiled

Scripts which the Web clients access are available

Process pictures do not have a double underscore (e.g. yy__xx.pdl)

Variable name in plain text (inverted commas) in C scripts contain no spaces

For a stand-alone system only one publishing process for the publishing of local
data on the Web server is necessary.

Information regarding the issue of "Supported script normal functions" can be
found in the manual:

SIMATIC Process Control System PCS 7 Web Option for OS (V8.0)
(chapter ,Web-Executable Functions for PCS 7 OS Web Option®)
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7.4.1 Publishing of Project Data

Table 7-4
Step Action Note
1. Open the OS project of the OS Web server in =iox]

WinCC Explorer.

Select the command "Web View Publisher"
via the context menu of the "Web Navigator"
editor.

The "WinCC Web Publishing Wizard —
Introduction" dialog field opens up.

Click the "Next" button.

SIEMENS

The WinCC Web Publishing Wizard will help you publish your WinCC Pictures
to@ Web Server by preparing and copying the selected files from your WinCC
Project tothe Picture Publishing Folder of your WinCC Web Server.

[] ki this screzn in the future.

directories" dialog field opens up.

Disable the option "Server Prefix" since you
want to publish local data.

Accept the preset target and source path. If
you would like to change the respective path,
click the button behind the shaded input
fields. Navigate to the desired target or
source file.

Click the "Next" button.

[cacel | [ sBeck |[ News | [ Finsn |
2. The "WinCC Web Publishing Wizard — Select L=[EL]
SIEMENS

Select the folder containing your WinCC pictures and the folder of the
WinCC Vwieb Server to which you will publish your pictures.

D:\Projects\WEB\5_MP_MP\5_MP_PA'wincpmj\0S'

[] Show hidden objecis

pictures" dialog field opens up.

Select all pictures you want to publish. We
generally recommend to publish all standard
pictures.

Via the ">>", "<<" ">" and "<" buttons you
can select the pictures.

Click the "Next" button.

Add X Remove EEl~

Fom] ot ][]
3. The "WinCC Web Publishing Wizard — Select ——
SIEMENS

B

Name |

Name | -

L @AamOd PDL

42 @AamOnelLine PDL

“L@1001.PDL

4 @@CorfigTypicals. PDL
4 @AlamEmergency pd
4 @AlamEmergencyOp.pdl
42 @NamGone PDL

4 @AlamGoneOp PDL
42 @Namkidden PDL

4 @AlamHiding PDL
42 @AamJoumal PDL
4L @AamNew PDL

4 @AlamNewOp PDL

42 @AamOIdop PDL

£ @AlamOperation PDL
42 @AamProcess PDL
L @NamGuit PDL

[Concel—| [ <Back | [ Newt>—| [ Fin=h |

4. The "WinCC Web Publishing Wizard — Select
functions" dialog field opens up.

Select all functions you want to publish. Only
the scripts which were selected in the last
publishing process are available in the
pictures. This is why you select all necessary
function for each publishing process.

Via the ">>", "<<", ">" and "<" buttons you
can select the functions.

Click the "Next" button.

% WinCC Web Publishing Wizard - Select functions (x|
Add X Remove ]+
—
commen'Common_UpdateGiroupT ag
commont'sTi_Operatisniog.fct
commenS7F_OperaiionLogBoclfct
commont's7i_UpdateGiroupT agname
STIMSTT_Dpens sfeyF aceplateEx fot
SsfetyhauiOperF scePlateEx ct
SsletyMali\OperF scePlaisEx V6
S sfetyhsin\FlesizeWindowEx ot
Goroad | [ <Back | [ tem> | [ Fnien
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Step

Action

Note

The "WinCC Web Publishing Wizard —
Referenced Graphics" dialog field opens up.

Select all graphics you want to publish. We

generally recommend to publish all graphics.

Via the ">>", "<<", ">" and "<" buttons you
can select the graphics.

Click the "Next" button.

o
SIEMENS

i add X Remove [~

|
=

Name Name | =
1l @Amor_1_0bmp
1] @Amor_1_1bmp

3] @Amor_2_0bmp
[l @amor_2_1bmp

> 8] @Amow-L bmp
8] @Amow-Rbmp
(&l @452 bmp
(&l @AS- DX bmp
(&l @AS-H0Xbmp
L&l @asbmp

[ @Back1bmp

5| @Back2bmp
& @bfbom28 bmp
[ @bfbom28g bmp
|8 @Ciiert bmp.
8] @Config bmp
8] @Cortig_rbmp
=

[ Concel | [ <Back |[ Next> | [ Fmsh ]

The "WinCC Web Publishing Wizard —
Finish" dialog field opens up.
Click the "Finish" button.

% WinCC Web Publishing Wizard - Fintsh =10l

SIEMENS

The WinCC Web Fubiishing Wizard i finished collecting information

To publish your pictures, press Finish

List of result

Status | Name. | Type |

Cancel | [ <Back |[ Mex= | [ Finish |

“ WinCC Web Publishing Wizard - Finish =lolx

SIEMENS

The WinCC Web Pubiishing Wizard is finished collecting infommation

To publish your pictures, press Fiish

Status | Name | Type |
() @1001.PDL Screen
¥)  @@ConfigTypicals L Soreen
) @AamEmergency.pdl Screen
(&) @AlamEmergencyOp pdl Screen
&)  @AamGone PDL Screen
[®) @AlamGoneOp_ PDL Screen
&) @HamHidden PDL Screen

e e | e |

Pictures and functions which contain faulty
scripts are marked with a red cross.
Double-click each faulty picture to open and
correct the picture in the "PdIPad" editor.
Confirm the message after each publishing
process by clicking the "OK" button.

o
SIEMENS

The WinCC Web Fubiishing Wizard i finished collecting information

To publish your pictures, press Firish

£
Performance.emf
TANK1.EMF
TANKZ2 EMF
TANK3.EMF
VARIANT.EMF

0 The picture(s) have been published successfully.

PNG

‘WebintefaceDeactivated. PNG

Cancel | [ <Back |[ Mexiz | [ Close
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Step

Action

Note

8.

The transferred pictures are listed in the
"WinCC Web Publishing Wizard — Finish"
dialog field.

Click the "Finish" button.

# WinCC Web Publishing Wizard - Finish

The WinCC Web Pubiishing Wizard is finished collecting information.

To publish your pictures, press Finish

JT=1E
SIEMENS

List of result

Status | Name | Type -
[%) Performance emf Image

) TANKIEMF Image

) TANK2EMF Image

) TANKIEMF Image

) VARANT.EMF Image

) watungemf Image

) Wsbinteface PNG Image

) WebintefaceDeactivated PNG Image

The published pictures are displayed in the
data window of the Web Navigator.

| He Edt Vew Toos

IERETT RS

B4 05 ame. [1ype. [ cast Change |

L3 Computer @1001PD_ 9/14/2012 1:29:10PM J
T et P eaconfgrypcaisro_ 914012 1:29:14PM
P ealarnemergency.pd_ 9/14/2012 1:29: 147
@ stucture tag P eAlamEmergencyOp.pd_ 9/14/2012 1:29:15°M
A Graphics Designer @AlarmGone.PD_ 9/14/2012 1:25:16PM
oA Alarm Logging P @AlarmGoneOp.PD_ 9/14/2012 1:29:16 PM
10 TagLoggng @Alrmiicden PD_ 914012 1291770
& ReportDesgner @lrmiicing PD_ 94012 1:29:17Pm
38 Gobl st @Alrmloumal pD_ 9/14/2012 1:29: 187
L4 @Armiien.PD_ 9142012 129187
1 TextLibrary P @AlamiNenp.PD_ 9142012 1:29: 19PM
7 Text Distrbutor @AmOdPD_ 9/14/2012 1:29:20 P
User Adminstrator P elarm0cop.pD_ 914012 1:29:20 P
5 Cross Reference @AlrmOneline.PD_ a2 1:29:21PM
3 Redundancy @AlermOperation.D_ 9/14/2012 1:29:21PM
L ied @AlmProcess.PD_ o402 1:29:220M
- P eaamQuteD_ a2 1:29:220M
D) T synchvonzaton P eaveatutions.70_ 9/14/2012 1:29:24PM
0 Hom P @assetOvervien.pd_ 94012 1:29:24PM
45 Picture Tree Manager P @assetOvervien Toobar PD_ 94012 129257
C] febeat Montaing P GButionslamGone 70_ 9/14/2012 1:29:25 7
3K, 05 Projctcor P GsuttonAlamGone0p.PD_ 91412012 1:29:25 P
P Butionslambidden?0_ 94012 129257
10 Component it Edor P Goutionilambiding°0_ 9/14/2012 1:29:26 P
& P Butionslamioumal20_ 9/14/2012 1:29:26 M
P sutionslamiien.?0_ o402 12926 P

>
05\Web Navigator| [T ohecte) —maTn 7
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7.4.2

Setting of User Rights, Website Start Screen and Language

Access restriction

Accesses of the Web clients on the OS Web server are controlled via user rights.
User rights are assigned in the "User Administrator" editor. The user rights
correspond to those of the standard clients.

Settings in the "User Administrator” Editor

Table 7-5
Step Action Note
1. Open the "User administration” in the opened —
OS project of the WinCC Explorer.
Create new users and/or new user groups
and assign them respective authorizations.  aetre s [ L
. . " . " i Longuose [engih e sy |
In addition, enable the option "WebNavigator' 2 ==
for the user/user group and enter the "Start
Picture" and "Language" in the respective
input fields.
Ready [
2. Select the start picture from the published
graphics via the "..." button. — -
Organize v  New folder Bt - (2]
. \OS Web Server\<w' nCC proJ eCt release Favorites = [BYarc_viv._Preview [Bericturenay [2} eredstateDispContainer
name>\Web N aV|gator\p|Ctures" B Deskiop [BYepc_viv._Standard [BericureTenplate  [Feseen
. 8 Dowrloads [Bare_viv_viewTaalbar [Brenl_esfc rts [ esaeensettngs
Select the "@screen.pd_" graphic as start ecentfices | (Blavs o Blesiesirn)  [Pessnassies
. - [BHapc_vivMotl_Limit [Pren_est tyoe  [FesiGaL Test
pl cture. ”,L‘hD'E”ES . [Prarc Mot overview  [BHenl esfe tyoe | [HeTestoor
" . . " " + Dacumen [Bhapc vt parameter [ BhepL [Herme
Confirm your selection with the "Open drm G o een Bar e @otasmen
button B videos [BHapc_uhMotl_Standard [BerL_assevon  [F@TRG Defauit
. [BHapc_uhMoti_viewToobar  [FepL_asseTosm [ @TRG_Standard
This is also how you determine a language for | = %=2 B Benozre - Bowmaes
X . &, Local Disk (C:) [Bapa_uls_Overview [BarL_asserom [ @warningserver
the control and monitor interface of the Web Cosen0) | Fare s fuemetr  [Phorinvcbs  [owirmingroptes
. . . . " " [FHapc_us_Preview [BHaProtalarm [Bawelcome
clients. To do this, click the respective "... G B s s Plomion [
bUttOn . - Z;S;vz [BAaPe_ulvs_ViewToobar Bermo
= [Baricurenfo [Bers
. . . " " ES60
Confirm your selection with the "OK" button. ez x|l I
File name: [RTM = [WinCC Grephics(*.pd) |
Cance
v
3. Close the User Administration editor.
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7.4.3 Configuring with the Web Configurator

Tasks of the Web Configurator

The Web Configurator sets up and manages the Internet Information Service (IIS)
and therefore the website of the OS Web server. This setup is carried out on the
Web server after you have loaded the project on the Web server. This setup and
configuration is necessary to set up an operator station (OS) as OS Web server
and to make it accessible for Web clients via the Intranet/Internet.

With the Web Configurator you can make the necessary firewall settings for the
network card, if the firewall is enabled.

Requirements of the stand-alone system
e PCS 7 Web server software is installed on the stand-alone system
o the OS project is loaded on the stand-alone system
e settings in the OS are completed
e pictures, functions and graphics have been published

e user rights have been assigned/created

NOTE Further information regarding the setup of a standard website can be found in
the manual:

e “SIMATIC Process Control System PCS 7 Web Option for OS (V8.0)”
(chapter ,Completing configuration on the OS Web server®)

PCS 7 Minimal Configurations
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Settings in the "Web Navigator™” editor
Table 7-6

Step Action

Note

1. Open the OS project on the OS Web server
in the WinCC Explorer.

Select the command "Web Configurator" via
the context menu of the "Web Navigator"
editor.

The "WinCC Web Configurator” dialog field
opens up.

Click the "Next" button.

55 winCC Web Configuratar x|

‘welcome to the Intemet [nformation Server Configuration

The Wb Configuiator alows you to create & new Web Navigator
site or change the seffings of an existing one.

Cancel | <Back

2. In the next window select the option "Create
a new standard web site (stand-alone)".

Click the "Next" button.

55 winCC Web Configuratar x|

Here, you can create a new standard Web site or add a vitual folder ta an
existing activated Wb site

& Create anew standard Web site (stand-dlang]

£ Add to an existing Web site (vitual folder]

Cancel | < Back Frsh |

3. Specify a name for your web site in the
"Name of web site" input field.

55 winCC Web Configuratar x|

Here, you can specily a name, [P address and TCP connection (default
&0) for your Web site:

continue with step 8.

Otherwise click the "Windows-Firewall"
button (the button is only visible when the
Firewall is enabled).

Also assign the IP address and the R
connection port of the computer via the [ebHavigator
"Port" and "IP Address" input fields. Par IP Addisss
Select "MainControl" from the drop-down list f:fau‘[wghpa : 2
of the "Default web-Page" input field. m
Also enter a time in the "Reconnect Interval" Recomrectlnlival
input field R
Enable the option "Start the web-site after
being Conﬁgured"' Cancel | <Back | Mew> | Frsh |
Click the "Next" button.
4. If the Windows-Firewall is not enabled, £

Configuring the Windows Firsal

Pleass select in the register ‘advanced of “windows Firewall the
network connection for which users from the Intemet should be:
pemitted accass. Activate the services Webserver [HT TP or ‘Secure
WebServer HTTPS]:

“windows-Firewall
Cancel < Back [T |
PCS 7 Minimal Configurations
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Step

Action

Note

5.

In the "Windows-Firewall" dialog field select
the "Advanced settings" tab.

8 - Conolpan - A Convolpare s - WedonsFrevl

~ @3 [Sexch convarpanal

I Fie et vew Toos rep

)
Cantrol Panel Home: Help protect your computer with Windows Firewall
e . e computer troush he
o iows Frewst Wiametor anetwrk.
®
® -
® Restore defts l @ Home or work (prvate) networks Connected 4
& Advanced etings -
[T——
Windons Frewalstate: o
ocaming connecsons: okl ornecons o progeams tht are ot on the s of
Soncdsosrans
Active home or work (rivate) networks: B Nework
Noticatonsate Noty me when WindowsFrenal lod e rocram
| P Connected 4|
Netvorks i e uch o st or coffee shps
[E— o
o comectors: okl cornectons o progeans tht are ot onthe st of
Sonedwogans
Actve pubic nevors: -
Seeaiso
e Noticatonsate Noty e when Windows Frenal lod e rogram

Network and Sharing Center

Make sure that the inbound rule ,World Wide
Web Services (HTTP Traffic-In)” is activated.
If deactivated, select the function and click
on “Activate” in the context menu.

® Windows Firewall with Advanced Security (=P

Fie Acton Vew Hep
EIEY
g me | Enabled [ Acton | Override 4
& Comnection Security Rules to Alow  to
& %, Monitoring to Alow N
B Frewal (e 1) No How Mo
i Connec (rce 1) No Aow  No
5 seaty Associatons (op1n) No Aow  No
wop1n) No Aow  No
(UPrP1n) No Aov o
e No Aow  No
peer ENRPIn) No Aow  No
10 peer C (ssDPIn) No Aow  No
Peer =) No Aow  No
Peer D) No Aow  No
TP 1) No How Mo
P TP No Aow  No
TP 1) No Aow  to
TP 1) No Aow  No
table Devices (550P-In) No Aov o
Devices (LPrP-In) No Aow  to
Vieb Services (HTTP Trafficin) ves Aow  No E
Kl | | T | >
I

Click the "Finish" button.

55 winCC Web Configuratar x|

Configuring the Windows Firsal

Pleass select in the register ‘advanced of “windows Firewall the
network connection for which users from the Intemet should be:
pemitted accass. Activate the services Webserver [HT TP or ‘Secure
WebServer HTTPS]:

“indows-Firawal

Cancel | <Back | Meas | [CoEmsh ]

Click the "OK" button.

Afterwards close the WinCC Explorer and
restart your computer to accept all settings.

WinCC Web Configurator =

The Inetinfo parameters were set, It's recommended to restart
P l . your system,
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7.4.4 Loading and Compiling of Web server

Loading of Web server

Since the OS Web server is a stand-alone system (ES/OS/Web server), a loading
and/or delta download of project data is not necessary because local data is
already present through "Compile OS".

Compiling

The "Compile changes" function can be carried out for stand-alone systems without
having to interrupt the process operation of the Web server.

NOTE Further information regarding the configuration of the OS Web server can be
found in the manual:

e SIMATIC Process Control System PCS 7 OS Web Option
(chapter “Configuration of the OS Web server on an ES”)
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7.5

Settings on Web client

Settings of web content zone "Internet” or "Local Intranet™

You have to make or check the settings for the web content page in the Internet
Explorer to be able to install the plug-ins for the Web client of the OS Web cerver

later.
Table 7-7
Step Action Note
1. Open the Internet Explorer. ” Intemet Explorer cannot display the webpage - Windows o]
[el icosoft... 7| | ##| %] [0 sing pl-

Select the command “Tools > Internet
Options”

J 7.7 Favorites J 9% @] Suggested Sites = @] Web Siice Gallery =

@ Internet Explorer cannot .. | H %~ B - O == - Page - Safety - | Tools v

'& Diagnose Connection Problems. ..

= 1| Reopen Last Browsing Session
Internet Explorer ca
[7] Pop-up Blocker »

[ Manage Add-ans

What you can try: €3¢ Work Offiine
B Compatibility View

Diagnose Connection P Compatibiity View Settings

Full Sareen Fi1
@ More information Toolbars 4
Explorer Bars »

<l Developer Tools F12

Suggested Sites

| =

[ [ [ [ [ [ mtenet|protected Mode: off

[¥a - [®|wow - 4

Click the "Security" tab.

Select the web content zone in which the
Web server is located ("Internet" or "Local
intranet").

Click the "Custom level..." button.

" General Security |Privacy| Conhentl Connections | Programsl Advanoedl

Select a zone to view or change security settings.

@ & / O

Internet  [RelNGiigE Trusted sites  Restricted
sites

Sites |

Local intranet

- This zone is for all websites that are
= found on your intranet.

~Security level for this zone
Allowed levels for this zone: All
- [ - Medium-low
- Appropriate for websites on your local network
- (intranet)
N - - Most content will be run without prompting you
_-I_I_ - Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default eyl |

Resetall zones to default level |

Ok I Cancel | Apply |
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Step

Action

Note

Enable the option under "Execute ActiveX
controls safe for scripting” and "Download
signed ActiveX controls"

Security Settings - Local Intranet Zone LI

~ Settings

|#| ActiveX controls and plug-ns ;I
|| Allow previously unused ActiveX controls to run without prom
) Disable
(%) Enable J
¥ Allow Scriptlets
Q) Disable
(%) Enable
) Prompt
|| Automatic prompting for ActiveX controls
{0 Disable
(%) Enable
|#| Binary and script behaviors
) Administrator approved
) Disable
(%) Enable

I 4 Pienlaw vidan and animatinn nn 2 wehnane that dnee nat es
4 »

*Takes effect after you restart Internet Explorer

 Reset custom settings

Resetto:  [mediumdow (default)

j Reset... |
Ok I Cancel |

Click the respective "OK" buttons for the
dialog fields "Security Settings" and "Internet
Options" to close them.
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Settings of web content zone "Trusted sites™

Table 7-8
Step Action Note
1. Open the Internet Explorer. T — =
3 =[] rieo: oo microsoft... =] [#2|[ x| [D e

Select the command “Tools > Internet
Options”.

.7 Favorites J 9% @] Suggested Sites = @] Web Siice Gallery =

. =
@ Internet Explorer cannot .. | H %~ B - O == - Page - Safety - | Tools v

'& Diagnose Connection Problems. ..

= 1| Reopen Last Browsing Session
Internet Explorer ca
[7] Pop-up Blocker »

[ Manage Add-ans

What you can try: ¢ Work Offiine
= Compatibility View

Diagnose Connection P Compatibiity View Settings

Full Sareen Fi1
@ More information Toolbars 4
Explorer Bars »

<l Developer Tools F12

Suggested Sites

| =

4]
[T [ [ [ [ |@ internet | Protected Mode: Off [7a - [Rwo% -~

Click the "Security" tab.

Select the web content zone "Trusted sites".

Click "Sites" to open the dialog field.

General Security |Pri\"aq-I I Contentl Connections I Programs I Advanced I

Select a zone to view or change security settings.

@ & vV O

Internet  Local intranet |Vl Restricted
sites

Trusted sites o |
y This zone contains websites that you

trust not to damage your computer or
your files.

~Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level.

[~ Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level |

Reset all zones to default level |

0K I Cancel | Annly |

Enter the address of the OS Web cerver in
the "Add this website to the zone" input field
e.g. *//172.61.0.1 or http://*.microsoft.com
Additionally, disable the option "Require
server verification (https:) for all sites in
zone".

Click the "Add" and "Close" buttons.

Trusted sites x|

You can add and remove websites from this zone, All websites in
\'{ this zone will use the zone's security settings.

Add this website to the zone:

| http://172.61.0.1
_renove_|

Websites:
http:/f172.61.0.1 Remove

™ Require server verification (https:) for all sites in this zone

Close |
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Step Action Note
4. Select the web content zone "Trusted sites". 21x
Click the "Default level" and afterwards the General  Security | Privacy I Content | Connections | Programs | Advanced |
"Custom level..." button.
Select a zone to view or change security settings.
@ & v 0O
Internet  Localintranet Trusted sites  Restricted
sites
Trusted sites = |
. 7 This zone contains websites that you 1es
¢ trustnotto damage your computer or
your files.
‘fou have websites in this zone,
~Security level for this zone
Allowed levels for this zone: All
- [ - Medium
- I - Prompts before downloading potentially unsafe
g content
_'I_I_ - Unsigned ActiveX controls will not be downloaded
[~ Enable Protected Mode (requires restarting Internet Explorer)
Custom level... I Default evel |
Reset all zones to default level |
Ok | Cancel | Apply |
5. Enable the option "Initialize and script x|
ActiveX controls not marked as safe for eting
Scri ptlng" n the dlalog fleld "SGCUrlty || Initialize and script ActiveX controls not marked as safe for sc;l
Settings". © Disable
®
) Prompt
|# Only allow approved domains to use ActiveX without prompt
{*) Disable
) Enable
|#| Run ActiveX controls and plug-ns
) Administrator approved
) Disable
(&) Enable
) Prompt
|| Script ActiveX controls marked safe for scripting™
O Disable
(&) Enable
% Promnt 2
< | 3
*Takes effect after you restart Internet Explorer
[ Reset custom settings
Reset to: IMedium (default) j Reset... |
OK I Cancel |
6. Click the respective "OK" buttons for the
dialog fields "Security Settings" and "Internet
Options" to close them.

Therefore the requirements for a connection of Web client to Web server have

been created.
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7.6 Installation of Web client plugins

Installation paths

When installing the plugins for the Internet Explorer you can choose between two
installation paths:

¢ Remote installation — installation via the Intranet/Internet of the Web server

e Local installation — installation via the Windows Installer Package of the
Web client

In application example we look at the "Remote installation”.

Requirements
e The OS Web server is in runtime.
e The Web client has access to the Web server.
¢ You know the Web server address.
¢ You know the domain, user name and password.
e The user authorizations are valid for PCS 7 Web Options.

e The login on the PC has the rights of a main user.

Installation
Table 7-9
Step Action Note
1 i Open the Internet Explorer f:wm((we Navigator - Windows Internet Explorer : =1
65"31;,\ 172.60.0.1/n B3| *2f| X || Bna P
Enter the Web server address (http://<Server | || o [0 i e s Gty <
name or IP>) in the "Address" input field. 22| -| @vrccusnis.. x | @mametoporer.. | || - B - - pame sty - ook @-
9 The previous site might require the following add-on: ‘WebClientinstall.dIf from ‘SIEMENS AG'. Click here to install, x
WHRC
WinCC WebNavigator V7.0 + SP3 + Upd1l
ActiveX Controls are not enabled on your Internet Explorer or you do not have
enough user rights for the installation of the Web Navigator client software or you
have not installed the WebclientInstall.dll. In this case please contact your
administrator.
If you are ready press OK
L]
) Done [ [ [ [ [ | [ mnemet|protacted voce: off [Fa- [Rwo% -
2. Enter the access data in the "Connect to =
<SeVername>" dlalog fleld WhICh was The server 172.60.0.1 at 172.60.0. 1 requires a username and password.
determined on the Web server in the "User warning: Thi ) ) )
L. X /Varning: This server is requesting that your username and password be sentin
Administrator" editor. an insecure manner (basic authentication without @ secure connection).
User name
|
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Step Action Note
3. During the first connection the "Security
Warning" dialog field will open up. Do you want to install this software?
Continue by clicking the "Install" button. Reairey Wt Erendic e
Publisher: SIEMENS AG
iIMU'E options 1= Don't Install
@ while: files Fram the Internet can be useful, this file type can potentially harm
wour computer. Only install software from publishers you brust, What's the risk?
4. Now all available plugins for the Web client B e ]
will be displayed in the Internet Explorer :\& SEEs e .
. & Webtiavigator Download/instalation - WinCCWeblia. Zi - B) - ) m - Page~ Safety~ Tods~ @~
window. . B
In the "Install" Column CliCk the arrow before Download/Installation - WinCC/WebNavigator Plugins
the version number to install the plugin. —=— =
The plugins: ' ‘
e WinCC Basic Process Control s
e WinCC Basic Process Control e o sowx w3 soos
° PCS 7 Faceplates e Coporen o SPATIC o s ek Notmsolet 3] 8000 i
«  PCS 7 Advanced Faceplates B o B
should be installed to guarantee minimum | Shasne e e : L.
process control. pes T v imreie o o i
During installation the displayed sequence is
to be observed.
5. Installation of the Web client is complete.
Close the Internet Explorer and reopen it to e
register for process control.
As soon as the Web client has established a
connection with the Web server, the process
pictures can be called.
= e
Note Further information regarding the installation of the Web client, process control

on the Web client and settings can be found in the manual:

e SIMATIC Process Control System PCS 7 OS Web Option

(chapter “Installation and Settings for the Web client”)
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History
Table 8-1
Version Date Change

V1.0 10/2006 First release V6.1 SP1

V1.1 11/2006 Revision V6.1 SP1

V1.2 05/2009 Revision V6.1 SP1

V2.1 09/2008 First release V7.0 SP1

V2.2 12/2008 Correction in table 6-2

V2.3 05/2009 Revision V7.0 SP1

V3.0 05/2009 First release V7.1

V3.1 05/2009 Revision V7.1

V3.2 11/2009 Expansion of the documentation to V7.1 by the PCS 7 Web
Option (tested for PCS 7 V7.1 and V7.0 SP2)

V2.4 12/2010 Notice inserted:
In PCS 7 V7.0 SP3 the configuration, which is described in
chapter 5 ,ES/OS-Master and OS-Standby*“ only works only
with WinCC V6.2 SP3 HF8 or higher.

V3.3 09/2011 Notice inserted:
In PCS 7 V7.1 SP2 and SP3 the configuration, which is
described in chapter 5 ,ES/OS-Master and OS-Standby*
only works with WinCC V7.0 SP2 HF5 or higher.

V4.0 10/2012 First release V8.0 Upd1

V4.1 11/2012 Modified chapters:
e Chapter 7 “Expansion by PCS 7 Web Option”
e Chapter 7.1 “Web Configuration®
e Chapter 7.2 “Web-Specific Hardware and Software

Requirements®

New Chapter:
e Chapter 7.3 “Maximal number of Web client accesses”

V4.2 01/2013 Introduction of the chapter 6 “ES/OS-Master and OS-
Standby* is modified.

V4.3 05/2013 Test and declaration for PCS7 V8.0 SP1

V4.4 09/2013 Modified information about the needed licenses in chapter
7.1 “Web Configurations” in the figure 7-1 “Web Option
Configuration in stand-alone system”
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