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Foreword

This document describes the connection between two
local area networks (LAN) on the basis of a virtual private network (VPN).

It also explains the IPSec protocol. IPSec is a protocol that can be used to
establish a secure IP connection.
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Disclaimer / Liability

Warranty

Siemens AG accepts no liability, regardless of the legal grounds, for
damages arising from the use of this entry, apart from the statutory liability
accepted, for example, for damage to items used for personal purposes,
personal accidents or due to malicious intent or gross negligence.

The entries relate to selected suggested solutions for queries with complex
tasks which have been dealt with in Customer Support. We also wish to
point out that current technology not does permit us to exclude the
possibility of errors in software programs taking all application conditions
into account. The entries have been compiled to the best of our knowledge.
We cannot agree to accept any liability over and beyond the standard
warranty for class C software in accordance with our "General Terms and
Conditions for the Transfer of Software Products for Automation and Drive
Technology". The programs are available on the Internet under individual
licenses. They are non-transferable.
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121

Introduction
VPN-based connection between two LANs

Secure communication connections are advisable in high-security
requirements to prevent machine data getting into the wrong hands.

The router offers a number of encryption systems for this purpose, which
are combined under the generic term Virtual Private Network (VPN).
When purchasing a router, ensure that it supports encryption in both
directions. Local --> external and external --> local.

The PPTP (Point-to-Point Tunneling Protocol) and the more recent IPSec
(Internet Protocol Security) protocol are well established.

This encryption allows you to establish a connection between two routers
which is protected externally and which enables you to contact all
subscribers internally by name or via the local IP address.

Following the configuration of the VPN IPSec tunnel, handling is precisely
as if you had a crossed network cable between your nodes.

The dialogs below give you a step-by-step guide to protecting your network
against outside interference.
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2 Virtual Private Network with IPSec Protocol

2.1 Introduction

IPSec is a protocol that can be used to establish a secure IP connection.

Refer to the following documents for the basic router configuration for
communication via ISDN / DSL.

e Operator panel in communication with a router via ISDN

e Operator panel in communication with a router via DSL

Data security is guaranteed via the 4 functions below:
e Encryption (by means of ESP = Encapsulation Security Payload)
¢ Message integrity (ensuring that the message has not been changed)

e Sender authentication

VPN_e.doc

e Key management.
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2.2

2.3

Communication via IPSec

Anwendung

Use IPSec to create a connection between two routers, as well as external
Internet computers.

The encryption gives rise to a virtual tunnel (VPN tunnel) between the
routers. You can work within the networks as if you were in a local network.

Once the network has been established, all the messages are assigned an
additional header for the purposes of encryption.

A VPN IPSec connection is always recommended if you wish to prevent
third parties from accessing your network.

Setting IPSec

The IPSec dialogs can only be displayed on your computer if you enter the
license key via the setup tool first.

When you purchase the router, it will generally come with an IPSec license.
You are given three numbers for this license:

e Type of license

e License serial number

¢ PIN code

You will need the license serial number and PIN code in order to generate
the license key on the BinTec website.

Go to the BinTec website at www.bintec.de via the Internet Explorer.

Virtual Privat Network 8/52
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23.1

Fig. 2-2
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Generating a license key

On the BinTec home page, click the Service/Support tab.

You will find the entry Online Services there. Click on Licensing under it.
You are now on the page shown below. You can enter the data requested.
This procedure may be different for each manufacturer.
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You can also extend the software functionality of your BinTec product via
this page by requesting a license key for your BinTec product.

Software licensing links the serial number of the software license to the
serial number of the base unit, generating a unique, unrepeated license
key. Once the licensing has been performed, the software license cannot
be assigned to any other base unit. However, you can generate another
key any time if you mislay your license key.
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You require the following for software licensing:

e The hardware serial number of the base unit which you can find on your
device's rating plate or, in the case of the X8500, the software license
ID from the setup menu

e The serial number of the software license

e The PIN for your protection in order to ensure that the license
purchased by you is also assigned to you, e.g. for support.
You receive the PIN along with the serial number of the software
license.

You are shown the license key on the website. In addition, you also receive
notification by e-mail from BinTec.

This key is now configured in your router in order to enable the software
functionality.

BinTec's FAQs contain information about this.

In order to enter the license key, start the BinTec setup tool once again and
open the Licenses menu.
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BRICKware > Device at

2.3.2 Setting up VPN the setup tool
Table 2-1
No. Action Note
1 | The BRICKware from BinTec | [p=d :
that is already installed
contains two default
connections to your router.
Depending on the COM port
being used, now select a
connection; the Windows "
HyperTerminal OpenS. uﬂ[j Programmzugriff und -standards
E Prograrmme: [ FriTz! 4
(=3 FRITZIDSL ’
Start > Programs > 3 pohmerts e :

CcoM1

» @ Trfanview

% Einstellungen
@ Suchen
@ Hilfe:

Ausfiihren, .,

Y @ Trend Micro OfficeScan Client
@ Ackive Parts

@ BinTec IPSec Security Client
(53 55H Accession

[ Realvnc

@ Microsoft SCAP Toolkit

& "bm7123" abmelden. ..

i [ Activity Monitar

v B8 CAPT and TAPT Canfiguration
3 %. Configuration Manager

3 é\ Configuration Wizard

v B DIME Taols

Beenden...

2 | HyperTerminal
Press ENTER to continue.

i start
#g brick_1 - HyperTerminal i ] |
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 2
2]
[l

| |

o

3 | After you press Enter to
confirm, a login prompt
appears in which you enter the
user data that is defined in
your basic configuration.

Enter admin as the login, for
example, followed by Enter
and then the relevant
password.

Login: admin
Pa=zsword: _

Verbunden 00:16:38 |Aut0m. Erkenn, 9600 §-M-1 RF |GROSS MNE- |z
#gbrick_1 - HyperTerminal 10l =l
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2

|

-

| |

Yerbunden 00:00:44

|P.utom. Erkenn,

9600 811

»
[RE[eRass  NF [ 4
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No. Action Note
4 | Following login, enter setup; #gbrick_1 - HyperTerminal =lol x|
. - ; 7 oo -
th|S takes you to the Setup Datei  Bearbeiten  Ansicht  Anrufen  Ubertragung 7
Login: admin ;I
t00| . Password:
Fouterl:: =etup i
-
< | »
werbunden 00:20:27 |futom, Erkenn. (9600 &--1 RE[aRogE e[ g
5 Setup tool. #gbrick_2 - HyperTerminal 10l x|
. Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
Open the Licenses menu. — —_—
MEEEEE
-
H23BAiz Setup Tool EinTec Communications AG —I
Routerl
System
LAH CH-18ABT, Fazt Ethernet
HAH CH-1BRI. ISOH $@
®O5L ¢ CH-ADSL, ADSL
HAW Partner Security IPSEC
IP PPP H.25 EBRRP CREDITS CAPI ATH QoS UoIP AUX GRE
Configuration Management
Honitoring and Debugging
Exit
Pregs {Ctrl-n}, 4{Ctrl-p> to scroll through menu items, {Return} to enter
-
Verbunden 00:11:36 Aubo-Erkenn. 9600 8-M-1 RF |GROSS |NUM At
6 | This takes you straight to a & brick_2 - HyperTerminal : =lolx|
. ¥ g ; = 5
default ||Cense Whel’e you can Datei  Bearbeiten  Ansicht  Aorufen  Obertragung 2
~ ) 51
now enter your IPSec key D|e| 2| 3] =[=]
: . "
numberS via the ADD 0pt|0n. H23BAiz Setup Tool BEinTec Communications AG —I
[LICEWSE]: Licenzes Routerl
Ruailable Licenses:
IPF {builtinl}, IPSEC, STAC, CAPI, BRIDGE, RES
Software License ID: HEV1z@382398217
Serialnumber Uzed for Description State
default Software easy licensing ok
ROD DELETE EXIT
Pregs {Ctrl-n}, {Ctrl-p> to scroll, {Space} tagfuntag DELETE, <{Return} to edit
-
Verbunden 00:38:24 Aubo-Erkenn. 9600 8-M-1 RF |GROSS |NUM At g
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No. Action Note
7 | Enter the serial number and %4 brick_2 - HyperTerminal : ol
the key Wh|Ch iS generated in Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
the website in order to enable | DI2| ©[3] 0|
the IPSEC fUI’lCtIOﬂS H23eAis Setup Tool BinTec Communications AG ;I
[LICENSE] [EDIT] Routerl
Click Save to close the dialog
and go back to the main menu.
Serialnumber
Description IPSEC
ey EEEEEEEEEEA A AN
Humber of licenses 32 total, @ in use
SRUE CHHCEL
Enter string, max length = 17 chars
Werbunden 00:39:39 [auto-Erkenn, (5600 8--1 [RE [eRoss [om - [Aur 4
8 | A new option, IPSEC, now #¢brick_2 - HyperTerminal ; I (o] [559
appears in your main menu. Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
Start IPSec. = 213|055 =

H23eAis Setup Tool BinTec Communications AG

Routerl

Licenses System
LAH CH-188BT, Faszt Ethernet
HAH CH-1BRI, ISOH S@

®O5L ¢ CH-ADSL, ROSL

HAN Partner Security LPSEC)
IP PPP .25 ERRP CREDITS CRPI ATH Q0% UeIP AUX GRE

Configuration Ranagement
Honitoring and Debugging
Exit

Prezz {Ctrl-n}, {Ctrl-p» to scroll through menu items, {Return} to enter

-

Use the wizard to define the
basic settings for your VPN
IPSec connections in your
company network.

Click Yes to confirm.

Werbunden 00:55:19 [auto-Erkenn, (5600 8-1-1 [RE [eRoss [om - [Aur 4
#gbrick_2 - HyperTerminal i =10] x|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
D[] @8] =ols|

2

H23eAis Setup Tool
[IPSEC]: IPsec Configuration - Hain Henu

BinTec Communications ARG
Routerl

There are still some prerequisite configuration steps to do,
Do vou want to use the wizard?

= to

-

Werbunden 03:09:29 [auto-Erkenn, (5600 8-h-1 [RE [aRoss T [um

Atz

Virtual Privat Network
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No.

Action

Note

10

Select start wizard here.

rick_2 - HyperTerminal = |EI|1|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2

-
H23eAis Setup Tool BinTec Communications AG —I
[IPSEC] [MIZARD]: IPsec Configquration - Wizard Henu Routerl

IPsec 1zt step configurations wizard

Configuration History:

Hhat to do?

({5pacer to choosel
({Return} to selectl

Exit

Use {Spacer to choose {Returny to select

-

11

First of all select which
authentication method you

wish to use.

PSK (pre-shared key) has
been selected in this example.

As a result of this process, the
same key data is entered for
both connection partners,
enabling identification to take

place..

Werbunden 03:18:29 [auto-Erkenn, (5600 8-h-1 [RE eRoss [om - [Aur g

& brick_2 - HyperTerminal

I [=[

Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2

-
H23eAis Setup Tool BinTec Communications AG —I
[IPSEC] [MIZARD]: IPsec Configquration - Wizard Henu Routerl

IPsec 1zt step configurations wizard

Configuration History:

- for ESP:  HULL Rijndael Twofizh Blowfish CAST DES DES3
HOS SHAL HOHAC

- for AH: SHAL A0S

Check default IKE profile ...

already configured {default settings)

Check default IPSec profile ...

already configured {default settings)

Check IPSEC Default Authentication Hethod ...

Currently set to “current: PSE”

+ o+

+

——————

Uze which Default IPSEC Authentication Hethod ¥

Ire
(45pa chooges
({Return} to selectl

Exit

-

Werbunden 03:19:07 [auto-Erkenn, (5600 8-h-1 [RE [eRoss [om [Aur 4

Virtual Privat Network
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12 | Following this selection, a default route has to be created on the router via UDP protocol
Port 500; the key data can be exchanged and compared between the routers via this
route.

Note:

UDP is short for User Datagram Protocol, the name of a transmission protocol.

It can be used on the basis of the IP protocol instead of the TCP.

UDP does function on a connection-oriented basis. This means that a UDP data package
can also be sent without an existing connection.

13| Select Start and press Enter “gbrick_2 - HyperTerminal : =1o0x|
to Conflrm Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2
. . 0= =]
After start, define the settings 2] ]3| Dl =] N
i i RZ3081s Setup Tool BinTec © Tcatlons A6 | |—
IIStEd In the table as fOHOWS' [IPSEE]S[H?Z:ED]:OOIPsec Configuration - Wizard Henu B Egzierl
The description iS user- IPzec 1st step configurations wizard
deflnable and ShOUId be Confég?iztingz E;i;gigd for IPzec enabled standard router. i‘
Furth fi ti i ired f Ip 1 ter!
named to reflect the . Chegi Fg; ;ggr1lg%|?a ion is %equn‘e or an IPsec only router ]
functionality of the connection. il B (R ) Bty il ]
The default route enables the + EEEEE :E:h%ggN Callback configuration ... I
. + Check for Peer Uirtual interface ... |
routers or PC clients to + Check for Peer Traffic ... 5
eXChange connection Configure Peer Traffic ? start
T ({Spacer to choosel
parameters via the IKE. - {dReturny to select)
Werbunden 03:19:39 Auto-Erkenn, (9600 8-N-1 [RE - [eRoSs UM [Au_y
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2.3.3 Internet Key Exchange
Internet Key Exchange (IKE) is a protocol that is used to manage security
associations within VPN connections that are created with IPSec.
IKE is used because IPSec does not transmit the information which is
required for encryption itself (algorithms, keys, period of validity, etc.), it
takes it from a local SAD (Security Association Database table of all the
security associations which are active on a computer which belongs to a
VPN in accordance with IPSec guidelines.)
Table 2-2
No. Action Note
14 | Click SAVE to confirm the “gbrick_2 - HyperTerminal i =10l =l
entl’y and Continue Wlth the Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
wizard. D|=| 5(3] lm|
H23eAis Setup Tool BinTec Communications AG ;I
[HIZARDI [ADD]: Traffic Entrw {3 Routerl
Degcription: let IKE traffic pass {autogenerated)
Protocol: udp{173
Local:
Tope: net  Ip: ) Port: 588
Remote:
Tope: net  Ip: ) Port: 588
Retion: protect
[SAVE] CANCEL

Werbunden 04:00:24 [auto-Erkenn, (5600 8-h-1 [RE [eRoss [om - [Aur 4

15 | Switch over to Start wizard to | PR L] : N [ 4|
Set Up the individual I’OUtES tO Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2

your network subscribers. D|=| m| 3| D[] -

H23eAis Setup Tool
IPzec Configuration - Wizard Henu

BinTec Communications ARG
Routerl

IPsec 1zt step configurations wizard

Configuration History:
+ Check for Peer ...
R Peer {Index 1} already exists:
Peer 7
Active peer exists {13, IPSec already enabled
Check for ISDW Callback configuraktion ...
Check for Peer Uirtual Interface ...
Check for Peer Traffic ...
Peer Traffic now configured {Index 23
= IPsec Hizard finizhed =

+ + +

——————

Hhat to do?
{not needed - all requirements currently metl

start wizard

({5pacer to choosel
({Return} to selectl
Exit

Use {Spacer to choose {Returny to select

Werbunden 04:04:05 [auto-Erkenn, (5600 8--1 [RE [aRoss T [r

Virtual Privat Network
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16 | Now select the encryption
again via Current: PSK
(pre-shared key).

brick_2 - HyperTerminal =] ]
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
D|=| 2|38| =0|5)
B

H23BAiz Setup Tool EinTec Communications AG
IPzec Configuration - Wizard Henu Routerl

IPsec 1zt step configurations wizard

Configuration History:
- for ESP:  HULL Rijndael Twofish Blowfish CAST DES DES3
HOS SHAL MOMAC
- for AH:  SHAL ADS
+ Check default IKE profile ...
already configured {default settings)
+ Check default IPSec profile ...
already configured {default settings)
+ Check IPSEC Default Authentication Method ...
Currently set to "current: PSE"

—_—————

Use which Default IPSEC Authentication Hethod #

({Spacer to choosel
({Return} to selectl

Exit
-
Verbunden 04:04:27 |Aut0-Erkenn. 9600 5-M-1 RF |GROSS |NUM Aut
17 | The configuration for the first brick_2 - HyperTerminal =10l x|
peer StartS. Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
~ -
Ol2| #2|3| =03 =)
H23BAiz Setup Tool EinTec Communications AG ;I
SeIeCt Start and preSS Enter [IPSEC] [HIZARD] [HIZARD]: IPsec Configuration - Wizard Henu Routerl
to confirm.
IPsec 1zt step configurations wizard
Configuration History:
+ Check pre-IPsec rules .., -
Pre-IPsec rule list now initialised to rule for passing IKE Traffic
+ Check Global Default Rule ... |
Global Default Rule is changed to “"pass” |
! CAUTION: |
Brick now prepared for IPsec enabled standard router, |
Further configuration is required for an IPsec only roufer! |
+ Check for Peer ... |
IPSEC enabled =
Configure Peer ¥
({5pacer to choosel
({Return} to selectl
Exit
-
Werbunden 04:06:06 |Aut0-Erkenn. 9600 5-M-1 RF |GROSS |NUM Aut
18 | The settings shown here also brick_2 - HyperTerminal =10l x|
need tO be entered for the Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
~ -
[
peer. D] @3] =05 =
=
Only the Peer Address and RZ3081s Setup Tool BinTec Communications AG
y . [IPSEC] [HIZARD] CHIZARD] CPEER]: IPzec Wizard - Configure Peer Routerl
Peer ID differ.
Description: Router-Router Uerbindung

Admin Status: up Oper 3tatus: down

Peer Address: winccflexiblerouterl, dyndns, org
Peer I03: Routerl
Pre Shared Key: EEEEEEEH]

IPsec Callback: no

Virtual Interface: ves

SR UE] EANCEL
E
Werbunden 04:13:05 |Auto-Erkenn, (9600 8-N-1 RF . [GROZS - oM Ao 2

Virtual Privat Network
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19 | Note:
The parameters are user-definable and can generally comprise up to 50 characters.

Configure the router --> router connection first. To do this you require the following items
of information:

e Peer's name on the Internet if the IP address is always dynamic as is the case in our
example (Peer Address)

e The peer's local name (Peer ID)

e The settings for the connection name (description) and pre-shared key must be
identical in both subscribers.

The pre-shared key (PSK) must be entered twice in a row in order to confirm the entry.

If you establish a connection between two routers, and your router supports ISDN and
DSL connections at the same time, you can use the ISDN callback function.

If the DSL line fails, this function provides a new IPSec tunnel via the ISDN line. This
enhances the security for your data exchange.

If you wish to use the callback, it must be enabled at either end.

20 | Some connection data relating | TSR raia ] ; ' =10l x|
tO the peer network St”l has '[O Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2

be entered for the route which | L12| #[3] [

IS Currently be|ng Cl’ea'[ed. H23BAiz Setup Tool BEinTec Communications AG ;I
[IPSEC] [MIZARD]: IPsec Configquration - Wizard Henu Routerl

IPsec 1zt step configurations wizard

Configuration History:
CRUTION:
Brick now prepared for IPsec enabled standard router
Further configuration is required for an IPsec only roufer!
Check for Peer ...
IPSEC enabled
Pre Shared Key now set
IPSEC already enabled
+ Check for ISDN Callback configuration ...
+ Check for Peer Uirtual interface ...

+

—_—————

Configure Wirtual interface 7

({Spacer to choosel
({Return} to selectl
Exit

Use {Spacer to select

Werbunden 04:13:49 Auta-Erkenn, 9600 5-M-1 RF |GROSS |NUM Aut
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21 | Enter your peer network's data
under Basic IP Settings.

“gbrick_2 - HyperTerminal i |EI|1|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
0j5] 53] i)

B

H23BAiz Setup Tool EinTec Communications AG

[IPSEC] [HIZARD] [HIZARODI[IP]: IP Settings {Router-Router Verbindungl Routerl

Advanced Settings »

22 | For this purpose you only
require the starting address
and the subnet mask.

This enables the router to tell
how big the peer network's IP
band is.

ERIT
-
Werbunden 04:15:19 |Aut0-Erkenn. 9600 5-M-1 RF |GROSS |NUM Aut
“gbrick_2 - HyperTerminal i |EI|1|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
D|=| @]3| ==

H23BAiz Setup Tool EinTec Communications AG
[IPSEC] [HIZARD] [HIZARD] .. [BASIC]: IP-%ettings (Router-Router Werbindungl

IP Transit Hetwork no

Local IP Address 192,166, 2. 254
Default Route no

Remote IP Address
Remote Hetmask

192.166.1. 8
255,255, 255.9

23 | A route was created
automatically as soon as this
entry was made. You can
check it once again under the
menu option More Routing.

JSAUE] CANCEL
g
Werbunden 04:17:58 |Aut0-Erkenn. 9600 &-M-1 RF |GROSS |NUM Aut
#gbrick_2 - HyperTerminal =10] x|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
D[] @8] =ols|
B

H23eAis Setup Tool BinTec Communications AG

[IPSEC] [HIZARD] [HIZARODI[IP]: IP Settings {Router-Router Verbindungl Routerl

Hore Routing »

Advanced Settings »

EXIT

Werbunden 04:18:27 [awko-Erkenn, 9600 8-1-1

[RE [eRoss [om - [Aur 4
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24 | Press ENTER to open the #g brick_2 - HyperTerminal =loix=]
existing entry Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
0|5 5|5] o]
H23BAiz Setup Tool EinTec Communications AG ;I
[IPSEC] [HIZARD] [HIZARD] .. [ROUTIHG]: IP Routing {Router-Router Werbindungl
The flags are: U {Upl, D {Dormant}, B {Blockedl,
G {Gateway Routed, I {Interface Routel),
5 {Subnet Routel, H {Host Routeld, E {Extended Routel
Destination Gateway Hask Flags Het, Interface Pro
5.1.8 25 55.8  OI ] Router-Routeloc
ROD RODERT DELETE EXIT
Prezz {Ctrl-n}, {Ctrl-p» to scroll, {Space: tag/untag DELETE, {Return} to edit
werbunden 04:20:57 |puto-Erkenn, (9600 8-h-1 RF - [GROZS - [Nom Aot 2
25 | If you have closed the dialog “gbrick_2 - HyperTerminal g =1oi x|
by Clicking CANCEL you can Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
1
still process the Advanced D|=| ©| 3| D[]
Settings option. 2

(-> See point 20)

However, there has been no
need to change the defaults at
this point.

H23BAiz Setup Tool
[IPSEC] [HIZARD] [HIZARD] [IP] [ROUTING] CEDIT]

BEinTec Communications AG
Routerl

Network route
WAH without transit netuwork

Route Type
Hetuork

Destination IP-Address 192.166.1.8
Hetmask 255,255,255, 8
Netric N

SRUE CAHCEL

Enter integer range A,,15

4

26

This completes the basic
configuration. Further
connections can be created
either directly in the menu or
by restarting the wizard.

The creation of the default
route via UDP Port 500 does
not take place yet.

The connection between two
networks is completed at this
point.

Click OK to continue.

Werbunden 04:19:27 |Aut0-Erkenn. 9600 &-M-1 RF |GROSS |NUM Aut
#gbrick_2 - HyperTerminal i =10] x|
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
D[] @8] =ols|

B

H23eAis Setup Tool BinTec Communications AG
[IPSEC] [HIZARD] .. [ADUANCED]: Advanced Settings (Router-Router WVerbindungl

RIF Send
RIF Receive nong

IP Accounting off

Back Route Verify off

Route Announce up or dormant

Proxy Arp off

114 CAMWCEL

Use {Spacer to select

Werbunden 04:22:15 [auto-Erkenn, (5600 8-h-1 [RE [aRoss T [um

Atz
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27 | Click Exit to close the menu.

brick_2 - HyperTerminal

=10l x|

Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2

D|=| =|5] =0ls|

H23BAiz Setup Tool EinTec Communications AG
[HIZARD]: IPsec Configuration - Hizard Henu Routerl

IPsec 1zt step configurations wizard

Configuration History:
+ Check for Peer ...
A Peer {Index 13 already exists:
Peer winccflexiblerouterl.dondns, org "Router-Router Verbindung”
Active peer exists {13, IPSec already enabled
Check for ISOM Callback configuration ...
Check for Peer Uirtual interface ...
Uirtual interface now configured
+ Check for Peer Traffic ...
= IPzec Wizard finizhed =

+ +

—_—————

Hhat to do? clear config
(create syslog messages for configuration history) ({Space: to choosel
({Return} to selectl

Use {Spacer to choose {Returny to select

sl

[RE [aRoBs  [Nor — [Aul g

Werbunden 04:32:55 |Aut0-Erkenn. 9600 &-M-1

28 | Under Pre IPSec Rules you
can find the default route via
UDP which you created with
the wizard.

brick_2 - HyperTerminal

=10l x|

Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2

Ole2| 2| 8| =0|s)

H23BAiz Setup Tool EinTec Communications AG —I
[IPSEC]: IPsec Configuration - Hain Henu Routerl

Enable IPSec T oyes

Configure Peers »
Post IPSec Rules

IKE (Phase 1} Defaults  =autogenerateds edit »
IPsec {Phase 23 Defaults =autogenerated= edit »
Certificate and Key Hanagement

Advanced Settings »
Hizard »

Honitoring ¥

SRUE CHNCEL
5
Werbunden 04:34:42 |Aut0-Erkenn. 9600 5-M-1 RF |GROSS |NUM Aut

29 | Default Route

brick_2 - HyperTerminal

I [=[

Datei Bearbeiten  Ansicht  Anrufen Obertragung 7

Ole| =] 3| =0|s)

-
H23eAis Setup Tool BinTec Communications AG —I
[IPSEC] [PRE IPSEC TRAFFIC]: IPsec Configuration - Configure Traffic List

Highlight an entry and ftype "i' fo insert new entry below,
‘u'/'d" to move upfdomn, ‘a' to select as active traffic list

Local Address /R Fort Proto Remote Address N/R
(L] (]

Port A Proposal
udp 'A

RPPEND DELETE ERIT

Press {Ctrl-n}, <Ctrl-pk to scroll, {Space} tag/untag DELETE, <{Return} to edit

-

Werbunden 00:10:46 [auto-Erkenn, (5600 8-1-1 [RE [eRoss  [om - [Aur 4
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30 | In the Configure Peers menu | oSl =lo) x|
Option you SpeCify a” the Datei Bearbeiten  Ansicht  Anrufen  Obertragung 2
connections which you require | 2I2| 18] 0[5
W|th peer networks. H23BAiz Setup Tool BEinTec Communications AG ;I
[IPSEC]: IPsec Configuration - Hain Henu Routerl
Enable IPSec T oyes
Pre IPSec Rules
Configure Pe A
Pogt IPSec Rules
IKE (Phase 1} Defaults  =autogenerateds edit »
IPsec {Phase 23 Defaults =autogenerated= edit »
Certificate and Key Hanagement
Advanced Settings »
Hizard »
Honitoring ¥
SRUE CHNCEL
verbunden 00:12:27 [Auto-Erkenn, (9600 8-N-1 [RE [aRoms  [or — [Aul g
31 | This menu already includes “gbrick_2 - HyperTerminal 7 =1olx|
the Connections that had Datei Eearbeiten Ansicht  Aorufen  Ubertragung 2
previously been configured D|=| ©| 3| D[]
betWeen yOUI’ I’OUterS. H23BAiz Setup Tool EinTec Communications AG ;I
3 [IPSEC] [PEERS]: IPszec Configuration - Configure Peer List Routerl
Now add the PC-client - —
. . . ighlight an entry and type "I to insert new entry below,
connection in order to give ‘U0 to move upfdown, 'PSCEAFT' to change sorting,
i State desCripti Eerid Add Fil Traffi
your service personnel access | | | siate gescriotior - peris e e et
to your local network.
Click APPEND to create the
new entry.
Cllc_k EXIT to close the D DELETE REORG ERT
settings.
Verbunden 04:35:31 [Auto-Erkenn, (9600 8-N-1 [RE [aRoms  [NOr — [Aul g
32 | Note: WINDDWS' System32\ping.exe |0 x|
The settings must be s
configured identically on the Ping wird ausgefiithet fiir 192.168.1.1 mit 32 Bytes Daten:
second router. Zeitiiberschreitung der Anforderunyg.

The connection between the
routers can be tested quite
simply by contacting a
subscriber in the peer network
from a subscriber on the local
network,

(e.g. ping).

The routers then negotiate the
IPSec tunnel; this then
facilitates the sort of
connection that exists within a
closed network.

The first time-out occurs
because the tunnel has not
been set up yet.

Antwort von 192.168.1.1: Bytes=32 Zeit=123ms TTL=125
Antuwort von 192.168.1.1: Bytes=32 Zeit=123mz TTL=125
Antwort von 192.168.1.1: Bytes=32 Zeit=123ms TTL=125
Antuwort von 192.168.1.1: Bytes=32 Zeit=124mz TTL=125
Antwort von 192.168.1.1: Bytes=32 Zeit=121ms TTL=125
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2.34 Creating the PC-Client peer connection

Table 2-3

No. Action Note

33 | The name under Description | ISR N u] |
iS, once again’ User'deﬁnable Datei Bearbeiten Ansicht  Aprufen  Obertragung 2
and has no bearing on D[z =|3] 2l
encryption. HZ3MBis Setup Tool BinTec Communications AG ;I
The Peer Addl’eSS entry iS Ieft [IPSEC] [FEERS] [EDIT]: Configure Peer Routerl
blank in this case because the N ettt
PC'CIient user enera” does Hsnﬁicﬁlgtggzls: up_ e Oper Status: dormant
g y
not have a permanent IP Peer Address:
Peer IDs: mustermannBheispiel . de
address and does not have a Pre Shared Key:
DynDNS account for its Ipsec Calliack
. eer speclflc Hettings

service PC on the Internet. bistual Tntertaces mo
We use an e-mail address as UREliE LsE Sa6Hims 2
the Peer IDs (user name)
because it has a long string of HUE BETTERL
characters; however, you can
choose any name. ~
Both Sides must always use Verbunden 04:45:17 Auko-Erkenn. 9500 8-M-1 ’F|GROSS |NUM Aul g

the same parameters.

The Pre Shared Key must be
entered twice to ensure that it
can be copied correctly.

34 | There is no need to enable the | TR a] (o x|
|SDN Ca”back, ShOWn here, Datei Bearbeiten Ansicht  Aprufen  Obertragung 2
in the case of a PC-client Dl=| =|3] 0l
ConneCtion because there iS HE3BBiz Seftup Tool BEinTec Communications AG ;I

no callback function on the
PC.

[IPSEC] [PEERS] [EDIT] [CALLEACK]: ISDNW Callback Peer {PC-Client) Routerl

ISDON Callback:

dizabled

SAUE CAMWCEL

Use {Spacer to select

-

Verbunden 04:46:15 Aubo-Erkenn. 9600 5-M-1

[RE[GROSS oM Al
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35 | The Peer-specific Settings
menu option (figure 30)
contains the settings for the 1%
and 2" identification phases.
Use the autogenerated
setting; thus, the router itself
decides which encryption
protocols to use.

Click edit to open the settings
because you must take a note
of the settings on your PC-
Client.

“gbrick_2 - HyperTerminal

Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.

=10l

36 | Press ENTER to open the
selected entry in order to take
a note of the settings or to
change them.

HE3BBiz Seftup Tool EinTec Communications AG
[IPSEC] [PEERS][EDIT]. . [PHASEL]: IPsec Configuration - Phasze 1 Profiles Routerl

H: Heartbeat Setting
Auth: Authentication

H: Wone %: Send E: Expect B: Both D: Default
PEKE: Pre Shared Kews RSA-5: REA Signatures
D55 D5% RSA-E: REA Encryption
Hode: Phaze 1 Hode I0-Pr: ID Protect Aggr: Aggressive

Description

Propogal
d=  Blowfish/HO5

Lifetime Group H  Auth Hode
2 B PSE Haqr

11088kE,

ROD DELETE ERIT

Press {Ctrl-ny, {Ctrl-p} to scroll, {Spacer tag/untag DELETE, <{Return} to edit

HE3BBiz Seftup Tool EinTec Communications AG —I
[IPSEC] [PEERS] [EDIT] [SPECIAL]: Special Settings {PC-Client) Routerl
Special szettings for p2 PC-Client
IKE {Phaze 1} Profile: edit >
IPsec {Phase 2 Profile: =autogencrated= edit »
Select Different Traffic List »
SHUE CHHCEL
Use {Spacer to select
e
Werbunden 04:47:00 |Aut0-Erkenn. D600 8-M-1 RFE |GROSS |NUM Atz
“gbrick_2 - HyperTerminal o =] ]
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.
D] ]3] 05| =)

-

Werbunden 04:48:24

[auto-Erkern,  [9800 8-1-1 [RE™ [aRoss " [rr

AUtz
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37

These are the default settings apart from
Lifetime, which has been raised from default
to 900 seconds.

The router now exchanges the initial data via
the Blowfish algorithm.

The other algorithms MD5 and MODP are
also used for encryption and contain the
mechanisms that are used for authentication.
Since your PC is generally assigned a
dynamic IP address by the ISP, Aggressive
Mode must be set on the router and on the
client.

Set the Authentication Method to the Pre
Shared Keys process selected by us.

Use the Heartbeats settings to define
whether the connection is to be controlled by
only one of the subscribers or both.

If there are no heartbeats shown, the tunnel
can be disabled quickly by either side.

Block Time prevents re-connection for a
certain length of time if the keys have not
matched.

The last few settings are not discussed in this
FAQ as they relate to additional certification.
View Proposals contains a list of all the
algorithms that you can use.

The final point to mention is Edit Lifetimes.
Here you can define your own times to suit
your requirements.

‘g brick_2 - HyperTerminal

—lnojx|

Datel Bearbelten Ansicht Aprufen Obertraging 2

D|=| =|5] o] =

®2iaais Setup Tool BinTer Communications AG
[IPSEC] [PEERS] [EDIT] [SPECIAL] [PHASEL] [EDIT] Routerl

cautogenerateds

Description Cldx 4
Proposal
Lifetime

i1 {Blonfish/NO5}

i 9B Sec/11088 Kb (13
Group i Z (1824 bit MODPY
Authentication Hethod : Pre Shared Keys
Hode i aggressive
Heartbeats : both

Block Time ]

Local 10 i Routerl

Local Certificate : none

CR Certificates :
Hat-Traversal i enabled
Uiew Proposals b

Edit Lifetimes >

SAVE CANCEL

Enfer string, max length = 255 chars

Werbunden 04:49:32 Auto-Erkenn.  [3600 8--1 JRF [GRozs  [nom [t

38

Once authentication of the
IPSec tunnel is complete, you

#g brick_2 - HyperTerminal

Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2

=10 ]

still need to define which parts

of your network the peer may
use.

HE3BBiz Seftup Tool

[IPSEC] [PEERS] [EDIT]: Configure Peer

BEinTec Communications AG
Routerl

For this purpose you require a
Traffic List which can be
created under the menu option
of the same name.

Description:
Admin Status:

Peer Address:
Peer IDs:

Pre Shared Key: E

IPSec Callback »
Peer specific Settings »

Uirtual Interf

PC-Client

up Oper Status: dormant

mustermannBheispiel . de

ace: no
ettings

SAUE CAMWCEL

Verbunden 04:50:35

Aubo-Erkenn. 9600 8-M-1

[rF 7 [GROSS

[racia

Aat s
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39 | Click APPEND to add another | TSRl ear e =l x|
new ||St Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.
0j) 515] ol
HE3BBiz Seftup Tool EinTec Communications AG ;I
[IPSEC] [PEERS] [EDIT] [TRAFFIC]: Traffic List {PC-Client) Routerl
Traffic List: Highlight an entry and twpe "I fo insert new entry below,
‘u'/'d" to move up/domn, ‘a' to select as active traffic list
Local Address H/R Port Proto Remote Address H/R Port A Proposal
JAFFEN] DELETE SAUE CANCEL
Werbunden 04:50:59 [Auto-Erkenn, (9600 8-N-1 [RE™ [aRoms - [nor [tz
40 | Complete network access has | R i nE] : =loi x|
been allocated tO enable the Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.
PC client to perform all the D|=| 53] le|
requisite StepS during HE3BBiz Seftup Tool BEinTec Communications AG ;I
SerVICIng [IPSEC] [PEERS] [EDIT] [TRAFFIC] [ADD]: Traffic Entry {PC-Clientl Routerl
Description: PC-Client
This gives rise to the settings AEED LG
shown. Local:rype: net  Ip: 192.168.1.8 7 24
Do not select any special Roncte:
. X ype: peer
protocol, simply define all the . et
. CTLon: protec
IP addresses belonging to the brofile sastogenerateds
local router network for the
client. SAVE CANCEL
To facilitate this, specify the
starting address. -

24 indicates that the subnet
mask is using 24 bits.
(255.255.255.0)

The client's IP address is
dynamic. By setting the
Remote Type to peer, the
router accepts the IP address,
with which the client has
logged in, as the network
subscriber.

Select EDIT under the Profile
entry.

Werbunden 04:53:20 Auta-Erkenn, D600 8-M-1

[RE™ [aRoms - [nor [tz
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41 | Profile once again contains
the settings for phase 2 which
you know previously from the

brick_2 - HyperTerminal o =] ]
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.

Ol2| 2|3] =0lsB] =)

enCI'yptlon Of the fII‘St phase. HE3BBiz Seftup Tool BEinTec Communications AG ;I
[IPSEC] [PEERS] [EDIT]. . [PHASEZ]: IPsec Configuration - Phasze 2 Profiles Routerl
H: Heartbeat Setting H: Hone $: Send E: Expect B: Both D: Default
Press Enter to Open the entry P: Propagate PATU i Yes H: Mo D: Default
Description Propogal Lifetime Group H P
E 1
ROD DELETE ERIT
Press {Ctrl-n}, <{Ctrl-py to scroll, {Space} tagfuntag DELETE, {Return} to edit
-
werbunden 04:53:51 |puta-Erkenn, (9600 &-h-1 RE - [GROSS - [om  [aur 2
42 | After pressing Enter to brick_2 - HyperTerminal =10l x|
Conﬂrm, the Settlngs are I|Sted Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
~ -
D|=| %|3] D[] =
HE3BBiz Seftup Tool EinTec Communications AG ;I
[IPSEC] [PEERS] [EDIT] [TRAFFIC] [ADD] [PHASEZ] [EDIT] Routerl

Description (Idx 43 :

Proposal + 229 {ESP{Blowfish/A0S} no
Lifetime + 9B Sec/lle@d Kb (13

Use PFS ¢ none

Heartheats : both

Propagate PHTU tono

Uiew Proposals »
Edit Lifetimes »

SHUE CAHCEL

Enter string, max length = 255 chars

4

Werbunden 04:55:12 |Aut0-Erkenn. 9600 §-M-1 RFE |GROSS |NUM Atz

43 | Once you have closed the
dialogs with SAVE, your PC-
client connection is fully set

up.

Click EXIT to continue.

brick_2 - HyperTerminal i = |E||1|
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.

Dl| =] 3] == =

-
HZ3BBIs Setup Tool BinTec Communications AG —I
[IPSEC] [PEERS]: IPsec Configuration - Configure Peer List Routerl
Highlight an entry and fype 'I' to insert new entry below,
0tAD to move upfdown, CPSCEAFT' to change sorting.
S$tate desCription pEerid peerAddress proFile Traffic
dorm  Router-Router Routerl winccflexiblero d 4 ]
dorm t 4
RFPEND DELETE REORG ERIT
Press {Ctrl-n}, <{Ctrl-py to scroll, {Space} tagfuntag DELETE, {Return} to edit
-
werbunden 04:56:45 |Auto-Erkenn, (9600 8-N-1 RE - [GROSS - om = fao
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44 | In the Post IPSec Rules menu
option, you must check
whether the entry What to do
with anything that didn't
match is set to let pass.

This means that anything that
is not defined in the IPSec
Rules is let through.

Press Enter to continue.

ck_2 - HyperTerminal o =] ]
Datei Bearbeiten Ansicht  Anrufen  Ubertragung 2
0js) 515] o]
B

HE3BBis Seftup Tool
[IPSECT: IPsec Configuration - Hain Henu

BEinTec Communications AG
Routerl

Enable IPSec T oyes

Pre IPSec Rules
Configure Peers
Post 3

IKE {Phase 1) Defaults  =autogenerateds edit >
IPsec {Phase 23 Defaults =autogenerateds= edit »
Certificate and Key Hanagement

Advanced Settings »
Hizard »

Honitoring ¥

45 | Check for let pass.

This completes the
configuration of IPSec.
Click Save to go back and
save the settings.

SAUE CHHCEL
-
Werbunden 00:13:50 |Aut0-Erkenn. 9600 §-M-1 RFE |GROSS |NUM Atz
# g brick_2 - HyperTerminal _|E||1|
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.
D] ]3] 05| =)

HE3BBiz Seftup Tool EinTec Communications AG
[IPSEC] [POST IPSEC TRAFFICI: IPsec Configuration - Configure Traffic List

Highlight an entry and twpe "I to insect new entry below,
‘u'/'d" to move upfdown, ‘a' to select as active ftraffic list

Local Address H/R Port Proto Remote Address H/R Port A Proposal

What to do with anything that didn't match:

RPPEHD DELETE SRUE CAHCEL

Use {Spacer to select

I

46 | You are now back in the main
menu for the IPSec
configuration.

Click SAVE once again to exit
the dialog.

Werbunden 04:58:04 |Aut0-Erkenn. 9600 §-M-1 RFE |GROSS |NUM Atz
“gbrick_2 - HyperTerminal = |E||1|
Datei Bearbeiten Ansicht  Anrufen  Ubertragung 2
Dfe| =8| «@olB| =
=
HZ3BBIs Setup Tool BinTec Communications AG
[IPSECT: IPsec Configuration - Hain Henu Routerl
Enable IPSec T oyes

Pre IPSec Rulez »
Configure Peers »
s

IKE {Phase 1) Defaults  =autogenerateds edit >
IPzec {Phase 2} Defaults =autogenerateds edit »
Certificate and Key Hanagement >

Advanced Settings »
Wizard »

Honitoring 3

SRUE CANCEL
~
werbunden 00:13:50 |Auto-Erkenn, (9600 8-N-1 RE - [GROSS - oM faa 2

Virtual Privat Network

29/52




Copyright © Siemens AG 2004 All rights reserved

VPN_e.doc

| 9_

WinCC_flexible_Fernwartun

SIEMENS

Virtual Private Network with IPSec Protocol

47 | Click EXIT to close the setup
tool.

“gbrick_2 - HyperTerminal _|E||1|
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 7.
nl=| #13] olE]

B

HE3BBiz Seftup Tool EinTec Communications AG

Routerl

Licenses Sustem

LAH CH-188BT, Fazt Ethernet
HAH CA-1BRI, ISOH 5@

®OSL ¢ CH-ADSL, ADSL

WAH Partner Security IPSEC

IF PPP H.25 EBRRP CREDITS CAPI ATH QoS WoIP AUR GRE

Configuration Management
Honitoring and Debugging
1]

Press {Ctrl-n}, <{Ctrl-py to scroll through menu items, <{Return} to enter

-
Werbunden 05:33:02 |Aut0-Erkenn. 9600 §-M-1 RFE |GROSS |NUM Atz
48 | Save everything once again as ck_2 - HyperTerminal =k
a boot Conf|gurat|0n. Datei  Bearbeiten  Ansicht  Aprufen  Obertragung 2
T e =
D] ]3] 05| =)
HE3BBiz Seftup Tool EinTec Communications AG ;I
[ERIT]: Exit Setup Routerl
Back to Hain Henu
ot confi
Exit without szaving
-
Werbunden 05:35:05 Auta-Erkenn, 9600 §-M-1 RFE |GROSS |NUM Atz
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2.4

24.1

Table 2-4

Setting up the IPSec client on the PC.

The setup takes place in our example on the basis of the SSH Sentinel PC
client.

Whilst there are lots of other providers, the authentication and setting
procedures are identical among almost all of them.

The installation steps described here represent an extension to an FAQ
from BinTec.

Installation of the client software

Simply start the installation via the setup function on the CD.
Note:

You can always find an up-to-date version of this in BinTec's downloads
area.
Therefore, the dialogs may also deviate somewhat.

This document does not describe all the installation steps since many of
them can be confirmed by simply clicking "Next".

No.

Action Note

1 | Ensure that the mouse is kept | EREIEt ST s x|

in constant motion in this
figure. Otherwise, the
installation progress bar will
stop running.

Mowe the mouse o tppe in random text to produce the
random seed for generating the authentication key pair.

Fiandom seed generation in progress...

I

£ Zurtick SAEIEET Abbrechern
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2 | Certain parts of the encryption
are generated during this
phase.

The authentication key pair iz successfully generated. Click
Mext to continue.

Fiandom seed generation complete.

-

Authentication key generation complete,

-

£ Zurtick

3 | Now specify your router's
domain name.

Certificate Information

Identity Information
Specify the identity information of the certificate.

Specify the identity azsociated with the certificate. Preferably, zelect the static IP
address or the static domain name of the host as the identity. Only if neither iz available,
specify an e-mail address.

Subject infarmation
Frimany identifier: Host domain name j
Host domain name: Iwinccflexiblerouteﬂ.dyndns.ord ﬂ Advanced..

< Zurlick. I ieiter > I Abbrechenl

4 | Select the first option in this
window (Create a self-signed
certificate) because you have
not configured any certification
on the router.

Certificate Enrollment

Certificate Enrollment
Select how to create the certificate.

How iz the certificate created? Do you want to create a zelf-gigned certificate or to
create a certification request? How is the request delivered to the certification auhtaority,
immediately onling or later in a file?

i~ Certificate enrollment

% i+ Create a zelf-zigned certificate !

=] r Create a certifization request and enroll for a certificate immediately
'L" aonline.

w0 " Create a certification request and save it in a file for later enrolment,
=5

< Zuriick I wieiter » I Abbrechen
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5| The installation wizard
performs diagnostics of the
individual encryption

installation.

algorithms. This completes the

Encryption Speed Diagnostics

Running diagnostics

Rijndael 335,64 Mbit/s  [default cipher]

Twafish 430,95 Mbits

Elawfish 296,03 Mbitds

CAST 93.61 Mbits

3DES 8261 hbits

DES 174.49 Mbits
Algorithm diagnostics progress:
T

Owerall progress:

£ Zurtick Abbrechen

6 | After you restart your PC, the

icon for the SSH Sentinel
appeatrs in your task bar.
Right-click it to open the
Policy Editor.

|§'$%@EEME!-———TE;W

“= view Statistics. ..

1
’
| E Run Policy Editor. ..
| Auditing k
' Lser Key Agent 4
I
f
i Select Active Policy k
. Select YPN r
[
| % @ Start Policy Manager
i—.E @ sStop Policy Manager
i e
¥
|[:_n ¢ Help...
=y Online Support »
¥l
Tl ® about.
g2
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7 | In the Key Management tab,
click Add... to add a new key
to the My Keys folder.

"2 55H Sentinel Policy Editor

Security Policy

K.ey kanagement

Add...

r_él"l Truzsted Palicy Servers
E@ Truzted Certificates

| (%] Certification Autharities

{ [-[#] Remate Hasts

(@] Directory Services

=132 My Keys

haost key

-] rb142344 centificate

LA Add.

Bemove Eroperties... =T

Descrption

Add an authentication key.

8 | Select the Create a pre-
shared key option.

This wizard guides vou through the generation of a new
authentication key.

what kind of an authentication key would pou like to
create?

" Create an authentication key pair and a certificate

= Eroll for & certificate

< Zurtick I wieiter » I

Abbrechen
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9 | The name of the key is user-
definable. Under Shared
secret, enter the Pre Shared
Key that was previously
entered in the router.

After you click Finish, you still
need to define further settings
in the key properties.

Pre-Shared Key Information

Create Pre-Shared Key
Type in the shared secret,

Give the pre-shared key a name that iz for your reference only. Type the shared secret
bwice to avoid typoz. Use the fingerprint to verify the zecret with the other party involved
in the communication without revealing the actual secret.

~ Pre-shared key

I arne: |PC-EIient

Shared secret: I.........

Canfirn shared secret: |....uuo

Fingerprint [SHA-1]: Rarc cal?

< Zurlick. I Fertig stellen I

Abbrechen |

10 | To do this, select your newly
created key and click
Properties...

"2 55H Sentinel Policy Editor

2%

Security Policy  F.ew Management |

|;E| Truzted Palicy Servers
E| @ Truzted Certificates
' &-‘l Certification Authorities
. @-[# Remote Hosts
&"l Directory Services
= Y
=14, host key
- 25] nb14234d certificate

Add... Remaove Properties. .. BB
Dezcrption
Pre-shared key.
0k I Cancel Spply
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11

The Local > Primary
Identifier corresponds to the
value of the peer IDs which
have been configured in the
router.

The Remote > Primary
Identifier must correspond to
the router name entered for
local ID.

These settings conclude the
configuration of the key.

Note:

These are the entries that you
made a note of previously from
the PC-client peer
configuration for your router.

2lx
Froperties  |dentity |
Marmnally, you do not need to specify the identities. In
azsociation with IKE aggressive mode, however, you
should specify both identities.
— Local
Primary identifier: IE Adminiztrator E-mail j
Admiriztrator E-mail: Imustermann@l:ueispiel.de
~ Remate
Primary identifier; Host Domain Mame j
Hast Domain Mame: IHUUlEfﬂ
W arning
|EE main mode does not accept the selected
identifier.

k. I Cancel
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12

You still need to create the
actual VPN connection for
contacting the router.

"2 55H Sentinel Policy Editor

Security Palicy | k.2 Management I

In order to do this, go to the Policy : |(z&) Defau = =] =
VPN Connection folder in the :
Security Policy tab and click Ezl-(8] PredPSec Fiter
Add... to add a new E‘@ yg“””‘ad":'”s :
connection. f ; _ m
Multiple keys as well as - (#] Secured Connections n
multiple connections can be % gef”'ﬁdHNEtw':"ks F
configured in the Policy ; T z
Editor [#] Post-IPSec Filker &
) . [ Al &l traffic 5
However, only one connection o
can be started. ﬁ
Add... Hemave Eropertiez... || Diagnostcs,..
Deschption
Add & rule.
Apply |
7
13 | First of all enter the DynDNS Add ¥PN Connection 2| x|

name or IP address of your
router as the Gateway name.
However, using the IP address
only makes sense if your
router has a permanent
address on the Internet.

As regards the Remote
Network, you can use the
default "any" or click the

=-| button to create a remote
network yourself with your
router's local network
parameters.

As far as the Authentication
Key is concerned, use the key
that is also saved on the
router.

_L:'_- Gateway name: Iwinccflexiblemuter'l .dyndns.nrglﬂ
= Remote network: IWinEE flexible Lan Ll_l
Authentication ke I PC-Client j

[ Use legacy proposal
Diagnostics... Properties. .. | k. I Cancel |
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14 | The values from this example
are shown here.

Only again, you only need to
specify the starting address.
Specifying the remote network
has no bearing on the
encryption.

Click OK to confirm all the
dialogs.

— Defined netwarks

2 x|

Give netwarks and subhetwarks custom names. You
ot 5

zan later uze the names when creating miles,

Mame | IF address | Subnet magk |
any 0000

YWinCLC flexible Lan - 132.168.1.0

Hew | Bemaove |

Metwork name: IWinEE flesible Lar

IP address: I 192 . 168 . 1

it ks | 255 . 2%, . 25 . 0

e

Cancel |
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15 | Adjustments now need to be
made in the connection
properties which concern
authentication via the afore-
mentioned algorithms.

In order to do this, open the
next dialog by clicking the
Properties... button again.

"2 55H Sentinel Policy Editor

Security Palicy | K.ep Management I

Palicy : IF_?I Default j =5 @

#)-[#] PredPSec Filter
E@ WPN Connections

- [#] Secured Connections
-3 Secured Networks
@ Default Response
(] Post-IPSec Filker
] Allow all traffic

Add... Remove Properties...

m
<
il
r
=
i)
g
g
z
O
A
{u]
i
£l

Diagnostics. .

Descrption

(1] 8 I Cancel

Apply
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16 | In the General tab, click the
Settings... button underthe
IPSec / IKE proposal optien.

Note:

The source IP address for the
data packages can be adapted
in the settings under Acquire
Virtual IP address.

A virtual IP can either be
entered manually or be
obtained by DHCP.

The router settings must be
coordinated with it.

If the "Acquire Virtual IP
address" option is not used,
the ISP-assigned IP address is
used as the source IP
address.

The "Acquire Virtual IP
address" option has not been
used in this example.

Rule Properties

2%

General | Advanced

Femote endpoint

|incu:[|e:-:ibleru:uuler'| .dyndnz.org |£|

Security gateway:

Femate network:
IPSec / IKE proposzal

| winCC flesible Lan

Propozal termplate:

I norrnal j

[T Acquire vitual IP address

1E A virtual IP address is an address from
the internal network.

Settings... |

[ Extended authentication
The WFH gateway may require [KE

sévth, RADIUS or CHAP authentication, __2=Hings... |
Deszcription
’7 LChange... |

(] | Cancel |
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17

Note:

Since your computer is always
assigned an official IP address
by the provider on a dynamic
basis, the IKE Mode provider

Proposal Parameters

% Set the preferred value of each parameter of the IKE and

must be set to Aggressive
Mode.

This setting must also be
selected accordingly on the
router.

The settings for Encryption

to those on the router, as
shown in Figs. 18 and 19.

The client provides you with
the full array of supporting

also be used in the router.
Following completion of the
data, click OK to close the

algorithm should be adapted

encryption methods that can

IP5Sec propozal.
~IKE propozal
Encryption algorithm; IBIDwfish j
[ntearity function; I kD5 j
[KE mode; Iaggressive mode j
[KE group: IMEIDF' 1024 [ group 2] j
—IP5ec propozal
Ercryption algorithm: IBIDwfish j
[ntearity function;: I HKAC-H DS j
IPSec mode: Itunnel j
FFS group: Ir‘u:une j

dialog.
[ ttach anly the selected values ta the proposat
OF. I Cancel |
18 | Comparison with the settings #gbrick_2 - HyperTerminal (ol

in the router for phase 1 of
authentication.

(IKE proposal)

Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2

-
H23BAiz Setup Tool EinTec Communications AG —I
[IPSEC] [PEERS] [EDIT] [SPECIAL] [PHASEL] [EDIT] Routerl

Description (Idx 43 :

=autogenerateds

Propogal i1 (Blowfish/NDSY
Lifetime + 9B Sec/l1088 Kb {13
Group + 2 {1824 bit HODP}
Authentication Method : Pre Shared Keys
Hode t aggressive
Heartheats + both

Elock Time : @

Local ID + Routerl

Local Certificate t none

CA Certificates

Nat-Traversal + enabled

Uiew Proposals »
Edit Lifetimes »

SHUE CAMWCEL

Enter string, max length = 255 chars

-

Verbunden 04:49:32 Aubo-Erkenn.

[RET[GROSS  [NOM Al

9600 &-M-1
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19 | Comparison with the settings
in the router for phase 2 of
authentication.

(IPSec proposal)

ck_2 - HyperTerminal =] ]
Datei Bearbeiten  Ansicht  Anrufen Ubertragung 2
0j) 515] ol
B

H23BAiz Setup Tool EinTec Communications AG
[IPSEC] [PEERS] [EDIT] [TRAFFIC] [ADD] [FHASEZ] [EDIT] Routerl

Description (Idx 43 :

autogenerateds

Proposal 229 {(ESP{Blowfizh/A0SY no
Lifetime + 9B Sec/l1eEs Kb {13

Use PFS ¢ none

Heartheats : both

Propagate PHTU tono

Uiew Proposals »
Edit Lifetimes »

SHUE CAHCEL

Enter string, max length = 255 chars

Werbunden 04:55:12 Auto-Erkenn, 9600 &-M-1

[RE [aRoms  [or — [Aul g
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2.5 Testing the newly created connection:
Table 2-5
No. Action Note
1| Start the remote connection to | R PSRRI 2]
your Internet Service Provider.
Open your Policy Editor Security Palicy | K.ey Management |
again and select the requisite
VPN connection. Policy : (22 Defaul | |
Click the Diagnostics...
button to see whether ---ll"l Pre-IPSec Filker
encryption has been correctly =[] VPN Lannections 1
detected. i
LA Add m
|E| Secured Connections ,3:_1
EEI Secured Metwaorks &
@ Default Responze E
[=] Post1PSec Filter E
] Allow all traffic 2
g
Add. Remove Propertiez. . | Diagnoshics.
Dezcription
ITI Cancel Apply
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2 | If everything is correctly set,
the following dialog should
appear.

Diagnostics El
Diagnostics complete. Wou can establish an IPSec-protected

= connection to the remote end. To view the connection

parameters, clhck Details.

<< Details | Cloze I

Probe | Resultz I

W FiLirring diagrost
= « IKE Phaze-1
+ Exchanging IKE proposals completed successhully,
+ Found Pre-shared Key,
= " IKE Phaze-2
& Exchanging IPSec proposals completed successhully.
+" Running diagnostics finished
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3 | The Results tab shows how
the connection is set.

If it is incorrectly configured,
only parts that have been
correctly detected are ticked.

Diagnostics El
Diagnostics complete. You can establish an IPSec-protected
= connection to the remote end. To view the connection
parameters, clhick Details.

44 Details | Cloze I

Connection Properties

Remote:  217.81.199.58
Yendor ID:
Yirtual IP Mot azzigned

IKE SA
Auth_: pre-shared key Mode: aggressive
Encryption: blowfizh-cbe [128 bitz] Group: MODP 1024
Hazh: md5 Lifetime:  OME /1 4400z
MAT-T: enabled

IPSec SA
Protocol: ESF Mode: tunnel
Encryption: blowfizh [123 bits) PFS group: n/a
HMAL: hrnac-rmd5-96 Lifetime:  400MB/3600z
IPComp:  nohe

4 | Now close all the dialogs and
right-click the SSH Sentinel
icon in your taskbar.

You can now view all the
connections via the Select
VPN option and activate them
by selecting them..

“= view Statistics. ..
m Run Policy Editor. ..

Auditing »
User Key Agent r
Select Active Policy L4

winccflexiblerouter 1. dyndns. .

exible Lan)

@ Start Policy Manager

o]
=N @ stop Policy Manager
=
=
TS teb...
L Onling Suppark 4
Eﬂ ‘? About, ..
0
= Hide Tray
S35 % E e e e

5 | The connection is established.

¥PN Connection Status El

Opening the YPM connection to wincoflesiblerouter]. dyndnz. org [WinCC
flexible Lan
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6 | Once the connection has been
successfully established, the
connection name is ticked.

= view Statistics...
E Run Policy Editor. ..

‘ Auditing L4
i User Key Agent L4
‘ Select Active Policy L4

winccflexiblerouter 1. dyndns. org (WinCC Flexible Lan)

Select YPN

@ Start Policy Manager

@ Stop Policy Manager

& Help...

Online Support L4
'? About, .,

SSH Sentinel

Hide Tray

e L | o e L T

7 | The tunnel can be established
either manually by selecting
Select VPN or automatically
after connecting to the ISP.

In order to avail of this option,
the Open on start-up option
must be enabled in the
properties for your VPN
Connection under the
Advanced tab.

2%

Rule Properties

General Advanced |

Security azzociation lifetimes

Setf the lifetimes of IPSec and IKE
zecunity azzociations.

Settings...

Audit ophions

I e

Advanced optionz

[ Apply IP compression
¥ Dizcover path mazimum transfer unit [PMTLU]
[T Pass MAT devices using
% Wetwork Sddress Translation Traversal (MAT-T]
-
V0 :
W Deny splt tunneling

k. Cancel
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This concludes the settings for your IPSec connections.

You can test them quickly and easily by pinging to an IP address in your
company network.

If you fail to establish a connection, check all the settings in the router once
again and compare them with your client.

For more precise troubleshooting, you can also contact your router
manufacturer's Support hotline.

They use a debugger on the router directly to see which setting is incorrect.
The debugger cannot be explained here.
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3 Glossary

Table 3-1

No. Abbreviation

Description

1 ADSL

Stands for Asymmetric Digital Subscriber Line.

ADSL supports the use of the infrastructure in the existing phone
network for broadband utilities. Additional data for Internet utilities is
transmitted on the copper two-core conductors of the analog and
digital telephone lines (POTS or ISDN) in the case of ADSL. For this
purpose, the spectrum of frequency used by ADSL is divided into
several sections. This enables the telephony and data signals to be
transported side-by-side between the subscriber's line and the local
exchange. There is a splitter on either side to separate and combine
the signals.

In ADSL, the maximum transmission rate that can be achieved is
asymmetric in both directions, upstream and downstream. ADSL
supports upstream transmission of up to 1.5 MBit/s and downstream
of up to 8 MBit/s. However, as the transmission rate which can be
achieved drops significantly the further apart the local exchange and
subscriber are, these values cannot be achieved in practice for the
majority of lines.

The asymmetric DSL variants, in which there is a speed of up to 256
kBit/s available for upstream and up to 3 MBit/s available for
downstream, are particularly suitable for private users and small
businesses who do not wish to make large volumes of frequently
requested Internet content available on their PC for other users.

2 BBAE

Stands for Broadband Access Equipment.

The BBAE represents a subscriber's terminal connection to a line that
is used for broadband. It separates the provider network from the
subscriber line cable and conditions the signals for transmission via
the connection element.

In the case of ADSL connections, the BBAE generally also features
the splitter that separates the broadband and narrow band signals
from one another and combines them again.

3 CAPI

Stands for Common Application Programming Interface.

A standardized software interface for communication between
software and hardware.

CAPI is the name of a program which is supplied with an ISDN card
and which is used to activate it. Other programs that wish to transmit
data via the card only have to pass this data on to the CAPI driver.

4 DSL

Stands for Digital Subscriber Line.

DSL technology enables data transmission to be accelerated
substantially via conventional phone lines, making it especially
suitable for high-speed Internet use. ISDN services or analog
telephony continue to run undisrupted on the same line. The high
transmission rates are achieved by enlarging the frequency range
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used. For example, ADSL supports transmission rates of up to 8
MBit/s. Lines with capacities of 768 kBit/s are very common.

The name DSL represents a whole family of technologies that are
combined under the collective term xDSL. In Germany, lines for
private customers are mainly offered with asymmetric DSL (ADSL)
and single pair DSL (SDSL) technologies. ADSL, which is much more
common, transmits the Internet data in the existing telephone network
above telephony frequencies between 138 and 1,104 kHz. For
example, ADSL is also the basis for the T-DSL product offered by
Deutsche Telekom AG.

5 DynDNS

The term DynDNS stands for dynamic DNS and is meant to indicate
that you as the customer can enter the IP address belonging to a
name in the DNS server yourself.

The partner's IP address is contacted, and the connection is
established. However, since fixed IP addresses are expensive, most
users connect to service providers and are assigned a dynamic IP
address.

This changes every time you connect (hence the term dynamic),
making it impossible to locate a partner with a dynamic IP address.
DynDNS servers on the Internet offer assistance in this respect. They
enable partners to be located despite their dynamic IP address. If the
partner is known, i.e. if its IP address is known, there is nothing to
prevent communication. In the interests of security, communication
with the partner can be encrypted with the aid of IPSec, for example,
in a second step.

6 IPsec
(Internet Protocol
Security)

IPSec is a protocol that can be used to establish a secure IP
connection.

A distinction is made between two modes:

1. Tunnel mode
The entire IP package is encrypted in this mode. Tunnel mode is
primarily used to transmit data between two company locations or
between a private PC and a company network (to enable staff to
work from home, for example) via the Internet secure from
monitoring (VPN).

2. Transport mode
Here only the data part is encrypted. This is used to transmit
critical data, e.g. in passwords.

7 ISDN

Stands for Integrated Services Digital Network.

The striking feature of ISDN phone lines is that there are at least two
basic access channels (B-channels) available for use simultaneously.
This means that a subscriber is contactable by phone whenever it is
online or sending a fax. It also supports two parallel phone calls from
one line. In addition, higher transmission rates are possible than with
an analog line. Each B-channel can transmit 64 kBit/s, i.e. the two
together support 128 kBit/s.

ISDN digital transmission and switching technology supports diverse
forms of communication on the phone line such as telephony, faxing
or Internet connections.

ISDN continues to use the cabling from the previous analog telephone
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network in order to connect the customers to the exchange. However,
ISDN technology uses this with much greater efficiency and flexibility.
Connections can be established more quickly, speech quality is much
improved, and not only is data transmission is quicker, it is also
extremely reliable thanks to error correction.

8 NTBA

Stands for Network Termination Basic Rate Access.

The NTBA forms the network termination to the public ISDN network.
It converts the signal from the network provider from its two-wire line
(UKO bus) to a four-wire line (SO bus).

The exchange supplies current to the NTBA via the ISDN supply
voltage — the NTBA, in turn, supplies the SO bus. In normal operating
mode, power is also fed to the NTBA via a power supply unit. In this
mode it can supply up to four terminals which are connected to the SO
bus and which do not possess a power supply of their own.

If the NTBA is operated without an additional power supply unit or if
the power supply fails, the NTBA uses the network provider's ISDN
supply voltage in order to operate on standby.

9| Port Forwarding

Port forwarding is a technology which supports the mapping of ports
to IP addresses in NAT networks (Network Address Translation), i.e. if
router ports have to be forwarded permanently to a specific IP
address. This mapping technology is a function offered by many of the
current DSL routers. For this purpose, the advanced settings for the
router generally include a table in which a port that has to be mapped
is permanently allocated to a specific local IP address.

10 Router

Routers are first and foremost hardware devices or software programs
that can be used to connect one or more computers or whole
networks to other networks.

The router acts as the control center in order to forward connection
requests to the required network or the service.

In addition to their basic functionality, hardware routers and, in
particular, the current ISDN or DSL routers possess DHCP services or
servers which can be used to manage address allocation and control
centrally. Depending on the settings, IP addresses can be supplied in
this way to whole networks, which is beneficial to inexperienced users,
in particular.

11 Splitter

Splitters

In ADSL lines, the splitter divides the incoming signal from the
provider network into the broadband ADSL signal and the narrow
band ISDN signal or analog telephone signal. For transmission in the
opposite direction, the two parts of the signal are combined to
facilitate simultaneous transmission via the subscriber line.

The splitter is frequently contained directly in the broadband access
equipment (BBAE).

12 TCP

TCP, which stands for Transmission Control Protocol, is an important
component of the TCP/IP protocol. It is based on connections and
requests receipt of confirmation for every package sent.
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13

TCP/IP

TCP/IP stands for Transmission Control Protocol/Internet Protocol.
This generally refers to the whole family of protocols. It was developed
to facilitate connection between computers in different networks.
Nowadays TCP/IP is used in many LANs (Local Area Networks) and
is the basis for the world wide web.

14

T-DSL

Deutsche Telekom has been offering DSL lines under the name T-
DSL since the late 90s. T-DSL is the most commonly used variant of
DSL, which also makes it the most common type of broadband
Internet access in Germany. Deutsche Telekom is not the only
organization which offers T-DSL access to the Internet via its
subsidiary T-Online, this is also available from a relatively large
number of resellers. However, they all use Deutsche Telekom
infrastructure to establish the physical link to the customer. The
remaining providers primarily use their own versions of ADSL or else
SDSL, although this works symmetrically and supports data rates of
up to 2.3 MBit/s.

15

VPN
(Virtual Privat
Network)

Company employees can use a Virtual Private Network (VPN) to
connect to the company network (Intranet) from home or from
locations outside the company via the Internet. A number of company
sites can also be linked this way.

The advantage of this is that there is no need for modem links or
leased channels, simply a connection to the Internet. The employee
connects to the Internet first of all. An encrypted channel (tunnel) is
then established between the VPN client and VPN server. Following
authentication via user name and password or public key/certificate,
an encrypted IPSec tunnel is set up via which data can be transmitted
without risk of being monitored.

16

WAN

The term WAN (Wide Area Network) refers to networks which transmit
data over a larger distance than a LAN (Local Area Network).
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4 Warranty and Support

No liability is accepted for the foregoing or following internal Siemens
information.

A&D accepts no liability, regardless of the legal grounds, for damages
arising from the use of the examples, tips, programs, configuration and
performance data, etc. described in Expert Communications, apart from the
statutory liability accepted, for example, for damage to items used for
personal purposes, personal accidents or for malicious intent or gross
negligence.
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