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Foreword

This document describes a possible means of connecting a PC to the wide
area network (WAN) via an ISDN router.
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Disclaimer / Liability

Warranty

Siemens AG accepts no liability, regardless of the legal grounds, for
damages arising from the use of this entry, apart from the statutory liability
accepted, for example, for damage to items used for personal purposes,
personal accidents or due to malicious intent or gross negligence.

The entries relate to selected suggested solutions for queries with complex
tasks which have been dealt with in Customer Support. We also wish to
point out that current technology not does permit us to exclude the
possibility of errors in software programs taking all application conditions
into account. The entries have been compiled to the best of our knowledge.
We cannot agree to accept any liability over and beyond the standard
warranty for class C software in accordance with our "General Terms and
Conditions for the Transfer of Software Products for Automation and Drive
Technology". The programs are available on the Internet under individual
licenses. They are non-transferable.
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1 Operator panel in communication via an ISDN router

1.1 Overview

Fig. 1-1/ Fig. 1-2

Service MWartung

Fcl Ethernet
Schhittstelle

Router

NTEA,

T-Het

Intermet- QAR
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111

Fig. 1-3

Armt:
(SO

Structure of the link via an ISDN router

Overview: Panel <—-> Exchange

|

1.1.2

113

Hardware used

MTBEA Router PC
BinTec 230015
T-Het Ethettiet-
ADAL Broadbarnd Schnittstells
F outer A
“‘ Ao | D3LASDH
Telefonkabel [SDM Kahel Ethernet-label

Table 1-1
Hardware Manufacturer Other details
Router X2300is BinTec The modern generation

of routers also supports
externally connected
analog modems.

Telephone cable

Standard cable

Included with the NTBA

Uncrossed Ethernet
cable

Generally included with
the router

NTBA <--> Router

Uncrossed Ethernet
cable

Included with the router

Router <--> PC/Panel

Serial cable

for configuring the router

Software used

Table 1-2

Software

Manufacturer

Other details

BRICKware

BinTec
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1.2 Installation and configuration of the ISDN connection via a
router

Only BRICKware is required for configuring the BinTec router that is used
by us. The BRICKware software is supplied on a CD and has to be installed
on the PC.

Note:

Depending on your PC settings, setup starts automatically or when
"Setup.exe" which is contained on the CD is started manually.

There is no need to install the whole package.

Table 1-3
No. Action Note
1 | After the CD is inserted, the B_I.
following window appears in Iniec
which you select the required
installation language and start ISDN Companion CD
the BRICKware installation
procedure..
englizh BRICKware
de""':_h Dokumentation
lancais RVS.Com Lite
italiano
espafol Acrobat Reader
CD durchsuchen
Beenden
2 | Welcome..... Setup BRICKware Yersion 6.2 Rev. 1 ¥ x|
Willkommen beim Setupprogramm der BinTec
BRICKware.
Diezes Programm installiert die BRICKware fur Windows
auf lhren Computer. D as Programmpaket enthalt
Konfigurationstools, Treiber und
Korrmunikationzprogramme.  Klicken Sie "eiter' unm
fortzufahiren.
< Zurtick Abbrechen
Kommunikation uber 7/60
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3 | The installation of the software | Bl s it e ok

starts by selecting the Zielpfad wahlen
desti nation fo|der_ ‘wihlen Sie den Ordner aus, in den das Programm installiert werden

zall.

Setup instaliiert BRICKware in den folgenden Ordner.

Klicken Sie auf "wWeiter', um in diezen Ordner zu installieren. Um in einen anderen Ordner
zu inztallieren, klicken Sie auf ‘Durchsuchen' und wahlen Sie einen anderen Ordner.

Zielordner
’7 C:\ProgrammeBinT ec Durchzuchen.. |

| rrstall5Hield

£ Zuriick,

4 | Select the individual Setup BRICKware ¥ersion 6.2 Rev. 1
Components. Komponenten wahlen

Wwahlen Sie die Optionen, die Setup installieren soll

whlen Sie die Komponenten, die Sie inztallieren mochten, und lozchen Sie die Komponenten,
die Sie nicht installieren machten.

=] wherkzeuge zur Adminiztrienng [ BesaiEbumg

Configuration Ywizard TAF Client [Token

Carfi tiom Authentication F_irewall] izt &in
oniiguration Manager Pragramrm, um eine sichere

DlM_E Tools . Eirwahl in eine Firmenzentrale
1w Applikationen und Treiber z2u ermiglichen. Ex wird rur
Remate CAP| benatigt, wenn die Produkte
& uthenticabion Fireweall won Security Dynamnics
Auctivity Monitor ECE S un_d
¥ Token-Cards] eingesetzt
werden.
Benatigter auf B 15724 K
Werfiigbarer auf [E: BO7F12 K
| ristallSHield

£ Zuriick | Wwiaiter > I Abbrechen

5| Note:

If you are configuring a router for the first time as a beginner, we would advise you to
install all the administration tools.

In the case of professional routers, complete configuration is generally only possible with
all the available tools.

(For example, you require HyperTerminal and a TFTP server for firmware updates).

Each tool performs one function.

The configuration wizard only helps you to create a basic configuration. See section 2 for
further settings

You can use the configuration manager to refine your basic configuration. This is not
described in any further detail in this document.

The DIME tools contain a TFTP server and further tools for editing your router's settings,
(such as BootP)

Kommunikation tber 8/60
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Using the DIME tool Syslog Daemon, you can have LOG files created of your
configuration, facilitating diagnostics later on in the event of an error.

6 | The following screenshots only
show the remainder of the
installation. After entering the
serial number, you only need
to click Next to confirm.

Setup BRICKware ¥ersion 6.2 Rey. 1

Lizenzschlisseleingabe

Geben Sie lhren TAF-Lizenzschiiissel ein.

Die Aktivierung des TAF-Clients erfordert eine giiltige Lizenz. Bitte geben Sie
lhre TAF-Lizenzkennung ein.

Benutzermame:

|A&D

Firmenname:

ISiemens Al

Seriennummer:

| stallShield

< Zuriick | WhEiter I Abbrechenl

7 | Click Next to confirm..

Setup BRICKware Yersion 6.2 Rev. 1

Kopiervorgang starten
Einstellungen wor dem K.opieren uberpriifen.

Zum Kopieren der Programmdateien sind genuigend Informationen vorhanden. Klicken Sie auf
Zuriick, wenn Sie die Einstellungen Liberpriifen oder andern michten. Wenn Sie mit den
Einztellungen zufrieden zind. klicken Sie auf Weiter. umn die Dateien zu kopieren.

Aktuelle Einstellungen:

Ez werden folgende Programme installiert: -

‘wherk zeuge zur Administrierung
- Configuration “wizard
- Configuration Manager
- DIME Tools
Applikationen und Treiber
- Remate CAP|
- Token Authentication Firewall

- Activity Monitor =
< _>l_I

|stallShield

< Zuriick

Abbrechen |

8 | Setup status.

Setup BRICKware ¥ersion 6.2 Rey. 1

Setup-Status

BRICKware Setup fuhrt die gewlnzchten Operationen aus.

Inztallation:  Caonfiguration Wizard
C:\Programme“BinT echBRICKware'wizard_ext_res.dll

3%

| rrstall5Hield

Abbrechen
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9 | After you restart your PC, the
configuration wizard opens
automatically. Use it to
configure the router for its first
use via the serial cable
(supplied).

Setup BRICKware ¥ersion 6.2 Rey. 1

Installs hield Wizard abgeschlossen

InstallShield \wizard hat ERICK ware erfalgreich installiert. Der
Computer muss neu gestartet werden, bevor das installierte
Frogramm vensendet werden kann.

% ija, Computer jetzt new starten

" Mein, Computer wird spiter neu gestartet.

Mehmen Sie alle Disketten aus den Laufwerken, und klicken
Sie anzchliefend auf Beenden, um das Setup abzuschlisfen.

CEUICK | Fertigstellenl Abbrechen
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10 | Note:

wizard that is already installed.

Only use this basic configuration for an initial function test, not for permanent operation.
The basic configuration does not protect your local network.

You can extend this configuration without any problem in the router with the configuration

BinTec also enables the router to be configured with the aid of the HyperTerminal.

11 | Configuration wizard

N

nfiguration Wizard

S

Abbrechen Hite |

12 | Select Expert mode when
creating the basic
configuration.

“" Configuration Wizard: Konfigurationsmodus x|

W' ahlen Sie je nach Ihrem Fenntrizstand den Konfigurationsmaodus aus:

— Kanfigurationsmadus: Eei der Expert-Konfiguration werden Standardwerte
voreingestellt, dieze konnen aber werandert werden.
d [raz erfordert mehr kenntnizze als bei Benutzung der

" Quick

"Duickk.onfiguration.

Ez stehen unterzchiediche Wege zur Yerfiiguna, um
den Router zu konfigunieren.

|SDN —_— e

% Zuriick I Wwieiter » I Abbrechen Hilke

Kommunikation tber
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13| You can choose between
creating a configuration file
offline or performing the
configuration directly.

Configuration Wizard: Konfigurationsart : i[

W ahlen Sie aus, auf welche Weise Sie [hr Getat konfigurieren wollen:

— Konfigurationzar: ————————————  Der'Wizard erstellt eine
Konfigurationsdatei, ochne dabei eine
Direkte Konfiguration iiber Werbindung zu lhrem R outer aufzubauen.
zenelle Schnittstelle Dieze Konfigurationedatei wird auf dem PC

gespeichert. Sie konnen die Daten zu
einem spateren Zeitpunkt manuell zu
Ihrem Router senden und aktiviersn.

o

LAN

L
%@I— SON i

<guiick [ weier> | abbrechen | Hire |

14 | Note:

The offline configuration file can be transferred to the router later on with the aid of the
configuration wizard or to the HyperTerminal together with a TFTP server. If you use the
wizard to transfer the file, you have to perform all the installation steps once again.
However, your settings have already been performed and saved.

Transferring the configuration via the TFTP server is explained later on in this FAQ.

15 | First of all select your router
and then specify the path and
name of the backup file.

*" Configuration Wizard: Lokale Kenfigurations x|

W ahlen Sie den Geratetyp und gaf. eine Ausgangzkonfiguration aus:

) %2300 ;I Eine Fonfigurationzdater kann nur fur jeweils einen

" Geratetyp erstellt werden. YWenn Sie mit dem Wizard
0 23000 R ) : i

) bereitz eine Kaonfiguration angelegt haben kiohnen
(&) %2300is —1 Sie die bestehende Datei alz Auzgangskonfiguration
0 #3200 j venwenden.

— Konfigurationsdatei laden:
D:WFADMBintech KonfigurationsFouter! . cf

urchsuchen.

£ Zurnick Weiter » Abbrechen Hilke
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16 | The following configuration
options should be enabled to
allow you to access the
Internet from the local network:
e Basic configuration

e Link to Internet

e Link to company Intranet

The link to the company
Intranet is required for router-
to-router coupling.

Configuration Wizard: Auswahl der Konfigural

W ahlen Sie die Konfigurationspunkte aus, welche Sie mit dem Wizard bearbeiten
wallen, Driicken Sie dann auf “weiter' um mit der Konfiguration zu starten,

Kanfigurationspunkte:

= - Diezer Konfigurationspunkt ermoglicht
Grundkonflguratmn die Anbindung eines Metzwerks ader
[vlIrtermnetanbindurg eines einzelnen PCz an lhr LaM [Local
FIF irmennetzanbindung Area Network]. Es wird eine
LAM-LAM-K opplung eingerichtet.

Je nach Avzveahl fubrt der wWizard
unterschiedliche Aktion aus:

Punkt wird nicht konfiguriert oder

Bi n Ie."C. = wird zurlickgesstzt.

Purkt wird konfiguriert.

F'unkt_ ist konfiguriert und bleibt
urverandert,

% ZUriick I Wieiter » I Abbrechen Hilfe

17 | Configuration wizard

Configuration Wizard: Zusammenfassung

Die Konfigurationsdater 'D:\FARABIntech K onfiguration’s B outer].of' wird fur einen
Router vom Typ 22300is" erstellk oder bearbeitet,

Die falgenden Punkte werden konfiguriert, gedndert ader entfernt:

‘Grundkonfiguration' konfigurieren.
Internetanbindung’ konfiguriersn.
Firmentetzanbindung’ kanfigurierem,

Der Configuration ‘wizard wird Sie durch die abigen Konfigurationzpunkte leiten,
Elicken Sie auf "»eiter’, um mit dem Konfigurieren 2u beginnen.

£ Zurnick, Abbrechen Hilke
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18 | In the dialogs which fO”OW, Configuration Wizard: Systeminformationen ﬂ
specify the basic data for your
network in order to give the — Sustemdaten: Diese 'Werte bezeichnen den
. . - . konfigurierten Fouter.
router unique identification. Marne: IHDuteﬂ Sie werden angezeigt, wenh man
wersucht, sich auf diesem Fouter
einzuysahlen.
. |Fuerth
The name of the router must Standort  [Fuer S
be unique. Adresse der Person enthalten. die fur
It is used for identification Betreuer  [MB e tne s
purposes if there is more than
one router combined within a
company Intranet. ‘ ‘ o
_l 2 Birecik 15 hotated
< Zuriick |7 Weiters d Abbrechen Hilfe |
19 | In the basic configuration you *_ Configuration Wizard: IP-Adresse des Route x|

can retain the proposed IP
address or adapt it to suit your
existing network.

It is always advisable to
choose the last address in an
IP band so as to avoid having
to change the configuration
later on if the network is
extended.

The annex contains the
principles for awarding IP
addresses.

rIP-Adresse des Fouters:

|IP-Adresse:

132.168. 1 .254

Metzmashe:
EE.255.255. 0
J—

Ihrem Router mul eine |P-Adresse
zugeordret werden, urn ik im LAN
anzprechen zu kaonhen.

Soweit |hr Intermet Provider oder
Metzverk administrator keine Adresse und
Metzmazke vorgegeben hat, konnen Sie
die Adrezze 192.168.1.254 mit Netzmazke
2585.265.265.0 vermenden. Weitere
Informationen erhalten Sie in der Hilfe.

* ‘l LAN
=

£ Zurick, I Weiter > I .-’-‘«bbrechenl Hilke

Kommunikation tber
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Table 1-4

No. Action Note

20 | The router can be configured as a DHCP server in the figure below. The IP addresses
would then be distributed automatically to all the subscribers in your LAN in the IP band
defined by you.

To enable you to contact the subscribers in your network by name afterwards, you will
require a DSN server that performs the name resolution for you.

Only one list of names can be created in the BinTec router that is used by us; assign a
permanent IP address to every computer name on the list.

Every time the computer name is identified by the router, it assigns the same IP address.
If there is a DNS server installed on a computer in the network, you have even more
options for name resolution during configuration.

21 | Only permanently assigned IP | Blm i i b r i d e rg e e |
addrgsse_s are used for the — Router alz DHCP-Server: ————— Der Router kann in Threm Hetzwerk als
LAN in this example. DHCP-Server eingesetzt werden und den
[~ Router als DHCP-Server angeschlozzenen DHCP-Clients eine freie

IP-&drezse dunamizch zuweizen. lhr PC
kann al: DHCP-Client betrieben werden.

|P-Adrezsbereich fur Clhents: [sishe: Metewerkeinstellungen)

Start 192, 168, 1 .1 Die DHCP-Clients bekommen eite
IP-A&drezze aus dem angegebenen
Adrezsbereich zugewieszen. Dieser Bereich

Anzahl; I8 beginnt mit der Startadresse und umfalit eine

bestimmte &nzahl von dreszen.

LAN
| 12218811 | 1921881 3
™ L By
‘mo
DHCP-Zerver
i Abbrechen | Hilfs
Kommunikation tber 15/60
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22 | No settings have to be

below.

place.
Click Next to continue.

configured in the dialogs

Name resolution does not take

onfiguration Wizard: WINS-Server

— Windows Internet Mame Server:

WAMS-Server

Netzwerkresourcen anderer Windows
PCz werden mit deren MetBI0S
Mamen angezprochen. WINS izt eine
vertelte Datenbank zur Begistrierung
und zur Mamenzauflosung won
dunamizchen MetBI0S Mamen in einer
WARALAM Umgebung.

Fallz Sie einen WINS-Server im LAN
haben, geben Sie dessen IP-Adresse
hiier gin.

1 jupiter 192 168.1.2
Wpluto 192 16313
Wmars 192.165.1.4

< 2urlick I Wieiter > I Abbrechen Hilfe

23 | Click Next to continue.

Configuration Wizard: DNS-Server

— Domain Mame Server:

DMS-Server.

I'IS2. 168, 120, 252

Daomain MName:

IwwDD4.siemens.net

U zu einern Host-Mamen oder einen
Internet-URL in die zugehorige
|IP-fdresse aufzuldzen, wird sin
DMS-Server benatigt.

Fallz kein eigener DMS-Server im LAN
exiztier, kann der Router die
|IP-Adresse eines DMS-Servers wom
Internet Provider oder einem anderen
WisN-Partner beziehen und diesen zur
YWerfligung stellen.

jupiter 18216812
ploto 193 16813
mars 192 163.1.4

< Zurlick I Weiter > I Abbrechen Hilfe

Kommunikation tber
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24 | Click Next to continue. onfiguration Wizard: Rooter als DNS-Proxy x|
—DMS Eintrage:
} _ Der Router selbst kann aber
Domain Name: I auch zur Mamengaufldzung won
Haost-M amen werwendet werden.
Huozt-M ame: | |P-fdresse: | Eoohditeel staleehe
DMS-Eintrage fur alle Bechner
ntig. die Sie mit Ihren Mamen
anzprechen wollen.
Fiigen Sie DMS-Eintrage hinzu
die einem Rechnernamen sine
Hinzqujgen...I Andern. . | Lazchen statizche [P-Adiesse zuordnst
* ‘ jupiter 192 168.1.2
plute  192.168.1.2
A B ! ""’"M Joo| mars 192.168.1.4
< Zurlick I Wieiter > I Abbrechen Hilfe |
25 | The NetBIOS filter used here Configuration Wizard: TCP/IP-Filterung x|

saves you unnecessary
Internet costs that can result
from configuration errors or
from applications either.

" Keine Filterung
¢ Einfache HetEids
fiterung

Urnfanareiche MetBI0S
Filterung

—MetBIOS Fiterung: ————

[ C&PIATAPI Filter

Dieszer Filter vemwirft einige D atenpakete, die von
MetBI0S ber TCPAP stammen, bevor Sie uber
eine |SDM-Yerbindung Ubertragen werden.

wienn Sie in lhrem TCR/AP-Protokoll ‘NetBI0S ber
TEPAF" akliviert haben, sollen Sie diezen Filter
benutzen, um Gebiihren zu sparen.

E z werden Filter gesetzt, die unndtige
Yerbindungzkosten bei falzch konfigurierten
Remate CAFI- oder TAFI-Clients vermeiden.

.
< Zurlick I Weiter > I Abbrechen Hilfe
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26 Logging to the router. Configuration Wizard: Systemmeldungen pr x|
Click Next to continue.
r— Pratokalieren auf:
Der Router erzeugt Systernmeldungen, die fur eine
Gebihrenerfassung oder zur Uberpriifung der
E karrekten Funktion protokalliert werden sallien.
€ Diessm FC Alle tMeldungen werden auf dem Router selbst
protokoliert und konnen dort abgenifen werden.
" Syslog-Host
& &
AECT
: ; .
[ ISDN
i V
PC
< Zurilick I Wieiter > I Abbrechen Hilfe |
27 | The installation software for " Configuration Wizard: Activity Monitor x|
the BinTec router includes
tools that enable you to [ Uberwachen der Aktivitat Die Aktivitat des Fouters kann vom PC aus
. 2 uberwacht werden. Der Router sendet dazu
monitor all the processes on Uberwachen auf e nidliges I nformaationen an der At
the router. Moritar, der auf einem oder mehreren PCs im
i * LAM laufen kann.
In the query bE|OW, either an ™ Allen Hosts im LaM Die Informationen werden an diesen PC
individual PC or a whole gezendet. Mur dieser PC kann den Router
" " Einem bestimmten Host Uberwachen.
network is enabled for
monitoring. I et
< Zurlick I Weiter > I Abbrechen | Hilfe
Kommunikation Uber 18/60
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28 | The BinTec router also
supports external access.

Different passwords can be
assigned in the dialog for
different applications.

The Permit ISDN login
enables you to connect to the
router from an external PC
using Telnet software and to
change the settings.

The connection is established
using one of the passwords
that are used in the dialog.

Configuration Wizard: Zugangsberechtigung 5[

— Systempaliwibtter
W &lle PaBwirter gleich
Admin'-Pafwort:
‘Read-Paliwart:
oribe-Paltwort:
‘HT TF"-Pafwort:

RN

ERERIEREN

]

T

R

v 1SDM-Login zulazzen

Ui den Fiouter vor einem
unberechtigten Zugnff zu schiitzen sind
alle Zugange mit einem Palwort
gezchiitzt, Diese Palwiorter sind in der
Yareinztellung auf "bintec” eingestellt.
Meben den lokalen
Konfigurationzzugangen [Sernielle
Werbindung, Telnet, usw.] kann lhr
Router auch noch Liber IS0H
konfiguriert werden. Dazu miissen Sie
hier ISDM-Login zulazsen.

. 1SDhHLogin
2 8 =
' ' FPassword: ’E
— e |SDN
Telnet
< Zurilick I Wieiter > I Abbrechen Hilfe

29 | The phone number entered
here is used later to call the
router from an external phone
line or from the company
network router.

B Configuration Wizard: Eigene Rufnummern

— Bufnummern [Punkt zu Mehrpunkt):

Ein 1SDM-t ehrgerateanschiul
stellt mehrere gesonderte
Fiufnummern zur Werfliguna, Bitte
geben Sie die Telsfonnumnern

09111234567

Hinzufiigen

Andem

Lizchen

i

lhres 15D M-Anschlusses an. die
Sie mit [hrem Router versenden
wallen,

Diie Zuordinung der Bufhummern
zu verschiedenen Diensten
erfolgt zpater,

)
T:

10
12

ISDN

Phone Mumbers

<guiick | weiter> | Abbrechen | Hile

30 | Lists can be entered later on in the router that can be used to decide whether the caller is

authorized to access the LAN.

connection, which is explained later.

Phone number identification also has special significance in the case of the VPN
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31 | No charges have been Configuration Wizard: Gebiihreninformation |
recorded in this example
because they may also be ~ 15DN-Gebijhreninformation Side erhaltden keinE GdebU_hrenincfiormationen
. oder werden am Ende einer jeden
dependent on the time of day eine Gebiibreninformation oder ISDN_-\-"erb_indun_g uber die angefallenen
and may, therefore, be + {Gebihreninformation am Ende gebghletn "’IU"'“'B'_L o
. . H i g Bl MOuler £ann eineg ungenuizie
Imprecise. As you can tell from LRl Werbindung nach einer ggwiﬂen,
i i i festgelegten Zeit abbrechen, ati
the note in ths dialog, the e | e G
router disconnects again after Verbindung
a defined period of time in
order to avoid unnecessary
costs.
This setting only takes place “
once you have set up your i e
Internet access data and can
be changed at any time via the
setup tool or configuration
manager.
< Zurlick I Wieiter > I Abbrechen Hilfe |
32 | Default user account *" Configuration Wizard: Nutzerkonten x|
Click Next to continue.
- Telematikdienst Nutzung: Die Mutzung der T elematikdienste (AP
O e und/oder TAPI] wird nicht durch
Eeine Telematikdienste Nutzerkanten eingeschrankt.
Es wird nur eit 'default’-Mutzerkaonta ohne
PaBwortzchutz eingerichtet.
" Mehrere Nutzerkonten
8589 ..
¢ <
< Zurlick I Weiter > I Abbrechen | Hilfe
Kommunikation Uber 20/60
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33 | The CAPI services operate via Configuration Wizard: Zuordnung der MSNs 2 x|
the phone number that you
assigned to your router Telefonummer | Daten | Sprache |
beforehand. 09111234567 Routing CaPl [default]
Zuordnung andern... I Standard Zuordnung
Die eingehenden Bufe werden nach dem obigen Schema an die einzelnen Dienste
dez Routers weitergeleitet. E s wird dabei nach der Rufrummer und der At des
Anrufz [Sprache oder Daten] unterschieden.
oo : 10
& oo . |
ISON-Login 12 ISDN
‘ FPP
@ Phone Numbers
< Zurilick Wieiter > Abbrechen Hilfe |
34 | Click Next to continue. Configuration Wizard: Zusammmenfassung x|

Diese Werte wurden im letzten Konfigurationspunkt eingegeben:

s
Lizenzen :

Mazk 0

Systeminformationer;

MHame ‘Router

Standart :Fuerth

Betreuer :MB ;I

Die nachsten Kaonfigurationzpunkte:

% Grundkonfiguration
Internetanbindung
Firmennetzanbindung

Bestatigen Sie mit der Schaltflache “weiter', um die obigen Einstellungen zu
ubernehmen und mit dem nachsten Konfigurationspunkt fortzufahren.

< Zurlick I Weiter > I .ﬁ.bbrechenl Hilke

35 | With the steps that have been carried out up to now, a basic configuration has been

created which mainly relates to the LAN.
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36

To enable you to access the
Internet or another partner
network from your system, the
steps described now must also
be processed for setting up
Internet and company Intranet
access.

Configuration Yizard: Information

Infiarmation

I folgenden kaknen Sie einen Internetzugang auf lhrem Router einrichten. Fiir alle
FCz, die diezen Zugang nutzen sollen, miiszen Sie im TCPAP-Protokoll entsprechende
Einstellungen [GATEWAY und DMS-SERYER] vormehmen.

Yiele Provider liefern [hnen eigene Zugangssoftware, um auf einzelnen PCs einen
Irternetzugang zu ermaglichen. \Wenn Sie statt dessen mit dem Configuration ‘wizard
den Internetzugang Lber [hren Router einrichten, kann jeder PC im LAM den Zugang
rutzen.

Fiir weitere Informationen klicken Sie auf 'Hilfe'.

1

% Zuriick I Wieiter > I

Abbrechen Hilfe

37

The best known Internet
service providers are already
included in the software and
can be selected without any
restriction.

In this case access is selected
via Deutsche Telekom AG.

Configuration Wizard: Internet Provider aus

Wwiahlen Sie lhren Internet Service Provider [ISP] in der Liste aus. Falls Sie lhren ISP
nicht finden konnten wahlen Sie <&nderer Providers:

- Zugang zum Intemet Liber: Der Intermet-Zugang wird Uber den Provider
Bicor - Orline = T-Online eingerichtet. Dieser Zugang kann
Blue ‘Window - tesion erst nach einer vorherigen B egistienung beim
Compuserve [Devtschliand] Praovider benutzt werden. Tragen Sie [hre
Deulzl:he Telekom perzohlichen Zugangsdaten in den folgenden

Dialogen ein.
MobilCom hd|
m.. - o
v— ISDN " Internej)
Internet o
Service
Provider

Abbrechen Hilfe:

< Zuriick I Weiter > I
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38

Select ISDN under Network. = Configuration Wizard: Yerbindung zum Provi x|

U ing Internet zu gelangen, mul der Router sich zu lhrem Intermet S ervice Provider
[I15P] werbinden. ' ahlen Sie aus wie der Router diese Yerbindung herstellen zall

—Yerbind ISP liber: : i
Bl el e kit der voreingestellten Rufnummer

wird ein 2ugang zu T-Online
eingerichtet. Dabei wird eine
W ahlverbindung uber |SDM mit der

Rufnurmer; Im 9011 — | angegebenen Rufnummer zu
T-Online eingerichtet.

Metzwerk:

L . Imem)

< Zurilick I Wieiter > I Abbrechen Hilfe

39

Note:

If your router supports access via both options (ISDN and DSL), only configure one
connection in this basic configuration for the time being; the second connection can be
added later on using the setup tool.

The advantage of this configuration is that if one of the connections fails, the router can
establish a backup connection, thus achieving greater security (this is mainly
recommended in non-industrialized countries).

Using an ISDN connection, you can be identified from the phone number or IP address
without the router having to be permanently online.

Note about the phone number:

The phone number for the T-Online server is 0191011.

When accessing via an extension, the phone number must be preceded by the exchange
line seizure number (generally a zero).

In the case of ISDN, you simply need to prefix the number (or exchange line seizure
character), for example 00191011..

Tip:
The latest generation of routers also supports the connection of an analog modem using a
serial cable that is available from BinTec.

Kommunikation tber 23/60
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40 | Now enter your T-Online Configuration Wizard: T-Online Zugangsdaten x|
access data.
—Zugangsdaten: Zu lbrem T-Online Zugang gehoren
gine AnzchiuBkennung, eine
Anschiulkennung: I T-Online Murmer, eine
Mitbenutzerkennung und ein
T-Online-MNummer: I— Pafiwaart.
titbenutzerk enmung: IDDD'I Dieze Daten werden auf lhrem PC
und auf dem Router vemmerkt. Bitte:
Faft: achten Sie darauf, dab diese Daten
5 I kaorrekt eingegeben werden..
R — 5N —i s
Internet
Service
Provider
< 2urlick I Wieiter > I Abbrechen Hilfe |
41 | We do not use data Configuration Wizard: IP protokollieren und ki x|
compression because it
always has to be supported by [l eiaaskten Sie kinnen |nformationen iiber alle
all the subscribers. ™ IPerhindungen protakolierere IPVerbindungen, dis Liber den
A . Frovider laufen, speichem lazzen.
Information about which
subscriber §upp0rts this is nqt [chareiicin ‘wienn ke Provider dies unterstiitzt,
always available. Therefore, it s Eahoiiing BollttenkSie ‘Stac -
: : : atenkomprimisrung ur
is safer to avoid compression. Ee HeaderKomprinierung [Daten des
Fratokallz weringem) einschalten.
* 8. ——
| = o
—q - el ISDN
£ Zurlick I Wwieiter > I Abbrechen | Hilfe
Kommunikation Uber 24/60
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42 | The final step in configuring Configuration Wizard: Yerbindungsabbau x|
the Internet connection is to
SDECify the shorthold time. [ AR, Dieze Einztellungen dienen
As described in this figure’ the Die Werbindung zall sbgebaut werden, wernn dazu, die Kosten fiir die
ISDN connection is disabled if [60 e LG L i alllar
there has been no data tragen wurden [zharthald). LngenLtzte
. ) : : : SN -erbind beendet,
transfer for this period of time. I™ Dynsmischerebindungsabban ) e e
Dpnamisch bedeutet, dern Router sofl zusatzlich keine Daten mehr Ubertragen
werstchen, vor dem nachsten Gebihrenimpuls .
abzubatien [dunamiz sharthald], ;
@
.
v—-— ISDN
< Zurilick I Wieiter > I Abbrechen Hilfe
43 | Note:
Check the Internet traffic.
Some programs create connections to the Internet and don't disconnect again
independently. You can incur considerable costs as a result.
There are freeware tools available on the Internet for checking which applications on your
PC are still active. Search Google, for example, for
"Active Ports".
44 | This concludes the setting up x|

of the Internet connection.

Click Next to continue.

" Configuration Wizard: Zusammenfassung

Diese Werte wurden im letzten Konfigurationspunkt eingegeben;

Ausgewshlter Internet Provider: T-Onlirne

Provider-Bezeichnung in der Konfiguration: T_OMLIME
Rutnurnmer zur Arwahl des Providers: RN

Anzchiubkennung: eingegeben
T-Online Humrmer: 091 Lwoooo

Die nachsten Konfigurationzpunkte:

%’ Grundkonfiguration
W Irtemetanbindung
Firmennetzanbindung

Bestatigen Sie mit der Schaltflache “weiter', um die obigen Einstellungen zu
ubernehmen und mit dem nachsten Konfigurationspunkt fortzufahren.

< 2urlick I Wieiter > I Abbrechen

Hilfe

Kommunikation tber
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45 | Click Next to continue.

Configuration Wizard: Information x|

Infiarmation

I folgenden koknen Sie eine LAN-LAN Kopplung auf Ihrem Router einrichten. Fiir alle
PCz, die diese LAN-LAM Kopplung nutzen zollen, miiszen Sie im TCP/P-Protokoll
entsprechende Einstellungen [GATEWAY und DMS-SERYER) vornehmen.

Wenn Sie mit dem Configuration "Wizard die LAN-LAN Kopplung Lber Ihren Router
eitrichten, kann jeder PC im LAMN die Metzrezsourcen im angebundenen WAk
efreichen alz waren Sie im eigenen LAM.
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Fiir weitere Informationen klicken Sie auf 'Hilfe'.

% Zuriick

Abbrechen Hilfe

46

First of all enter the name
(Partner Name) of your

company Intranet partner and

its phone number.

The router offers you several

possibilities for identification

that cannot all be configured

with the wizard.

Configuration Wizard: WAN-Partner Name uni

r— Partrier Marme:

Der Hame des WaN-FPartners disnt zur
|dentifikation bei einer eingehenden
Verbindung. Dezhalb mul hier der
Mame, der beim Partner als lokaler Mame
eingetragen wurde, eingesetzt werden.

 Eirwahlnurmrmer:

Geben Sie die ISDMN-T elefonnummer ein,
unter der Sie [hren WaM-Partner

|ua1 112345678 ereichen.
Click Next to continue.
* ] Moirer
Ph:
T—— ISDN Wi
€ —EP
WAN
local Partner
£ Zurlick I Wwieiter > I Abbrechen | Hilfe
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47 | The local data is used, on Configuration Wizard: Point-To-Point Protok x|
again, for identifying each
other. — PPPnformationer: Ez vard daz Point-to-Paoint Pratokoll [PPP] mit der
. . .. Authentisierung Lber PAP und CHAP baw.
Bear in mind that this is case- Lokaler Hame: MS-CHAR vernendet
A i 4 5 kit dern lok alen Mamen identifiziert sich der
Sensitive; |dent|flcgt|on cannot IHDUtE"I Router bei hrem WaAN-Partner, wenn er eine
take place otherwise. ‘erbindung zu ihm aufbaut. Aus diesemn Grund
mul bei Thren WaMN-Partner diezer Name als
Pakwart: Partnier Mame eingetragen werden,
Click Next to continue. I”ﬁ Zuztzlich zurm Mamer wird noch das Palwort
zur Authentizisiung benutzt.
P PP 10} [ s rre o
I | Panner PPP 10
| Pasmacrd | Password
- . ISDN _0‘1—1—
‘ V" a8 3
<Zuiick [ weer> | Abbrechen | Hire |
48 | The main reason to call back " Configuration Wizard: Riickruf und eingehen x|

an ISDN partner is to share
the costs.

The advantage of this is that
you can use a router in your
network as a company
switchboard and, thus, only
incur Internet costs there too.

Note:

We don't want to lead you to
believe at this stage that
routers can only connect to
one another via an ISDN line.
The BinTec setup tool, which
is explained later on, can be
used to prioritize the DSL or

r Riickmuf:

7 wind enwartet [Dasv)
= Wird ausgefiihrt [aktiv]

— Eingehender Ruf:

[ Bufrwmrmernerkennung

Ez wird von keiner Seite ein Riickruf durchgefuiht.

Eingehende Rufe konnen durch die im &nmuf

mitgelieferte Telefonnummer identifiziert werden. Sie

kinnen ** alz Platzhalter verwenden.
[z.B. 0493111234 kann erzetzt werden durch

& V...

|“91‘I123455?8 “9111234]
* No Callback
Lo,

ISDN i

Z"kIW' I Abbrech Hilf
ISDN connections, which are = HeE = | = |
defined in your router, in a list.
Example:
The WAN partner is dialed via
ISDN, and communication
takes place via DSL, which is
faster.
Click Next to continue.
Kommunikation tber 27/60
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49 | Your router now still requires
details about your partner's
local network.

Go to Add... and then enter
your partner network's starting
IP address and the subnet
mask belonging to it.

If you have more than one
partner network, they can be
specified now or added later
on using the setup tool.

Configuration Wizard: WAN-Partner IP-Adres: ' x|

— Bouten zu lhrem WAk Partner, ————— Der Router bifft eine Wegewahl
anhand der Zieladresse der
IP-Pakete und der Routing-Eintrage.
B | - | ‘w'enn Sie keine ‘default Route'

wenwenden, miizsen fur jedes
MHetzwerk bei lhrem Partner
gesonderte Routen eingetragen
werden. Fallz ein Internet-Zugang
eingerichtet wird, konnen Sie keine
= ‘default Route' verwenden.
ﬂinzuf'u'gen...l Andern... | Loschen | Klicken Sie auf Hinzufiigen', um
eine neue Foute einzutragen.

[~ Default-Foute vensenden

<Zuiick | weiers | Abbrechen | Hire |

50 | Routing destination. (Partner
network)

Configuration Wizard: Routing-Ein El
—Routing-Ziel —————  Eine Metz-Boute bezeichnet
IE-Ad i imrer ein gesamtes Metzwerk.
paclEEt Dazu muzzen Sie die

[192.188. 2 . © P iz nel s
zugehange Metzmaszke
eingeben.

Metzmazke:
Der Schieberegler unter der

I255 - 255,255, 0 Metzmazke erleichtert die

. Eingabe einer kormekten

< MHetzmazke.

k. I Ahbrechen Hilfe |

51 | Overview of the partner
network connection that you
have created.

Click Next to continue.

" Configuration Wizard: WAN-Partner IP-Adres E |

— Riouten zu lhrem wWiaM-Partner ———————— Der Router bifft gine ‘Wegewahl
shhand der Zisladrezze der
IP-Pakete und der Routing-Eintrage.
Fial I s I Wienn Scie keir_n_a 'def?_L_JIt_F!doute'
verwenden, missen fur jedes
TRRLIHIZ A AT Metzverk bei lhrem Partner
gezonderte Routen eingetragen
werden. Fallz ein Internet-2ugang
eingerichtet wird, konnen Sie keine

—~ ‘default Route' verwenden,
ﬂinzuf'u'gen...l Andern... | Lazchen | Klicken Sie auf Hinzufligen', um
eine neue Route einzutragen.

[T Defaul-Foute vensenden

192.168.1.4

e Abbrechen | Hilfs
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52 | Every time you connect to the ISP, the router is assigned a new, unknown IP address.

Provider, e.g. DYNDNS.ORG.

forwarding.

This enables you to contact your partner router via a name.

Therefore, it would make sense to register the router as a domain with a Dynamic DNS

An example of this is an unprotected external connection to a display unit via port

In this case you can simply specify the name of your router in the network and the
corresponding port number in order to reach your device.
(for example, http://routerl.dyndns.org:<port number>)

53 | After registering your router
with a Dynamic DNS Provider,
click Add... to add the domain
name.

Configuration Wizard: Rooter als DNS-Proxy

r— Domain Namen lhres WaAN-Partners:

[lannair: |

Anderh... Lischen |

Der Router katin an Hand des
Diomainnarmens entscheiden ob
eine DMS-Anfrage zum Intermet
Service Provider oder zum
Wit -Partner weitergeletet
werden zoll

Geben Sie hier alle
Diomainnamen an, die zum
MHamensraun lhres Wak-Partners
geharen,

[ —— st infanct de
isin
AN Partner LAN Provider
ISDN .
i~ &
<Zuiick | weiers | Abbrechen | Hife |
54 | Domain name entry. Configuration Wizard: Domai x|

Ein Domane izt ein logizcher Zuzammenschiul von
eraten in einem Hetzwerk im Internet T el giner

M amenzhirarchie [z.B bintec. de oder

hoztname. subdomain. domain.com). Geben Sie nur den
Marmen einer Domain ohhe einen Hosthamen gin.

Dramain- amme:

In:uuterE.u:I_l,lndns. arg

k. I Abbrechen

Hilfe
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55

Overview of the domain name.

Click Next to continue.

Configuration Wizard: Rooter als DNS-Proxy

r— Domain Namen lhres WaAN-Partners:

Der Router katn an Hand des

Domain:

| Darmainnanmens entzcheiden ob
eine DMNS-Anfrage zum Internet

router2. dyndnz.org

Service Provider oder zum
Wk -Partner weitergeletet
werden zaoll

Geben Sie hier alle
Diomainnarmen an, die zum
Marmenzraum lhres Wak-Partners
geharen.

ot infranct de
Prondciar 3
ISDN —
‘ losal ‘gawnw ‘
<Zuiick | weber> | Abbrechen | Hire |

56

No changes have been made
to the dialog shown here.

Using the setup tool, it is
easier to specify which
connections are permissible
and what the router being
used by you is meant to log.

Click Next to continue.

" Configuration Wizard: IP protol

— IP4erbindungsdaten:

2 Werbindungen erzeugen.

kollieren und l'.ibér_gy'a

Fiir jede IP-Yerbindung wird eine
Syztemmeldung erzeugt. Dieze Daten
konnen protokolliert und zur
Gebihrenliberwachung eingesetzt werden.

r— Fiickrovite:

v Uberpriifen der Riickioute

Um eine hohere Sicherheit gegen
Einbruchsversuche zu gewahren, konnen
alle IP Pakete wenwarfen werden, bei denen
die Absenderadresse unwahrecheinlich ist.

< Zuriick I Weiter > I .ﬁ.bbrechenl Hilfe
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57 | We don't use data Configuration Wizard: Komprimierung und ¥, x|
compression or the data
encryption that is shown here. [~ Stac Datenkomprimienng Die D atenkomprimierung dient dazw, die zu
e e Ubertragende D atenmenge und damit die
= B 4 Yerbindungzkozsten zu minimieren.
Encryption using VPN IPSec &+ Keine S Yerschiuzselung Durch Werschliizselung wird der zu
! . ! " MPPE 40%erschilisselung ubertragende Datenstram so wverandet, daf!
for example, can be conflgured  MPFE 128 e e Unberechtigte ihn nicht entziffern kionnen. Die
later on using the BinTec = d Informationen konnen mittels 2weier
g Softwareverfahren verschliizzel werdan,
Setup tool. i Eei Ubertragung grofer Datenmengen, kann
I” Kanalbiindelung dynamizch ein weiterer B-Kanal zugeschaltet
werden.
Click Next to continue.
ISDN ﬂl
WAN Partner
<Zuiick [ weer> | Abbrechen | Hire |
58 Finally, SpECify the shorthold Configuration Wizard: ¥erbindungsabbau x|
time again.
—Yerbindungsabba: s di
ieze Einztellungen dienen
. . Die Yerbindung zoll abgebaut werden, wenn dazu, die Kosten fiir die
Click Next to continue. Im Sekunden keine Daten uber- |5DN'VB'H”|?UHQEH mﬁ%"ChSl
tragen wurden [shorthald), Ez;r;aj;l; alit ol
I™ Dynamizcher Yerbindungsabban Egnﬁﬁiﬁ:ﬁ?ﬁgﬁgrﬁeﬁnﬂ%i
Dpnamisch bedeutet, der Biouter sofl zusatzlich keine Daten mehr uibsrtragen
wersuchen, vor demn nachsten Gebubrenimpuls R
abzubatien [dunamic sharthald), :
N~ ISDN
< Zuriick I Weiter > I Abbrechen Hilfe
Kommunikation Uber 31/60
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59 | This concludes the Configuration Wizard: Zusammenfassung x|
configuration. All you have to
do now is save the Settings_ Diese Werte wurden im letzten Konfigurationzpunk! eingegeben:
Werbindung zum WAM eingerichtet, j
H i bt -Partier : Router2
Click Next to continue. Telefornummer . 091112345678
Paint-to-Point Pratokoll [PPP) Einstellungen:
Laokals PFP Id . Routerl
PPP Palwort : hd|
Die nachsten Konfigurationzpunkte:
% Grundkonfiguration
W Irtemetanbindung
W Fimennetzanbindung
Bestatigen Sie mit der Schaltflache “weiter', um die obigen Einstellungen zu
ubernehmen und mit dem nachsten Konfigurationspunkt fortzufahren.
< 2urlick I Wieiter > I Abbrechen Hilfe |
60 | Please Specify where to save Configuration Wizard: Ubertragung und Sich x|
the configuration and click
Finish to confirm. Diie Konfiguration wird als Konfigurationsdatel auf dem PC gespeichert. Sie kann
spater zu einem passenden Router Lbertragen werden oder dem Configuration
“wizard alz Auzgangskonfiguration dienen.
If you selected the direct
configuration option at the
start, transmission to the — Meue Konfigurationzdatei auf dem PC speichem unter:
router commences now. D:\FAQNBintechFonfiguration B outer] . cf Durchsuchen... |
1 ‘ .
|SDN —_——aa
< Zuriick I Fertig stellen I Abbrechen Hilfe
Kommunikation Uber 32/60
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61 | The basic configuration is now
complete.

Configuration

Diie Konfigurationsdatei wird mit dem Mamen
‘D:AFADNEintech Konfiguration'R outer] . of' auf dem PC gespeichert.

Bitte haben Sie etwas Geduld...

|SDN ——

< Zurlick I Wweiter » I Abbrechen

Hilfe:

Configuration Wizard

& Der Configuration Wizard hat die Konfiguration abgeschlossen,

Meue Konfigurationsdatei 'D:\FAQ BintecionfigurationiRouterl.cf wurde auf dem PC gesichert,
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Specific Settings

The basic configuration that has been set up for your router does not
provide convenient Internet access from the local network or external
access to the LAN. If extra security measures are required, additional
configurations need to be defined.

The configurations that are required now are no longer possible with the
configuration wizard; they can be extended now using the BinTec setup tool
that has been mentioned repeatedly.

This tool isn't an application on your computer, it is a program which is run
directly on the router.

The connection to your router is established via a serial cable (supplied)
and can also be created later on via the Internet.

The advantage of configuration via the Internet is that changes can be
made without having to go to the system.

The settings listed below are covered in the following sections:
e Configuring a DNS server utility for accessing the Internet.

e Configuring the Telnet service and the Internet Control Message
Protocol (ICMP)

¢ Configuring a DNS account for convenient access to the local area
network (LAN).

There are individual documents available on
e Accessing panels in a local network with the aid of port forwarding.

¢ Connecting two LANs on the basis of a virtual private network (VPN).

To read about this, please refer to the main document, Entry ID:
19865167.
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2.1

Configuring a DNS server utility

Table 2-1
No. Action Note
1 | The BRICKware from BinTec e 5
that is already installed S
. eues Ice-Lokumen
contains two default
connections to your router. D
Depending on the COM port L, Reslplayer Basic
being used, now select a :
B . Komponenten Konfigurator
connection; the Windows
HyperTermina| OpenS. “*llf Programmzugriff und -standards
E Prograrmme L4 L@ FRITZ! *
FRITZ!DSL L3
Start > Programs > Y bokuments R % e j
BRICKware > Device at =
» tfantigwn 4

COM1

_‘% Einstellungen
@ Suchen
@ Hilfe:

Ausfiihren, .,

; B [&] Activity Maritar

% @ Trend Micro OfficeScan Client » % CAPT and TAPT Configuration
@ Active Parts
@ EinTec IPSec Security Client * é\ Configuration Wizard
@ 55H Accession 4 @ DIME Tools
(53 Realvnc A, Gerat an comi

re

4 ‘%, Configuration Manager

& "bm7123" abmelden. ..

[ Microsaft S04P Toalkit v BB Gerat an COM2
]

Beenden...

il start |
2 HypeI’Terminal “gbrick_1 - HyperTerminal Aglll
PreSS ENTER to Continue Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
' 2
|
«| | »
Werbunden 00:16:35 [Autom. Erkenn, 9600 &-1-1 [RF[eRoEE WF [ 4
3 | After you press Enter to “gbrick_1 - HyperTerminal =IOl x|
Confirm a |Ogin prom pt Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2
appears in which you enter the Login: admin E
user data that is defined in EEESEES o
your basic configuration.
Enter admin as the login, for | |5 | ==
examplev fo“OWed by Enter ‘Werbunden 00:00;44 |Aut0m. Erkenn. 9600 §-M-1 ’F|GROSS 'FQ
and then the relevant
password.
4 | Following login, enter setup. #gbrick_1 - HyperTerminal ol x|
Th|S takes yOU to the Setup Datei  Bearbeiten  Ansicht  Anrufen Obertragung 2
Login: admin d
tOOI Password:
Fouterl:: =etup i
< | »
werbunden 00:20:27 [&utom, Erkenn. 9600 B-N-1 [FE[erRoss NF [
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5| To give all subscribers
convenient access to the
Internet in their local network
via the router, a setting is
required first of all, which gives
the local network access to
your ISP's DNS server.

In order to do this, open the IP
menu.

~lalx|

“gbrick_2 - HyperTerminal

Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7

SR

HE3BALiz Setup Tool

BEinTec Communications AG
Routerl

Licenses Sustem

LAH CH-18BET, Fast Ethernet
HAH ¢ CH-1ERI, ISOW S@

#O5L ¢ CA-ADSL, ADSL

WAH Partner Security IPSEC

PPP .25 BRRP CREDITS CAPI ATH QoS WeIP AUX GRE

Configuration Ranagement
Honitoring and Debugging
Exit

Press {Ctrl-n}, {Ctrl-p» to scroll through menu itemsz, <{Return} to enter

-

Verbunden 01:04:42 Aubo-Erkenn. 9600 8-M-1

6 | Select the DNS dialog.

[RE [GROSS UM Al
ol

“gbrick_2 - HyperTerminal
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7

HE3BAiz Setup Tool EinTec Communications AR
[IP]: IP Configuration Routerl

=

Routing
static Settings
Network Address Translation

Banduidth Hanagement {Load Balancing / BOD}
IP addresz pool WAW (PPPD

IP addressz pool LAW ¢DHCPY

SHHP

Radiuz Server

DunDHS
Routing Protocols

EXIT

Press {Ctrl-n}, <{Ctrl-p* to scroll through menu items. {Return} to enter

-

verbunden 00:02:10 |Ako-Erkenn, (3600 8-h-1

7 | Change the Overwrite Global
Nameservers setting to yes.

[RE T [aRoEs O [Aat 2
= (o]

|

“gbrick_1 - HyperTerminal
Datei Bearbeiten  Ansicht  Anrufen  Obertragung

I~

#2300i= Setup Tool EBinTec Communications AG
[1PI[OMS]: IP Configuration - Mameservice Router1

enabled
enabled

Pozitive Cache
Megative Cache

Overwrite Global Mameservers
Default Interface

DHCP Assignment
IPCP Assignment

Static Hosts ED

Forwarded Domains

1}
Dynamic Cache 0 poz 0 neg)

Advanced Settings, ., Global Statistics,,

SAVE CAMCEL

Uze <Spacex to select

Werbunden 00:12:11 [putom. Erkenn. [eooEnl[RE[EROSS[NF[AL

8 | Any of the subscribers in your network can be assigned the IP address of the router as a

providers (ISP's) DNS server.

DNS server. It forwards web requests from the local computers to your Internet service
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Click Save to save the setting and Exit to go back to the main menu.

9 | This is how an example for
one of your devices may look.

192.168.2.254 is the router's
IP address.

This is entered as a standard
gateway and as a preferred
DNS server.

Eigenschaften von Internetprotokoll {TC

Allgemein I

IP-Einstellungen konnen autormatizch zugewiesen werden, wenn das
Metzwerk diese Funktion unterstiitzt, *Wenden Sie sich andemfallz an
den Metzwerkadminiztrator, um die geeigneten |P-Einstellungen zu

beziehen.

" |P-&dresse automatizch beziehen

—% Folgende |P-Adresse verwenden:

P-#dresse: {192 188 2 1
Subnetzmazke: I 285,255 255 . 0
Standardgateway: I 192 168 . 2 254
1 DHS-Serveradiesse automatizch bezichen

—% Folgende DM5-Serveradiessen verwendan:
Bevorzugter DMS-Server: I 192 . 168 . 2 . 254
Alternativer DMS-Server: I

Enweitert. |

Ok | Abbrechen |
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2.2 Configuring the Telnet service and the ICMP

Telnet: This service enables you to configure the router via the Internet.
Telnet is a Windows component.

ICMP: With the Internet Control Message Protocol (ICMP) only the router's
external IP address is known on the Internet.

Table 2-2

No. Aktion

Anmerkung

1 | The BRICKware from BinTec
that is already installed
contains two default
connections to your router.
Depending on the COM port
being used, now select a
connection; the Windows
HyperTerminal opens.

Start > Programs >
BRICKware > Device at
coM1

4

‘ktﬂ Programmzugriff und -standards

2 | HyperTerminal
Press ENTER to continue.

E Programme [ = FRITz! L
[ FRITZIDSL ’
@ Dokumente 4 @ 3rom »
i »
% Einstellungen L4 @ Itfariview
= & 3 B [B] activicy Manitar
@ Suchen » (=3 Trend Micra OfficeScan Client* B8 CAPT and TAPI Corfiguration
@ Hilk @ Active Parts 3 ‘e, Configuration Manager
lfe s
@ EBinTec IPSec Security Client * gn Configuration Wizard
ausfihren, .. [ 55H Accession ¥ B DIME Taols
(23 Realvnc A, Gerat an comi
& "bn7123" abmelden. .. [ Microsaft S0AP Toolkit v B Gerat an Comz
T
Beenden...
i start
#gbrick_1 - HyperTerminal o ||:||1|
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
=]
-
.| | »

[RE T [eRo5s e[ 4

[verbunden 00:16:38 |autom, Erkenn. 9600 5-1i-1

3 | After you press Enter to
confirm, a login prompt
appears in which you enter the
user data that is defined in
your basic configuration.

Enter admin as the login, for
example, followed by Enter
and then the relevant
password.

#gbrick_1 - HyperTerminal 10l =l

Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2

Lo

Login: admin
Pa=zsword: _

-

»
[RE[eRass  NF [ 4

| |

Yerbunden 00:00:44

|futom, Erkenn. (9600 &--1
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4 | Following login, enter setup. “gbrick_1 - HyperTerminal =1ol x|
. p ; 7 = -
ThlS takes yOU to the Setup Datei  Bearbeiten  Ansicht  anrufen  Obertragung 7.
Login: admin ;I
t00| . Password:
Routerl:: t
outer setup i
-
< | »
Verbunden 00:20:27 |Aut0m. Erkenn, 9600 §-N-1 RE |GROSS MNE- |z
5| Select the IP option. #gbrick_2 - HyperTerminal =loi =]
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
HE3BALiz Setup Tool EinTec Communications AR ;I
Routerl
Licenses Sustem
LAN CA-188ET, Fast Ethernet
WAH ¢ CH-1ERI, ISOH S8
®05L ¢ CA-ADSL, ADSL
WAH Partner Security IPSEC
[l PPP ¥.25 ERRF CREDITS CAPI ATA Qo5 WoIP AUX GRE
Configuration Management
Honitoring and Debugging
Exit
Press {Ctrl-n}, <{Ctrl-p* to scroll through menu items. {Return} to enter
-
werbunden 01:04:42 |[puta-Erkenn, (3600 8--1 RE - [GROSS - [NOM [aul g
6 | Open the Network Address _2 - HyperTerminal =lol x|
Translation dla|Og Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
T e =
mENE R E]
-
HE3BALiz Setup Tool EinTec Communications AR —I
[IP]: IP Configuration Routerl
Routing
Static Settings
Banduidth Hanagement {Load Balancing / BOD}
IP addresz pool WAW (PPPD
IP address pool LAM {DHCPY
SHHP
Radiuz Server
DHS
DunDHS
Routing Protocols
ERIT
Press {Ctrl-n}, {Ctrl-p» to scroll through menu itemsz, <{Return} to enter
-

Verbunden 01:06:29 Aubo-Erkenn. 9600 8-M-1

[RE [GROSS UM Al
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7 | The first step involves blocking
the router for external
requests.

This takes place via Network
Address Translation (NAT).

Press ENTER to open the
Internet connection which you
have created.

“g brick_1 - HyperTerminal

Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7

=10l

#2300 = Setup Tool
[IPT[MAT]: MAT Configuration

BinTec Communications AG
Routeri

Select IP Interface to be configured for NAT

MName MNat Static mappings Static mappings
from Outside from Inside

i 5 5
Utah off 0 0
enl-0 off o o
enl-0-snap off u] u]
ethoab0-0 off o o
ethoab0-0-snap off 1] u]
freenst_ISON on 1 o
EXIT

Presz <Ctrl-n=, <Ctrl-p= to =croll, <Return= to =elect/edit

e[

8 | Enable NAT (on) to prevent
access to the connection
behind the router.

To enable the router to be
maintained via the Internet, set
up access via Windows Telnet
in the next dialog. In this dialog
you can additionally specify
whether or not the router
should answer ping requests.

#23000i= Setup Tool
[TPTMATI[EDIT] : MAT Configuration {T_OMLINE_DSL)

BinTec Communications AG
Routeri

verbunden 01:07:40 |aweom. Erkenn. 9800 811 RF - [GROSS
#gbrick_1 - HyperTerminal 10l |
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2

E

Network Address Translation
Silent Deny no
PPTP Passthrough no

Enter configuration for sessions ¢ requested from OUTSIDE

requested from INSI0E

SAVE CANCEL

Uze <Spacex to select

g

CE

9 | Open the requested from
OUTSIDE dialog.

Verbunden 01:32:57 Aukom, Erkenn, 9600 8-N-1 RF |GROSS
#gbrick_1 - HyperTerminal 10l |
Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7

2l

#23000i= Setup Tool
[TPTMATI[EDIT] : MAT Configuration {T_OMLINE_DSL)

BinTec Communications AG
Routeri

Network Address Tranzlation on
Silent Deny no
PPTP Passthrough no

d from OUTS|DE

Enter configuration for sessions :

d from INSIDE

SAVE CANCEL

Verbunden 01:38:12 Aukom, Erkenn, 9600 8-N-1

[RF[GROSS

e
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10

If no entries were defined

during the basic configuration,

click ADD to add the entry
telnet.

This service enables you to
configure the router via the
Internet.

Telnet is a Windows
component.

You can start Telnet via Start
> Run...>.

Sample input:
telnet router.dyndns.org or
telnet 207.68.83.37

You can call Telnet in
conjunction with the router
name or with the router IP
address.

“g brick_1 - HyperTerminal

=10l
E

Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7

#23ilis Setup Too BinTec Communications AG
[IP][NAT][EDIT][DUTSIDE] MAT - seszions from OUTSIDE {T_OMNLIME_DSL) Router1

sbbreviations @ riremote) i{internal) efexternal) afaddress) p(port)

Conditions

Service

\ tcpia 192,168,2,1/32, e £ 0,
http ia 192, 188 2 2.-"32 ep 80, |p g0

A0D DELETE EXIT

Presz <Ctrl-n=, <Ctrl-p> to =croll, <Space= tag/untag DELETE, <Return= to edit

-
Werbunden 01:42:10 Aukarn, Erkenn, |96EIE| 8-N-1 NE AL

[RF [aRosEs

11

Adding telnet.

Copy the settings from the
dialog

Click Save to exit the dialog.

§5 [ 3

“gbrick_1 - HyperTerminal

Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7

E

#230lis Setup Too BinTec Communications AG
[IP][NP.T][EDIT] [EDIT] MAT - sessions from OUTSIDE {T_OMNLIME_DSL) Router1

Service

Remote Address
Remote Mask

External Address
External Mask

Internal Address 127.,0,0.1
Internal Mask 258 265, 255, 256
Internal Port any
SAVE CANCEL

Use <Spacex to select

e

12

Click ADD to define further
entries.

Verbunden 02:27:38 Aukom, Erkenn, 9600 §-N-1 RE |GROSS
#gbrick_1 - HyperTerminal 10l |
Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7
=
#2300i= Setup Tool EBinTec Communications AG
[1PI[MATI[EDITI[OUTSIDE] : WAT - sessions from OUTSIDE {T_OMWLIWE_DSL; Routeri

sbbreviations @ riremote) i{internal) efexternal) afaddress) p(port)

Service Conditions

ep Ea00- 8810 ip
http ia 192, 168.2 2/32 "ep 80, ip &0
telnet ia 127,0,0,1/32, ep 23

400 DELETE ExIT

500, , 551 0; tcpla 19, 168,21/ 32,

Presz <Ctrl-n=, <Ctrl-p> to =croll, <Space= tag/untag DELETE, <Return= to edit

Werbunden 01:42:10

Autom, Erkenn. (9600 8-N-1
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13 Addlng ICMP. #gbrick_1 - HyperTerminal o w4}
(Internet Contl’ol Message Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7
5
PrOtOCOD ﬁg??hiT??éng]D [EDIT]: MAT - sessions from OUTSIDE (T_ 6HETEECBQE;’HICMI‘233?E¢?
With this protocol, you only
reveal the router's external IP paiice) T
address on the Internet. Remote Address
Remote Mask
Copy the settings from the External Mask
. External Port any
dIaIOQ Internal Address 127,0,0.1
Internal Mask 2EE | 255 255, 755
Internal Port any
Click Save to exit the dialog. SAVE GANCEL
Uze <Spacex to select
werbunden 02:28:43 [autam, Erkenn. 9600 5-1V-1 [RF[GRoss I [uF [AL 4
14 | Overview of the services #g brick_1 - HyperTerminal =10l x|
Created Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2
#2300i= Setup Too BinTec Communications AG ;I
[IP][NAT][EDIT][DUTSIDE] MAT - sessions from OUTSIDE {T_OMLINE_DSL) Routeri
CIICk EXIt togo baCk to theth sbbreviations @ riremote) i{internal) efexternal) afaddress) p(port)
maln menu. You can save the
change and exit in the main Service fonditions
menu by cIicking the Save as Ba00, , 6a10 tpla 19, 168,21/ 32, p BE00- 8810 ip E&00
. . . http ia 192, 188 2 2.-"32 ep 80, ip &0
boot configuration and exit icnp ia 127.0.001/52
I|nk telnet ja 127.0.0.1/32, ep 23
400 DELETE EXIT
Presz <Ctrl-n=, <Ctrl-p> to =croll, <Space= tag/untag DELETE, <Return= to edit
Werbunden 01:42:10 Adtom, Erkenn. 960081 [RE[SROSSNE [AL
15| Note:

The Telnet entry is responsible for communication with your router via the external IP
address or name (DYNDNS account) on the Internet; this can be configured after entering

the user ID.

The internal IP address is set to 127.0.0.1, corresponding to the address of a loop back to

itself.

The internal mask of 255.255.255.255 indicates that the router is the host.

The ICMP entry only discloses the router's external IP address, it does not disclose any

internal IP addresses.

This is also brought about once again by the internal loop back, irrespective of which
external subscriber submits the request.
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2.3

23.1

Configuring a DNS account

A DNS account provides convenient access to the local area network
(LAN).

DynDNS (Dynamic Domain Name System) supports the dynamic
adaptation of the WAN IP address to a domain name, thus enabling a
web/FTP/ e-mail server to be operated on the WAN side without a
permanent IP address.

DNS (Domain Name System) is a hierarchical system for managing host
names and IP addresses. This is used to specify a remote system by name
and not by its IP address as names are easier to remember. N.B. The term
domain in DNS has nothing to do with a Windows NT domain.

Creating a DNS account

You can create a DynDNS account with several providers.
We have chosen the provider DynDNS.org directly for the purposes of our
description.

The dynamic Domain Name Service (DNS) enables you to contact your
router on the Internet using a permanent name.

The router is connected to the WWW (world wide web) at least once a day
via the Internet service provider (ISP). It is assigned a new IP address
every time by the Internet service provider (ISP).

This new address is then reported back to DynDNS.org by the router
enabling the name resolution function to work.

Note:

The first time your router is connected to the Internet, a delay (of up to 3
minutes) may occur until the new IP address is registered with
DynDNS.org.
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Table 2-3

No.

Action

Note

Start the Internet Explorer and point your browser to www.dyndns.org..

welcome - Microsalt Internet Euplorer provided by CAT@Siemens.

Datel  Bewbelten Anscht  Favorben Extras 7

Qoo + @+ x] ) (3] )30 ' rme @i €] e S -

abezsn [ £] tetpi . drriies. oeg

DynDNS.org

wmmtwwm|

Control Your DNS

Custom DNS*™ . Take control of the DMNS far your
dormain through an intuitive wab-based interfaces - you can
evin resgister the damain if you don alneady own it

Secondary DNS*™ . Run your owm namesaner, but sill
take advantage of our world-class DMNS redundancy.

Domain Registration - register your domain here, and
keep everything in one place

Dynamic DNS* and Static DNS - Get 2 new name like
youstiamme dyndns org, on one of our 43 domain:
Comgletely free for up to § hostnames

Domain Registration

Fagreter your name:
weaw. [yaurgamein com Search |

Choose from .com. .net, org, and mors

Set Your E-mail Free

MallHop®* Relay - Recaie mail 1o your own mall serer,
even if your ISP blocks pon 25 or you're not ahwenys onling

MailHop* Backup MX - Make sure you ahways receive
that impaortant g-mail, evaen if you're not onling when it's
Sent

MailHop* Farward - Craate an wlimited number of
addresses on your domain, pointing to exsting e-mail
addrasses on any other provider, no mail server nesded

MailHop™ Quthound - Ralay mail through our Securs,
authenticated server, no matter where you are.

Tame Your URL

WebHop® . Ged nd of that ughy

it o youisp comi-somausen web address with
redirection on ane of our domains, free for uplo S
hosinames.

MyWebHop® - Radirect from amny hostname to a URL of
wour choice - it's all up 1o you

Recent News

DNS org B Oni WMillon Lisers

Crmr
{Oictober 31, 2004)

(mare.)

About DynDNS.org

Cwmamic Network
Dromain Marm DNS)
DS hosting, Cynarmc DNS, Static
@-mail, and domain registration services
100.000% D
million ugars, we olfer the Raability, support, and serace to
BNsUre a strang and rekabde presance on the intamat for
You o your business

Senices, Inc. is a leading provider of

Maintaining
IS uptime with over three quarers of a

]

Click Sign up Now to register.

rrright 1982004 Crynaenic Mebwirk Servies e
[ optain Litn Boky | Traderrswh Sifcns

| e
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Note the following things on this page:

¢ Define your personal user name
e Enter your e-mail address
o Define your password

Note:

If you create more than one DynDNS account, they must have different names and e-mail
addresses.

You can register several devices under one account. You do not need to have several
accounts.

2} DynDWS,org - Account - Create Account - Microsait Internet Explorer provided by CAT@Siemens Y =lex|

Dotnl Bewbetsn Anscht Fawoeben Edtras ¢ @
e - &Y - =] [2 #Y wban <0 Favorten )| & = -

Q= O =) 2] b e croie @esn @] (-

ez | £] tetps: v dyeees. crglsccourt craste Sl =] [ weorwsnzy | s ®

[ ser T [oon 2
DynDNS.org = = |_

Abmn!‘-orvlmsm&_uppoﬂ Devalopers | News |

Criati Account Create Account

Login

Losl Password? Flease complets the form below 1o create your account. You will receive an e-mail containing instructions 1o activate your account. if you do not follow these dirsctions
Hillng WLhin 28 hours, you wWill need to Fecrests Your ccount

Acesunt Upgraces
SiA Folicy Last Rodified: Ray 4, 2004 il

1. ACKNGULEDGNENT AND ACCEFTANCE OF TERRS OF SERVICE

ALl services provided by Dynamic Netwark Services, Inc. |"Dynbdis=)

are provided to you [the "Hember”) under the Terms and Condizions

Bet forth in this Asceptable Use Policy ("AUP") and any other

operating cules and poli et forth by DynlNZ, The AOP comprises =

| have read and agree to the Acceptable Use Policy above: T

Usemame

Your uzamama will ba uzed 10 loge 1 your Sccount Snd make changas

Uisemans

E-mail Address

The e-mail addeess you entér must be vabd, Instructions 10 Sctivate your ccount will be sent to the e-mad address provided. You must keep 1hés addross curent and acecunts with invalid e-mail
addresses will be rernoved wilh no warrng. We do not sell our list to anyone. Read more aboul our prvacy policy

E-Mail Address

Confirm E-Mail Address

Password

The password you enter wil bo s56d to 466055 your account. i musst bo mar than 5 charattors and cannot bo your ustmanss

Password

Confirm Passwird
Croste Account Fugset Fom

Conrpight © 1987004 Oy
Privacy Pokcy | Acceptak

| Pty 5 (g rtmre

Click Create Account to confirm your entries.
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3| You then receive confirmation by e-mail, and a confirmation dialog appears on this
website.

Following login, click the Services tab and select the Dynamic DNS link.

DynDNS.org

About [ERNRY account | Support | Developers | News |

Micrasolt Internet Explorer provided by CAT@Siemens =ls|=|

Dotn Bewbetsn Anscht Fawoeben Edtras © &
Qs = - ) 3] o] s crwn i @) e
ez | ] betps: o . coglervicas] =] 2] wodrwsnzu | s »

Logged In A5 SlemansRauter LogOut) | ]

Lol DNS Services Mail Services
ondary DS
Malbiop Custom DNS*™ MailHop** Backup MX
Doimain Fegstrab Custom DNE sandca is a ful DNS solution for newly purchased domains or Make sure you alweys get your mail, even if your server is offling for extanded
ambiiop domans you already cwn_ A web.baged inerface provides complete control over  periods with aur MailHop Backup MX serice. We'l queus your mail for up to 10
Dymarmic DNS resource records and your entirg domain incleding support for dynamic IPs and days, with no Bmits on how much you receive.
i [0S autamated updates
WeiHap MailHop®™ Forward
Pricing Secondary DNS™ Set up user-based redirection of e-mail for your domain name wathout running your
Secondary DNS service provides a secondary DNS server for your domain, sothat  own mail server with our MailHop Forwarding senice. Stop spam and viruses with
o have a backup ithwhen your primany goes down, and to share the lead of aur spam scanning and virus fillering, available for all addresses on your donain

angwerning DS quenes

MailHop®™ Relay
Dynamic DNS®™ Part 25 blocked by your ISP? Use our MallHop Relay senvice t get around it by
Cynamic DNS senice points a fixed hastnamea in one of our domains o your ISP- sending your mail through ¢ and on 1o yours. Two globall-redundant

daliveny
Domain Registration

3 3 Web Redirection Services
Domain Registration

ChynDMS G main Registration sendces let you easily register domain namesin - MyWebHop®
Lhe iy rmon TLCs. incheding .com, net, org, and biz, Domaing registersd IyiebHop® sarvice provides web redirection for use with Custom D
through CynDINS org can be used with Custom DNS, Secondary DS, or othar domains ar domains wath DNS hostad alsewhens
DNShosting providers
WebHop®"
Domaln Transfers WebHop serce lels you set up a subdormain within of our affered domains
> Damain Transter sendces lotyou aasily ranster 3omain names in that redirects to & wab sibe that currently have a long, h to-remamber, gl URL
5, incheding .com, .net, .org, and biz, away from your current Optional clogking prevents that long URL from being seen in browsers' address
registrar, When combined with our Custom DHNSEY_ this allows you to centralize all bars

af your services on an exsting domain, Qur domain regietration prices ane also
lower than those of marty athar providers.

Cogrpright © TN J008 Cryrismac Mstwork Sor

Privacy Pobcy | Acceptable Lize Polcy | Tr

] [ 5 oy wvmree

assigned dynarmic [P address_ allowang your computar 1o be accessed from vanous  servers wall stors your mail ar ot of your choice when your sanver is
locabans on the INtemat wWthaut knowing your current 1P onling.
Static DNS MailHop** Outbound

tatic Di: t8 points a DS 1arma in one of our domains o your ISP Rela Servar, no matter what ISP you're connectad on
asmgned staic or peeudostatic IF addrese, allowing your computer to be Elocked outhsound ports and picky |5 servers are a thing of the past. Connect
accessed using @ more memorable name. with S5L and your message will be secured unil it leaves our mail server for
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4 | You can define your router's data under Add Host.

Dates  Bewbeten Anscht Favorken Extras 7 "
TN . = —,
Qe - () - ] [F] | st e @ vt 2 =

Bdeess | ] betps: o g coglervicas dyredral

About [ERNERY account | Support | Developers | News |

Custom DNS
Sacondary DNS
Railiup

Doimain Registrat
Myl

a static b in any of the my
I g 1o five (5) ITIES,

3105 we offer, allowing your compuger to be more easily
TNty

7 just 1o keep a e beack 1o your PC soyou ccass those imponant documents while
wou Can keep your hostname ahways pointing o youw 1P address, no matter how often your 15F changes
down your IP address, or e-mailing all your fiends every time it changes. Just tell them to visit

you're at work, Lging ane of the anvailable third- party ug
it. Mo mone fumbling to find that piece of paper where you wiote
yournams dmdns arg instead

I o wiould like b0 use your cnn domain rans such as youmanss com, you need our Custon
suppon

Your Hosts

Mo Hosts Registerad A

AM sanvics, which also provides full dmamic and static IP address

Static NS
WediHan
Pricing

Coppright @15952004 Dyn

Py | Acceplaile Us,

t_Router_e.doc

ISDN_m

9_|

L

&1 5 g tmres

Kommunikation tber 47/60
ISDN Router



Copyright © Siemens AG 2004 All rights reserved
ISDN_mit_Router_e.doc

WinCC_flexible_Fernwartun

9_|

SI E M E N S Specific Settings

5 | Keep a record of the data selected by you. This is required later on during router

configuration.
) DynOns.org - Dynamic DNS(sm) - Add Host - Microsolt Internet Euplorer provided by CAT@Sienens =8| x|
Dats Bewbeten Ansch FPavorken Edvas F U3

Qo - () - |x] [ F] | st e gl e ) o

Abegsn [ ] tetps: e drevins. oo glsermces{irdralsdd el

DynDNS.org

=] B weerwenzu | s ®
Logged In As- SlamensRauter (Logdut) | B9

About [ERNERY account | Support | Developers | News |

Custom DNS

e New Dynamic DNS Host

Ml iup Hostname [WinCAumbeFomer] [dyndnsorg =]
Domaln Registration
[T Fuor your own domain (65 youmame. com). use Cus!
Dy P Addrass: 134138.39.97
Enabile Wikdcard F
Mail Exchangesr (optional) © Backup MX7
Add Host Flesel Form

Coppight @ 1355-2004 [y
Privacy oy | Acceptable

i |
&l 5 o taere
6 | If you have configured the right settings in the router, the router transmits its present IP

address to DynDNS.org. It can then always be contacted by name.
For reasons of security the router is disconnected from the ISP once a day and then
reconnects.
When this happens, the router is always assigned a new IP address which it, in turn,
reports to DynDNS.org.
This refresh process can last up to 5 minutes although it generally only takes a few
seconds.
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2.3.2 Router settings
Table 2-4
No. Action Note
1 | The BRICKware from BinTec :
that is already installed
contains two default
connections to your router.
Depending on the COM port
being used, now select a
connection; the Windows 5
HyperTerminal OpenS. uw Programmzugriff und -standards
E Prograrmme L4 L@ FRITZ! *
Start > Programs > ) oounents % % FRITZIDSL :
BRICKware > Device at B .

COM1

_‘% Einstellungen
@ Suchen
@ Hilfe:

Ausfiihren, .,

; B [&] Activity Maritar

% @ Trend Micro OfficeScan Client » % CAPT and TAPT Configuration
@ Active Parts
@ EinTec IPSec Security Client * é\ Configuration Wizard
@ 55H Accession 4 @ DIME Tools
(53 Realvnc ¥, Gerat an comt
[ Microsaft S04P Toalkit v BB Gerat an COM2

|

e

4 ‘%, Configuration Manager

& "bm7123" abmelden. ..
Beenden...

il start |
2 HypeI’Terminal #gbrick_1 - HyperTerminal Aglll
PI’ESS ENTER tO Continue Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
' =]
|
«| | »
Werbunden 00:16:35 [Autom. Erkenn, 9600 &-1-1 [RF[eRoEE WF [ 4
3 | After you press Enter to “gbrick_1 - HyperTerminal =IOl x|
Confirm a |Ogin prom pt Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 2
appears in which you enter the Login: adnmin E
user data that is defined in EEESEES o
your basic configuration.
Enter admin as the login, for | |57 | ==
examplev fo“OWed by Enter ‘Werbunden 00:00;44 |Aut0m. Erkenn. 9600 §-M-1 ’F|GROSS 'FD
and then the relevant
password.
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4 | Following login, enter setup.
This takes you to the setup
tool.

“gbrick_1 - HyperTerminal i o |EI|1|
Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 2
Login: admin ;I
Password:

Fouterl:: =etup i

-
.| | »

werbunden 00:20:27 [&utom, Erkenn. 9600 B-N-1 [FE[erRoss NF [

5 | Connect to your router once
again via the serial connection
and start the setup tool.

#gbrick_2 - HyperTerminal : 10l x|
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7

HE3BAiz Setup Tool EinTec Communications AR ;I
Routerl
Start > Programs >
BRICKware > Device at T— systen
COMl LAH CH-18BET, Fast Ethernet
WAH ¢ CH-1BRI, ISDH %@
In the setup tool, go to the IP #OSL CH-ADSL, ADSL
i HAH Part 5 it IPSEC
Optlon JLF] PS; n;?ZS e;;;é yCREDITS CAPI  ATH Qo% UeIP AUX GRE
Configuration Ranagement
Honitoring and Debugging
Exit
Press {Ctrl-n}, <{Ctrl-p* to scroll through menu items. {Return} to enter
verbunden 00:00:24 [Auto-Erkenn, 3600 81 [RE T [aRoEs O [Aat 2
6 | Select the DynDNS entry in ck_2 - HyperTerminal I [ S
the neXt dla|Og Datei Bearbeiten  Ansicht  Anrufen  Ubertragung 2
D] #|3] =nls]
. . . . — ~l
Open this entry in order to e DT
save the DynDNS account in
the router. R

Static Settings
Network Address Translation

Banduidth Hanagement {Load Balancing / BOD}
IP addresz pool WAW (PPPD

IP address pool LAM {DHCPY

SHHP

Radiuz Server

OHS

Routing Protocols

ERIT

Press {Ctrl-n}, {Ctrl-p» to scroll through menu itemsz, <{Return} to enter

verbunden 00:02:10 Auto-Erkenn. 3600 8-H-1 [RE7 [GROSS UM [Aul .
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7 | Click ADD to create a new
entry.

If you have configured several
interfaces to the Internet, an
entry must be created for each
one.

The BinTec router selected by
us can be configured in such a
way that an ISDN connection
is established automatically if
the DSL line fails.
Consequently, we require an
entry for both connections.

8 | Creating an ISDN connection.

Click SAVE to save the
settings.

9 | Click ADD to create further
connections.

Creating a DSL connection.

Click SAVE to save the
settings.

“g brick_2 - HyperTerminal - ol x|
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
I
HE3BAiz Setup Tool EinTec Communications AR
[IP] [DYHDHE]: Dynamic OWS Service Routerl
DynDHE Services:
Hozt Hame Interface Permizzian State
DynDHS Provider List:
Y DELETE ERIT
5
Werbunden 00:04:21 Aubo-Erkenn. 9600 8-M-1 RF |GROSS |NUM At
#gbrick_2 - HyperTerminal 10l x|
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
D[] 28| =0l
HE3BAiz Setup Tool EinTec Communications AR —I
[IF] [DYHONS] [EDIT] Routerl
Host Hame dyndnz. org
Interface freenet_
Uzer SiemenzRouter
Pazsuord EEEEEEEE
Provider dundns
HH
Hildcard on
Permizzion enabled
SRUE CHHCEL
Enter string, max length = 48 chars
-
verbunden 00:42:53 |puta-Erkenn, (3600 8-1-1 RE - [GROSS - [NOM [aul g
“gbrick_2 - HyperTerminal o =] ]
Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
=R E]
=
HZ38Bis Setup Tool BinTec Communications AG
[IF] [DYHONS] [EDIT] Routerl
Hozt Mame yinccflexiblerouter?, dyndns, org
Interface T_OHLTHE_DSL
Uzer SlemenzRouter
Pazsuord EEEEEEEE
Provider dyndnz
HH
Hildcard on
Permizzion enabled
SAUE CHHCEL
Enter string, max length = 48 chars
-
verbunden 00:42:53 Auto-Erkenn. (3600 8-N-1 RE[GRogE - oM et g
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10 | All the connections created #gbrick_2 - HyperTerminal (ol x|
can be Viewed here. Datei  Bearbeiten  Ansicht  Anrufen  Obertragung 7
D] #|3] =nls]
. . . . — |
Click Exit to go back to the R R O A
main menu. You can save the
change and exit in the main CPUELE B
menu by C.“Cklng. the SaVe a..S Host Hame Interface Permiszion State
boot configuration and exit FRee et vt WMoy s WD < o R e e
link.
DynDHS Provider List:
RO DELETE EXIT
Werbunden 00:04:21 [puto-Erkenn. - [eoo@n-l [RE[EROSS N0 Al
11 | The router is now able to report its new IP address to DynDNS.org via the ISDN
connection.
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Annex

3.1

Annex

Information about IP addressing / IP address classes

IP addresses

IP addresses enable computers and routers to identify a computer's
location easily and to determine the best route to it for the data package.

There are two parts to the IP address:

- a network part which shows where a computer is located (this is
comparable to a city's name and postcode)

- a "computer" or "host" part

(comparable to the street and house number).

Structure of the IP addresses

An IP address comprises 4 octets ("bytes") which are normally shown in
decimal form and are separated by decimal points, (dotted decimal

notation; e.g. 194.62.15.2)

Since the computer's binary function only works internally, only the first two
places (the highest value bits) are of significance to it, in actual fact.

(11000010.00111110.00001111.00000010 — the decimal points are only for
guideline purposes)

These two bits are used to distinguish between the address classes listed

below.

The two parts of the address ("network part" and "host part") are not
assigned permanently (e.g. the first two bytes for the network part and the
last two for the host part), they are variable, depending on the highest value
bits in the highest value byte. Distinctions are made between different
classes of address on the basis of the bit assignment. The table below
shows the different address classes with the associated starting values of

IP address and the division into "network part" and "host part".

Addres Value of the Resulting value Network (N) Number of

s class first bit range of the part / host (H) available
(definition) first byte part computer

(decimal) addresses

Class A OXXX XXXX 0-127 N.H.H.H 16.777.216

Class B 10xX XXXX 128 - 191 N.N.H.H 65.536

Class C 110X XXXX 192 - 223 N.N.N.H 256

Kommunikation Uber 53/60

ISDN Router




Copyright © Siemens AG 2004 All rights reserved
ISDN_mit_Router_e.doc

WinCC_flexible_Fernwartun

9_|

SIEMENS Annex

The address 127.0.0.1

The address 127.0.0.1 plays a special role; by definition, it always serves
as the address of the local/user's own computer.

This address is generally always assigned the name "localhost". According
to the standard, the network 127.x.x.x may not be used.

However, we will use this address when we configure the router with the
setup tool later on. Consequently, 127.0.0.1 can (only) be used to check
the installation of our own computer (layers 3 to 7)!

The subnet mask / Creating subnets

The subnet mask is an internal function in the computer for assigning the
network part and the host part.

It is structured in the same way as an IP address (32 bits or 4 bytes). By
definition, all the bits of the "network part" are to be set to 1 and all the bits
of the "host part" are to be set to 0.

Consequently, this gives rise to the following subnet masks for the address
classes.

Address Subnet mask (binary) Subnet mask
class (decimal)
Class A 11111111.00000000.00000000.00000000 |255.0.0.0
Class B 11111111.11111111.00000000.00000000 |255.255.0.0
Class C 11111111.1211222221.11111111.00000000 |255.255.255.0

This subnet mask (also called the "default subnet mask™) can be
overwritten manually.

This means that the "zeroes" can be replaced by "ones" bit-by-bit. As a
result, individual bits are of relevance to the network (not just whole bytes).
For every bit set to "1", the number of available networks is doubled, and
the number of computers in them is halved.

In your chosen IP address range 192.168.1.0 and subnet mask
255.255.255.0, only 255 addresses can be assigned in the LAN. If you set
some of the bits in the last byte to 1 as well, this range is restricted further.
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Addresses for private networks (private IP addresses)

Three addresses or address classes have been reserved for use in private
networks; they are never assigned on the public Internet. The addresses /
address ranges in question are as follows:

Range Address class
10.x.X.X = one class A address
from 172.16.x.x to 172.31.x.x =16 class B addresses
192.168.x.x = 256 class C addresses

These addresses are not assigned on the Internet and are, therefore, not
routed either; as a result, they are not visible there. This means that they
can be used as often as you wish for company networks.

Following this brief excursion, we will continue with the basic configuration
of the router.

You can also find the following entry on the Internet at
www4.ad.siemens.de; Entry ID: 2073614

Guidelines for the award of IP addresses and subnet masks in TCP/IP
networks.
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4 Glossary

Table 4-1

No. Abbreviation

Description

1 ADSL

Stands for Asymmetric Digital Subscriber Line.

ADSL supports the use of the infrastructure in the existing phone
network for broadband utilities. Additional data for Internet utilities is
transmitted on the copper two-core conductors of the analog and
digital telephone lines (POTS or ISDN) in the case of ADSL. For this
purpose, the spectrum of frequency used by ADSL is divided into
several sections. This enables the telephony and data signals to be
transported side-by-side between the subscriber's line and the local
exchange. There is a splitter on either side to separate and combine
the signals.

In ADSL, the maximum transmission rate that can be achieved is
asymmetric in both directions, upstream and downstream. ADSL
supports upstream transmission of up to 1.5 MBit/s and downstream
of up to 8 MBit/s. However, as the transmission rate which can be
achieved drops significantly the further apart the local exchange and
subscriber are, these values cannot be achieved in practice for the
majority of lines.

The asymmetric DSL variants, in which there is a speed of up to 256
kBit/s available for upstream and up to 3 MBit/s available for
downstream, are particularly suitable for private users and small
businesses who do not wish to make large volumes of frequently
requested Internet content available on their PC for other users.

2 BBAE

Abklrzung fur Breitband-Anschlusseinheit
(engl. Broadband Access Equipment).

The BBAE represents a subscriber's physical terminal to a line that is
used for broadband. It separates the provider network from the
subscriber line cable and conditions the signals for transmission via
the connection element.

In the case of ADSL connections, the BBAE generally also features

the splitter that separates the broadband and narrow band signals
from one another and combines them again.

3 CAPI

Stands for Common Application Programming Interface.

A standardized software interface for communication between
software and hardware.

CAPI is the name of a program which is supplied with an ISDN card
and which is used to activate it. Other programs that wish to transmit
data via the card only have to pass this data on to the CAPI driver.

4 DSL

Stands for Digital Subscriber Line.

DSL technology enables data transmission to be accelerated
substantially via conventional phone lines, making it especially
suitable for high-speed Internet use. ISDN services or analog
telephony continue to run undisrupted on the same line. The high
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transmission rates are achieved by enlarging the frequency range
used. For example, ADSL supports transmission rates of up to 8
MBit/s. Lines with capacities of 768 kBit/s are very common.

The name DSL represents a whole family of technologies that are
combined under the collective term xDSL. In Germany, lines for
private customers are mainly offered with asymmetric DSL (ADSL)
and single pair DSL (SDSL) technologies. ADSL, which is much more
common, transmits the Internet data in the existing telephone network
above telephony frequencies between 138 and 1,104 kHz. For
example, ADSL is also the basis for the T-DSL product offered by
Deutsche Telekom AG.

5 DynDNS

The term DynDNS stands for dynamic DNS and is meant to indicate
that you as the customer can enter the IP address belonging to a
name in the DNS server yourself.

The partner's IP address is contacted, and the connection is
established. However, since fixed IP addresses are expensive, most
users connect to service providers and are assigned a dynamic IP
address.

This changes every time you connect (hence the term dynamic),
making it impossible to locate a partner with a dynamic IP address.
DynDNS servers on the Internet offer assistance in this respect. They
enable partners to be located despite their dynamic IP address. If the
partner is known, i.e. if its IP address is known, there is nothing to
prevent communication. In the interests of security, communication
with the partner can be encrypted with the aid of IPSec, for example,
in a second step.

6 IPsec
(Internet Protocol
Security)

IPSec is a protocol that can be used to establish a secure IP
connection.

A distinction is made between two modes:

1. Tunnel mode
The entire IP package is encrypted in this mode. Tunnel mode is
primarily used to transmit data between two company locations or
between a private PC and a company network (to enable staff to
work from home, for example) via the Internet secure from
monitoring (VPN).

2. Transport mode
Here only the data part is encrypted. This is used to transmit
critical data, e.g. in passwords.

7 ISDN

Stands for Integrated Services Digital Network.

The striking feature of ISDN phone lines is that there are at least two
basic access channels (B-channels) available for use simultaneously.
This means that a subscriber is contactable by phone whenever it is
online or sending a fax. It also supports two parallel phone calls from
one line. In addition, higher transmission rates are possible than with
an analog line. Each B-channel can transmit 64 kBit/s, i.e. the two
together support 128 kBit/s.

ISDN digital transmission and switching technology supports diverse
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forms of communication on the phone line such as telephony, faxing
or Internet connections.

ISDN continues to use the cabling from the previous analog telephone
network in order to connect the customers to the exchange. However,
ISDN technology uses this with much greater efficiency and flexibility.
Connections can be established more quickly, speech quality is much
improved, and not only is data transmission is quicker, it is also
extremely reliable thanks to error correction.

8 NTBA

Stands for Network Termination Basic Rate Access.

The NTBA forms the network termination to the public ISDN network.
It converts the signal from the network provider from its two-wire line
(UKO bus) to a four-wire line (SO bus).

The exchange supplies current to the NTBA via the ISDN supply
voltage — the NTBA, in turn, supplies the SO bus. In normal operating
mode, power is also fed to the NTBA via a power supply unit. In this
mode it can supply up to four terminals which are connected to the SO
bus and which do not possess a power supply of their own.

If the NTBA is operated without an additional power supply unit or if
the power supply fails, the NTBA uses the network provider's ISDN
supply voltage in order to operate on standby.

9| Port Forwarding

Port forwarding is a technology which supports the mapping of ports
to IP addresses in NAT networks (Network Address Translation), i.e. if
router ports have to be forwarded permanently to a specific IP
address. This mapping technology is a function offered by many of the
current DSL routers. For this purpose, the advanced settings for the
router generally include a table in which a port that has to be mapped
is permanently allocated to a specific local IP address.

10 Routers

Routers are first and foremost hardware devices or software programs
that can be used to connect one or more computers or whole
networks to other networks.

The router acts as the control center in order to forward connection
requests to the required network or the service.

In addition to their basic functionality, hardware routers and, in
particular, the current ISDN or DSL routers possess DHCP services or
servers which can be used to manage address allocation and control
centrally. Depending on the settings, IP addresses can be supplied in
this way to whole networks, which is beneficial to inexperienced users,
in particular.

11 Splitters

Splitters

In ADSL lines, the splitter divides the incoming signal from the
provider network into the broadband ADSL signal and the narrow
band ISDN signal or analog telephone signal. For transmission in the
opposite direction, the two parts of the signal are combined to
facilitate simultaneous transmission via the subscriber line.

The splitter is frequently contained directly in the broadband access
equipment (BBAE).

Kommunikation tber
ISDN Router

58/60




Copyright © Siemens AG 2004 All rights reserved

WinCC_flexible_Fernwartun

ISDN_mit_Router_e.doc

9_|

SIEMENS

12

TCP

TCP, which stands for Transmission Control Protocol, is an important
component of the TCP/IP protocol. It is based on connections and
requests receipt of confirmation for every package sent.

13

TCP/IP

TCP/IP stands for Transmission Control Protocol/Internet Protocol.
This generally refers to the whole family of protocols. It was developed
to facilitate connection between computers in different networks.
Nowadays TCP/IP is used in many LANs (Local Area Networks) and
is the basis for the world wide web.

14

T-DSL

Deutsche Telekom has been offering DSL lines under the name T-
DSL since the late 90s. T-DSL is the most commonly used variant of
DSL, which also makes it the most common type of broadband
Internet access in Germany. Deutsche Telekom is not the only
organization which offers T-DSL access to the Internet via its
subsidiary T-Online, this is also available from a relatively large
number of resellers. However, they all use Deutsche Telekom
infrastructure to establish the physical link to the customer. The
remaining providers primarily use their own versions of ADSL or else
SDSL, although this works symmetrically and supports data rates of
up to 2.3 MBit/s.

15

VPN
(Virtual Private
Network)

Company employees can use a Virtual Private Network (VPN) to
connect to the company network (Intranet) from home or from
locations outside the company via the Internet. A number of company
sites can also be linked this way.

The advantage of this is that there is no need for modem links or
leased channels, simply a connection to the Internet. The employee
connects to the Internet first of all. An encrypted channel (tunnel) is
then established between the VPN client and VPN server. Following
authentication via user name and password or public key/certificate,
an encrypted IPSec tunnel is set up via which data can be transmitted
without risk of being monitored.

16

WAN

The term WAN (Wide Area Network) refers to networks which transmit
data over a larger distance than a LAN (Local Area Network).
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5 Warranty and Support

No liability is accepted for the foregoing or following internal Siemens
information.

A&D accepts no liability, regardless of the legal grounds, for damages
arising from the use of the examples, tips, programs, configuration and
performance data, etc. described in Expert Communications, apart from the
statutory liability accepted, for example, for damage to items used for
personal purposes, personal accidents or for malicious intent or gross
negligence.
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