
 
 
 
 
 
 

Communication via a DSL Router Issue 12/04 

Remote Maintenance with WinCC flexible   
Communication via a Wide Area Network (WAN) 
 

 



 
Foreword

  
 

Foreword 

 
This document describes a possible means of connecting a PC to the wide 
area network (WAN) via a DSL router. 
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Foreword

  
 

Disclaimer / Liability 
Siemens AG accepts no liability, regardless of the legal grounds, for 
damages arising from the use of this entry, apart from the statutory liability 
accepted, for example, for damage to items used for personal purposes, 
personal accidents or due to malicious intent or gross negligence. 

Warranty 
The entries relate to selected suggested solutions for queries with complex 
tasks which have been dealt with in Customer Support. We also wish to 
point out that current technology not does permit us to exclude the 
possibility of errors in software programs taking all application conditions 
into account. The entries have been compiled to the best of our knowledge. 
We cannot agree to accept any liability over and beyond the standard 
warranty for class C software in accordance with our "General Terms and 
Conditions for the Transfer of Software Products for Automation and Drive 
Technology". The programs are available on the Internet under individual 
licenses. They are non-transferable. 
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1 Operator panel in communication via a DSL router 

1.1 Overview 

 

 
Fig. 1-1 /  Fig. 1-2 
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1.1.1 Structure of the link via a DSL router 

Overview: Panel  Exchange 

 
Fig. 1-3 
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1.1.2 Hardware used 

Table 1-1 

Hardware Manufacturer Other details 

Router X2300is BinTec  
 

The modern generation 
of routers also supports 
externally connected 
analog modems.  

Telephone cable Standard cable Included with the BBAE 
Uncrossed Ethernet 
cable 

Generally included with 
the router 

Splitter <--> Router  

Uncrossed Ethernet 
cable 

Included with the router Router <--> PC/Panel 
 

Serial cable  for configuring the router 
 

1.1.3 Software used 

Table 1-2 

software Manufacturer Other details 

BRICKware BinTec  
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1.2 Installation und Konfiguration der DSL Verbindung über Router 

Only BRICKware is required for configuring the BinTec router that is used 
by us. The BRICKware software is supplied on a CD and has to be installed 
on the PC. 
Note: 
Depending on your PC settings, setup starts automatically or when 
"Setup.exe" which is contained on the CD is started manually. 

There is no need to install the whole package.  
 

 
Table 1-3 

No. Action Note 

1 After the CD is inserted, the 
following window appears in 
which you select the required 
installation language and start 
the BRICKware installation 
procedure 

2 Welcome….. 
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3 The installation of the software 
starts by selecting the 
destination folder. 

4 Select the individual 
components. 

 
 

5 Note: 
If you are configuring a router for the first time as a beginner, we would advise you to 
install all the administration tools. 
In the case of professional routers, complete configuration is generally only possible with 
all the available tools. 
(For example, you require HyperTerminal and a TFTP server for firmware updates). 
 
Each tool performs one function. 
The configuration wizard only helps you to create a basic configuration. See section 2 for 
further settings 
 
You can use the Configuration Manager to refine your basic configuration. This is not 
described in any further detail in this document.  
 
The DIME tools contain a TFTP server and further tools for editing your router's settings, 
(for example, BootP)  
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Using the DIME tool Syslog Daemon, you can have LOG files created of your 
configuration, facilitating diagnostics later on in the event of an error.  
 

6 The following screenshots only 
show the remainder of the 
installation. After entering the 
serial number, you only need 
to click Next to confirm. 

7 Click Next to confirm. 

8 Setup status. 
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9 After you restart your PC, the 
configuration wizard opens 
automatically. Use it to 
configure the router for its first 
use via the serial cable 
(supplied). 
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10 Note: 

Only use this basic configuration for an initial function test, not for permanent operation. 
The basic configuration does not protect your local network. 
 
You can extend this configuration without any problem in the router with the configuration 
wizard that is already installed. 
BinTec also enables the router to be configured with the aid of the HyperTerminal. 
 

11 Configuration wizard 

12 Select Expert mode when 
creating the basic 
configuration. 
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13 You can choose between 
creating a configuration file 
offline or performing the 
configuration directly. 

14 Note: 
The offline configuration file can be transferred to the router later on with the aid of the 
configuration wizard or to the HyperTerminal together with a TFTP server. If you use the 
wizard to transfer the file, you have to perform all the installation steps once again. 
However, your settings have already been performed and saved.  
Transferring the configuration via the TFTP server is explained later on in this FAQ. 

15 First of all select your router 
and then specify the path and 
name of the backup file. 
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16 The following configuration 
options should be enabled to 
allow you to access the 
Internet from the local network:
• Basic configuration 
• Link to Internet 
• Link to company Intranet  
 
The link to the company 
Intranet is required for router-
to-router coupling.   

17 Configuration wizard 
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18 In the dialogs which follow, 
specify the basic data for your 
network in order to give the 
router unique identification. 
 
The name of the router must 
be unique. 
It is used for identification 
purposes if there is more than 
one router combined within a 
company Intranet. 

19 In the basic configuration you 
can retain the proposed IP 
address or adapt it to suit your 
existing network. 
 
It is always advisable to 
choose the last address in an 
IP band so as to avoid having 
to change the configuration 
later on if the network is 
extended. 
 
The annex contains the 
principles for awarding IP 
addresses. 
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Table 1-4 

No. Action Note 

20 The router can be configured as a DHCP server in the figure below. The IP addresses 
would then be distributed automatically to all the subscribers in your LAN in the IP band 
defined by you. 
To enable you to contact the subscribers in your network by name afterwards, you will 
require a DSN server that performs the name resolution for you. 
Only one list of names can be created in the BinTec router that is used by us; assign a 
permanent IP address to every computer name on the list. 
Every time the computer name is identified by the router, it assigns the same IP address. 
If there is a DNS server installed on a computer in the network, you have even more 
options for name resolution during configuration. 

21 Only permanently assigned IP 
addresses are used for the 
LAN in this example. 
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22 No settings have to be 
configured in the dialogs 
below. 
Name resolution does not take 
place. 
Click Next to continue. 

23 Click Next to continue. 
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24 Click Next to continue. 
 

25 The NetBIOS filter used here 
saves you unnecessary 
Internet costs that can result 
from configuration errors or 
from applications either. 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

Kommunikation über 
DSL Router 

 17/60

 



 
Operator panel in communication via a DSL router 

  
 

26 Logging to the router. 
Click Next to continue. 

27 The installation software for 
the BinTec router includes 
tools that enable you to 
monitor all the processes on 
the router. 
In the query below, either an 
individual PC or a whole 
network is enabled for 
monitoring. 
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28 The BinTec router also 
supports external access. 
Different passwords can be 
assigned in the dialog for 
different applications. 
The Permit ISDN login 
enables you to connect to the 
router from an external PC 
using Telnet software and to 
change the settings. 
The connection is established 
using one of the passwords 
that are used in the dialog. 

29 The phone number entered 
here is used later to call the 
router from an external phone 
line or from the company 
network router. 

30 Lists can be entered later on in the router that can be used to decide whether the caller is 
authorized to access the LAN. 
Phone number identification also has special significance in the case of the VPN 
connection, which is explained later. 
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31 No charges have been 
recorded in this example 
because they may also be 
dependent on the time of day 
and may, therefore, be 
imprecise. As you can tell from 
the note in this dialog, the 
router disconnects again after 
a defined period of time in 
order to avoid unnecessary 
costs. 
This setting only takes place 
once you have set up your 
Internet access data and can 
be changed at any time via the 
setup tool or configuration 
manager. 

32 Default user account 
Click Next to continue. 
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33 The CAPI services operate via 
the phone number that you 
assigned to your router 
beforehand.. 

34 Click Next to continue. 

35 With the steps that have been carried out up to now, a basic configuration has been 
created which mainly relates to the LAN. 
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36 To enable you to access the 
Internet or another partner 
network from your system, the 
steps described now must also 
be processed for setting up 
Internet and company Intranet 
access. 

37 The best known Internet 
service providers are already 
included in the software and 
can be selected without any 
restriction. 
 
In this case access is selected 
via Deutsche Telekom AG. 
 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

Kommunikation über 
DSL Router 

 22/60

 



 
Operator panel in communication via a DSL router 

  
 

38 Select DSL under Network. 
 
 

39 Note: 
 
If your router supports access via both options (ISDN and DSL), only configure one 
connection in this basic configuration for the time being; the second connection can be 
added later on using the setup tool. 
The advantage of this configuration is that if one of the connections fails, the router can 
establish a backup connection, thus achieving greater security (this is mainly 
recommended in non-industrialized countries). 
 
Über eine ISDN Verbindung können Sie sich über die Telefonnummer oder IP-Adresse 
identifizieren, ohne dass der Router dauerhaft im Internet ist. 
 
Note about the phone number: 
The phone number for the T-Online server is 0191011.  
When accessing via an extension, the phone number must be preceded by the exchange 
connection number (generally a zero).  
In the case of ISDN, you simply need to prefix the number (or exchange line access 
character), for example 00191011..  
  
Tip: 
The latest generation of routers also supports the connection of an analog modem using a 
serial cable that is available from BinTec. 
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40 Now enter your T-Online 
access data. 

 
41 Note about DSL: 

 
If you use T-DSL, under normal circumstances, e.g. creating an Internet connection, you 
have to write the line identification (12-digit) + T-Online number (generally 12-digit) + co-
user number (always 0001 for the main user) in consecutive order without spaces and add 
the ending "@t-online.de". 
 
This does not apply in the configuration of the router because the configuration wizard 
combines the data correctly and also adds the ending when the T-DSL settings are 
configured. 
 
The access data can be checked later on with the setup tool or the configuration manager.
 
Your user name could then look like this:  
00012345678906112345678#0001@t-online.de 
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42 We do not use data 
compression because it 
always has to be supported by 
all the subscribers. 
Information about which 
subscriber supports this is not 
always available. Therefore, it 
is safer to avoid compression. 
 
 

43 The final step in configuring 
the Internet connection is to 
specify the shorthold time. 
As described in this figure, the 
DSL connection is disabled if 
there has been no data 
transfer for this period of time. 
 

44 Note: 
Check the Internet traffic. 
 
Some programs create connections to the Internet and don't disconnect again 
independently. You can incur considerable costs as a result. 
There are freeware tools available on the Internet for checking which applications on your 
PC are still active. Search Google, for example, for  
"Active Ports".   
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45 This concludes the setting up 
of the Internet connection. 
Click Next to continue. 

46 Click Next to continue. 
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47 First of all enter the name 
(Partner Name) of your 
company Intranet partner and 
its phone number. 
The router offers you several 
possibilities for identification 
that cannot all be configured 
with the wizard. 
 
 
 
Click Next to continue. 
 

48 The local data is used, on 
again, for identifying each 
other. 
Bear in mind that this is case-
sensitive; identification cannot 
take place otherwise. 
 
 
 
Click Next to continue. 
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49 The main reason to call back 
an ISDN partner is to share 
the costs. 
The advantage of this is that 
you can use a router in your 
network as a company 
switchboard and, thus, only 
incur Internet costs there too. 
 
Note: 
We don't want to lead you to 
believe at this stage that 
routers can only connect to 
one another via an ISDN line. 
The BinTec setup tool, which 
is explained later on, can be 
used to prioritize the DSL or 
ISDN connections, which are 
defined in your router, in a list. 
Example:  
The WAN partner is dialed via 
ISDN, and communication 
takes place via DSL, which is 
faster. 
 
Click Next to continue. 

50 Your router now still requires 
details about your partner's 
local network. 
Go to Add… and then enter 
your partner network's starting 
IP address and the subnet 
mask belonging to it. 
If you have more than one 
partner network, they can be 
specified now or added later 
on using the setup tool. 
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51 Routing destination. (Partner 
network) 

52 Overview of the partner 
network connection that you 
have created. 
 
Click Next to continue. 
 

53 Every time you connect to the ISP, the router is assigned a new, unknown IP address. 
Therefore, it would make sense to register the router as a domain with a Dynamic DNS 
Provider, e.g. DYNDNS.ORG. 
This enables you to contact your partner router via a name. 
 
An example of this is an unprotected external connection to a display unit via port 
forwarding. 
In this case you can simply specify the name of your router in the network and the 
corresponding port number in order to reach your device.  
(for example, http://router1.dyndns.org:<port number>) 
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54 After registering your router 
with a Dynamic DNS Provider, 
click Add… to add the domain 
name. 

55 Domain name entry. 

 
56 Overview of the domain name.

 
Click Next to continue. 
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57 No changes have been made 
to the dialog shown here. 
 
Using the setup tool, it is 
easier to specify which 
connections are permissible 
and what the router being 
used by you is meant to log. 
 
Click Next to continue. 
 

58 We don't use data 
compression or the data 
encryption that is shown here. 
 
Encryption, using VPN IPSec, 
for example, can be configured 
later on using the BinTec 
setup tool. 
 
Click Next to continue. 
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59 Finally, specify the shorthold 
time again. 
 
Click Next to continue. 
 

60 This concludes the 
configuration. All you have to 
do now is save the settings. 
 
Click Next to continue. 
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61 Please specify where to save 
the configuration and click 
Finish to confirm. 
 
If you selected the direct 
configuration option at the 
start, transmission to the 
router commences now. 

62 The basic configuration is now 
complete. 
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2 Specific Settings 

The basic configuration that has been set up for your router does not 
provide convenient Internet access from the local network or external 
access to the LAN. If extra security measures are required, additional 
configurations need to be defined. 

The configurations that are required now are no longer possible with the 
configuration wizard; they can be extended now using the BinTec setup tool 
that has been mentioned repeatedly. 

This tool isn't an application on your computer, it is a program which is run 
directly on the router. 
The connection to your router is established via a serial cable (supplied) 
and can also be created later on via the Internet. 
The advantage of configuration via the Internet is that changes can be 
made without having to go to the system. 

The settings listed below are covered in the following sections: 
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• Configuring a DNS server utility for accessing the Internet. 

• Configuring the Telnet service and the Internet Control Message 
Protocol (ICMP) 

• Configuring a DNS account for convenient access to the local area 
network (LAN). 

There are individual documents available on 

• Accessing panels in a local network with the aid of port forwarding. 

• Connecting two LANs on the basis of a virtual private network (VPN). 

gibt es jeweils ein einzelnes Dokument. 
To read about this, please refer to the main document, Entry ID: 
19865167. 
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2.1 Configuring a DNS server utility 

Table 2-1 

No. Action Note 

1 The BRICKware from BinTec 
that is already installed 
contains two default 
connections to your router. 
Depending on the COM port 
being used, now select a 
connection; the Windows 
HyperTerminal opens. 
 
Start > Programs > 
BRICKware > Device at 
COM1 

2 HyperTerminal 
Press ENTER to continue. 

3 After you press Enter to 
confirm, a login prompt 
appears in which you enter the 
user data that is defined in 
your basic configuration. 
Enter admin as the login, for 
example, followed by Enter 
and then the relevant 
password. 

4 Following login, enter setup. 
This takes you to the setup 
tool. 
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5 To give all subscribers 
convenient access to the 
Internet in their local network 
via the router, a setting is 
required first of all, which gives 
the local network access to 
your ISP's DNS server. 
In order to do this, open the IP 
menu. 

6 Select the DNS dialog. 

7 Change the Overwrite Global 
Nameservers setting to yes. 

8 Any of the subscribers in your network can be assigned the IP address of the router as a 
DNS server. It forwards web requests from the local computers to your Internet Service 
Providers (ISP's) DNS server. 
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Click Save to save the setting and Exit to go back to the main menu.  
9 This is how an example for 

one of your devices may look. 
 
192.168.2.254 is the router's 
IP address. 
This is entered as a standard 
gateway and as a preferred 
DNS server. 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

 

Kommunikation über 
DSL Router 

 37/60

 



 
Specific Settings

  
 

2.2 Configuring the Telnet service and the ICMP  

Telnet:  This service enables you to configure the router via the Internet. 
Telnet is a Windows component. 

ICMP: With the Internet Control Message Protocol (ICMP) only the router's 
external IP address is known on the Internet.  

 
Table 2-2 

No. Action Note 

1 The BRICKware from BinTec 
that is already installed 
contains two default 
connections to your router. 
Depending on the COM port 
being used, now select a 
connection; the Windows 
HyperTerminal opens. 
 
Start > Programs > 
BRICKware > Device at 
COM1 

2 HyperTerminal 
Press ENTER to continue. 

3 After you press Enter to 
confirm, a login prompt 
appears in which you enter the 
user data that is defined in 
your basic configuration. 
Enter admin as the login, for 
example, followed by Enter 
and then the relevant 
password. 
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4 Following login, enter setup. 
This takes you to the setup 
tool. 

5 Select the IP option. 

6 Open the Network Address 
Translation dialog. 
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7 The first step involves blocking 
the router for external 
requests. 
This takes place via Network 
Address Translation (NAT). 
 
Press ENTER to open the 
Internet connection which you 
have created. 
 
 

8 Enable NAT (on) to prevent 
access to the connection 
behind the router. 
 
To enable the router to be 
maintained via the Internet, set 
up access via Windows Telnet 
in the next dialog. In this dialog 
you can additionally specify 
whether or not the router 
should answer ping requests. 

9 Open the requested from 
OUTSIDE dialog. 
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10 If no entries were defined 
during the basic configuration, 
click ADD to add the entry 
telnet. 
 
This service enables you to 
configure the router via the 
Internet. 
Telnet is a Windows 
component. 
You can start Telnet via Start 
> Run…>. 
können Sie Telnet starten. 
 
Sample input: 
telnet router.dyndns.org or  
telnet 207.68.83.37 
 
You can call Telnet in 
conjunction with the router 
name or with the router IP 
address. 

11 Adding telnet. 
 
Copy the settings from the 
dialog 
 
Click Save to exit the dialog. 

12 Click ADD to define further 
entries. 
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13 Adding ICMP. 
(Internet Control Message 
Protocol) 
With this protocol, you only 
reveal the router's external IP 
address on the Internet. 
 
Copy the settings from the 
dialog 
 
Click Save to exit the dialog. 

14 Overview of the services 
created. 
 
Click Exit to go back to the 
main menu. You can save the 
change and exit in the main 
menu by clicking the Save as 
boot configuration and exit 
link. 

15 Note: 
 
The Telnet entry is responsible for communication with your router via the external IP 
address or name (DYNDNS account) on the Internet; this can be configured after entering 
the user ID. 
The internal IP address is set to 127.0.0.1, corresponding to the address of a loop back to 
itself. 
The internal mask of 255.255.255.255 indicates that the router is the host. 
The ICMP entry only discloses the router's external IP address, it does not disclose any 
internal IP addresses. 
This is also brought about once again by the internal loop back, irrespective of which 
external subscriber submits the request. 
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2.3 Configuring a DNS account  

A DNS account provides convenient access to the local area network 
(LAN). 

DynDNS (Dynamic Domain Name System) supports the dynamic 
adaptation of the WAN IP address to a domain name, thus enabling a 
web/FTP/ e-mail server to be operated on the WAN side without a 
permanent IP address. 

DNS (Domain Name System) is a hierarchical system for managing host 
names and IP addresses. This is used to specify a remote system by name 
and not by its IP address as names are easier to remember. N.B. The term 
domain in DNS has nothing to do with a Windows NT domain. 

 

2.3.1 Creating a DNS account  

You can create a DynDNS account with several providers. 
Wir wählen für unsere Beschreibung den Anbieter DynDNS.org. 

The dynamic Domain Name Service (DNS) enables you to contact your 
router on the Internet using a permanent name. 

The router is connected to the WWW (world wide web) at least once a day 
via the Internet service provider (ISP). It is assigned a new IP address 
every time by the Internet service provider (ISP). 

This new address is then reported back to DynDNS.org by the router 
enabling the name resolution function to work. 

Note: 
The first time your router is connected to the Internet, a delay (of up to 3 
minutes) may occur until the new IP address is registered with 
DynDNS.org. 
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Table 2-3 

No. Action Note 

Start the Internet Explorer and point your browser to www.dyndns.org/
 

1 

 
Click Sign up Now to register. 
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Note the following things on this page: 
 

• Define your personal user name 
• Enter your e-mail address 
• Define your password 

 
Note: 
If you create more than one DynDNS account, they must have different names and e-mail 
addresses. 
You can register several devices under one account. You do not need to have several 
accounts. 

2 

 
Click Create Account to confirm your entries. 
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You then receive confirmation by e-mail, and a confirmation dialog appears on this 
website. 
 
Following login, click the Services tab and select the Dynamic DNS link. 

3 
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You can define your router's data under Add Host. 4 
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Keep a record of the data selected by you. This is required later on during router 
configuration. 
 

5 

6 If you have configured the right settings in the router, the router transmits its present IP 
address to DynDNS.org. It can then always be contacted by name. 
For reasons of security the router is disconnected from the ISP once a day and then 
reconnects. 
When this happens, the router is always assigned a new IP address which it, in turn, 
reports to DynDNS.org. 
This refresh process can last up to 5 minutes although it generally only takes a few 
seconds. 
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2.3.2 Router settings 

 
Table 2-4 

No. Action Note 

1 The BRICKware from BinTec 
that is already installed 
contains two default 
connections to your router. 
Depending on the COM port 
being used, now select a 
connection; the Windows 
HyperTerminal opens. 
 
Start > Programs > 
BRICKware > Device at 
COM1 

2 HyperTerminal 
Press ENTER to continue. 

3 After you press Enter to 
confirm, a login prompt 
appears in which you enter the 
user data that is defined in 
your basic configuration. 
Enter admin as the login, for 
example, followed by Enter 
and then the relevant 
password. 
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4 Following login, enter setup. 
This takes you to the setup 
tool. 

5 Connect to your router once 
again via the serial connection 
and start the setup tool. 
 
Start > Programs > 
BRICKware > Device at 
COM1 
 
In the setup tool, go to the IP 
option. 

6 Select the DynDNS entry in 
the next dialog.  
 
Open this entry in order to 
save the DynDNS account in 
the router. C
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7 Click ADD to create a new 
entry. 
If you have configured several 
interfaces to the Internet, an 
entry must be created for each 
one. 
 
Der von uns gewählte BinTec 
Router kann so konfiguriert 
werden, dass bei Ausfall der 
DSL Leitung automatisch eine 
ISDN Verbindung aufgebaut 
wird. 
Consequently, we require an 
entry for both connections. 

8 Creating an ISDN connection. 
 
Click SAVE to save the 
settings. 
 
 

9 Click ADD to create further 
connections.   
 
Creating a DSL connection. 
 
Click SAVE to save the 
settings.  

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

Kommunikation über 
DSL Router 

 51/60

 



 
Specific Settings

  
 

10 All the connections created 
can be viewed here. 
 
Click Exit to go back to the 
main menu. You can save the 
change and exit in the main 
menu by clicking the Save as 
boot configuration and exit 
link.  
 

11 The router is now able to report its new IP address to DynDNS.org via the ISDN 
connection. 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

 

 

 

 

 

 

Kommunikation über 
DSL Router 

 52/60

 



 
Annex

  
 

3 Annex 

3.1 Information about IP addressing / IP address classes 

IP addresses 
IP addresses enable computers and routers to identify a computer's 
location easily and to determine the best route to it for the data package. 

There are two parts to the IP address: 

- a network part which shows where a computer is located (this is 
comparable to a city's name and postcode) 

- a "computer" or "host" part  

 (comparable to the street and house number). 

 

Structure of the IP addresses 
An IP address comprises 4 octets ("bytes") which are normally shown in 
decimal form and are separated by decimal points, (dotted decimal 
notation; e.g. 194.62.15.2) 

Since the computer's binary function only works internally, only the first two 
places (the highest value bits) are of significance to it, in actual fact. 
(11000010.00111110.00001111.00000010 – the decimal points are only for 
guideline purposes) 

These two bits are used to distinguish between the address classes listed 
below.  

The two parts of the address ("network part" and "host part") are not 
assigned permanently (e.g. the first two bytes for the network part and the 
last two for the host part), they are variable, depending on the highest value 
bits in the highest value byte. Distinctions are made between different 
classes of address on the basis of the bit assignment. The table below 
shows the different address classes with the associated starting values of 
IP address and the division into "network part" and "host part". 

 

C
op

yr
ig

ht
 ©

 S
ie

m
en

s 
A

G
 2

00
4 

A
ll 

rig
ht

s 
re

se
rv

ed
 

W
in

C
C

_f
le

xi
bl

e_
Fe

rn
w

ar
tu

ng
_D

S
L_

m
it_

R
ou

te
r_

e.
do

c 
  

Addres
s class 

Value of the 
first bit  

(definition) 
 

Resulting value 
range of the 

first byte 
(decimal) 

Network (N) 
part / 
Host (H) part 

Number of 
available 
computer 
addresses 

Class A 0xxx xxxx 0 - 127 N.H.H.H 16.777.216 
Class B 10xx xxxx 128 - 191 N.N.H.H 65.536 
Class C 110x xxxx 192 - 223 N.N.N.H 256 
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The address 127.0.0.1 
The address 127.0.0.1 plays a special role; by definition, it always serves 
as the address of the local/user's own computer. 
This address is generally always assigned the name "localhost". According 
to the standard, the network 127.x.x.x may not be used. 
However, we will use this address when we configure the router with the 
setup tool later on. Consequently, 127.0.0.1 can (only) be used to check 
the installation of our own computer (layers 3 to 7)! 

The subnet mask / Creating subnets 
The subnet mask is an internal function in the computer for assigning the 
network part and the host part. 
It is structured in the same way as an IP address (32 bits or 4 bytes). By 
definition, all the bits of the "network part" are to be set to 1 and all the bits 
of the "host part" are to be set to 0. 
Consequently, this gives rise to the following subnet masks for the address 
classes. 
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Address 
class 

Subnet mask (binary) 
 

Subnet mask 
(decimal) 

Class A 11111111.00000000.00000000.00000000 255.0.0.0 
Class B 11111111.11111111.00000000.00000000 255.255.0.0 
Class C 11111111.11111111.11111111.00000000 255.255.255.0 

 

This subnet mask (also called the "default subnet mask") can be 
overwritten manually. 
This means that the "zeroes" can be replaced by "ones" bit-by-bit. As a 
result, individual bits are of relevance to the network (not just whole bytes). 
For every bit set to "1", the number of available networks is doubled, and 
the number of computers in them is halved. 

In your chosen IP address range 192.168.1.0 and subnet mask 
255.255.255.0, only 255 addresses can be assigned in the LAN. If you set 
some of the bits in the last byte to 1 as well, this range is restricted further. 
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Addresses for private networks (private IP addresses) 
Three addresses or address classes have been reserved for use in private 
networks; they are never assigned on the public Internet. The addresses / 
address ranges in question are as follows: 

 

Range Address class 
10.x.x.x = one class A address 
from 172.16.x.x   to  172.31.x.x = 16 class B addresses 
192.168.x.x = 256 class C addresses 

 

These addresses are not assigned on the Internet and are, therefore, not 
routed either; as a result, they are not visible there. This means that they 
can be used as often as you wish for company networks. 

Following this brief excursion, we will continue with the basic configuration 
of the router. 
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You can also find the following entry on the Internet at 
www4.ad.siemens.de; Entry ID:  2073614: 2073614 finden Sie zusätzlich 
folgenden Beitrag: 

Guidelines for the award of IP addresses and subnet masks in TCP/IP 
networks. 

 

 

 

 

Kommunikation über 
DSL Router 

 55/60

 



 
Glossary

  
 

4 Glossary 

 
Table 4-1 

No. Abbreviation Description 

1 ADSL 
 

Stands for Asymmetric Digital Subscriber Line. 
ADSL supports the use of the infrastructure in the existing phone 
network for broadband utilities. Additional data for Internet utilities is 
transmitted on the copper two-core conductors of the analog and 
digital telephone lines (POTS or ISDN) in the case of ADSL. For this 
purpose, the spectrum of frequency used by ADSL is divided into 
several sections. This enables the telephony and data signals to be 
transported side-by-side between the subscriber's line and the local 
exchange. There is a splitter on either side to separate and combine 
the signals. 
In ADSL, the maximum transmission rate that can be achieved is 
asymmetric in both directions, upstream and downstream. ADSL 
supports upstream transmission of up to 1.5 MBit/s and downstream 
of up to 8 MBit/s. However, as the transmission rate which can be 
achieved drops significantly the further apart the local exchange and 
subscriber are, these values cannot be achieved in practice for the 
majority of lines.  
The asymmetric DSL variants, in which there is a speed of up to 256 
kBit/s available for upstream and up to 3 MBit/s available for 
downstream, are particularly suitable for private users and small 
businesses who do not wish to make large volumes of frequently 
requested Internet content available on their PC for other users. 
 

2 BBAE 
 

Stands for Broadband Access Equipment. 
The BBAE represents a subscriber's terminal connection to a line that 
is used for broadband. It separates the provider network from the 
subscriber line cable and conditions the signals for transmission via 
the connection element. 
In the case of ADSL connections, the BBAE generally also features 
the splitter that separates the broadband and narrow band signals 
from one another and combines them again. 
 

3 CAPI Stands for Common Application Programming Interface. 
A standardized software interface for communication between 
software and hardware. 
CAPI is the name of a program which is supplied with an ISDN card 
and which is used to activate it. Other programs that wish to transmit 
data via the card only have to pass this data on to the CAPI driver. 

4 DSL Stands for Digital Subscriber Line. 
DSL technology enables data transmission to be accelerated 
substantially via conventional phone lines, making it especially 
suitable for high-speed Internet use. ISDN services or analog 
telephony continue to run undisrupted on the same line. The high 
transmission rates are achieved by enlarging the frequency range 
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used. For example, ADSL supports transmission rates of up to 8 
MBit/s. Lines with capacities of 768 kBit/s are very common.  
The name DSL represents a whole family of technologies that are 
combined under the collective term xDSL. In Germany, lines for 
private customers are mainly offered with asymmetric DSL (ADSL) 
and single pair DSL (SDSL) technologies. ADSL, which is much more 
common, transmits the Internet data in the existing telephone network 
above telephony frequencies between 138 and 1,104 kHz. For 
example, ADSL is also the basis for the T-DSL product offered by 
Deutsche Telekom AG. 
 

5 DynDNS The term DynDNS stands for dynamic DNS and is meant to indicate 
that you as the customer can enter the IP address belonging to a 
name in the DNS server yourself. 
The partner's IP address is contacted, and the connection is 
established. However, since fixed IP addresses are expensive, most 
users connect to service providers and are assigned a dynamic IP 
address.  
This changes every time you connect (hence the term dynamic), 
making it impossible to locate a partner with a dynamic IP address. 
DynDNS servers on the Internet offer assistance in this respect. They 
enable partners to be located despite their dynamic IP address. If the 
partner is known, i.e. if its IP address is known, there is nothing to 
prevent communication. In the interests of security, communication 
with the partner can be encrypted with the aid of IPSec, for example, 
in a second step. 
 

6 IPsec 
(Internet Protocol 

Security) 
 

IPSec is a protocol that can be used to establish a secure IP 
connection. 
A distinction is made between two modes: 
1. Tunnel mode 

The entire IP package is encrypted in this mode. Tunnel mode is 
primarily used to transmit data between two company locations or 
between a private PC and a company network (to enable staff to 
work from home, for example) via the Internet secure from 
monitoring (VPN).  

 
2. Transport mode 

Here only the data part is encrypted. This is used to transmit 
critical data, e.g. in passwords. 

 
7 ISDN 

 
Stands for Integrated Services Digital Network. 
The striking feature of ISDN phone lines is that there are at least two 
basic access channels (B-channels) available for use simultaneously. 
This means that a subscriber is contactable by phone whenever it is 
online or sending a fax. It also supports two parallel phone calls from 
one line. In addition, higher transmission rates are possible than with 
an analog line. Each B-channel can transmit 64 kBit/s, i.e. the two 
together support 128 kBit/s. 
ISDN digital transmission and switching technology supports diverse 
forms of communication on the phone line such as telephony, faxing 
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or Internet connections. 
ISDN continues to use the cabling from the previous analog telephone 
network in order to connect the customers to the exchange. However, 
ISDN technology uses this with much greater efficiency and flexibility. 
Connections can be established more quickly, speech quality is much 
improved, and not only is data transmission is quicker, it is also 
extremely reliable thanks to error correction. 
 

8 NTBA  Stands for Network Termination Basic Rate Access. 
The NTBA forms the network termination to the public ISDN network. 
It converts the signal from the network provider from its two-wire line 
(UK0 bus) to a four-wire line (S0 bus). 
The exchange supplies current to the NTBA via the ISDN supply 
voltage – the NTBA, in turn, supplies the S0 bus. In normal operating 
mode, power is also fed to the NTBA via a power supply unit. In this 
mode it can supply up to four terminals which are connected to the S0 
bus and which do not possess a power supply of their own. 
If the NTBA is operated without an additional power supply unit or if 
the power supply fails, the NTBA uses the network provider's ISDN 
supply voltage in order to operate on standby. 
 

9 Port Forwarding 
 

Port forwarding is a technology which supports the mapping of ports 
to IP addresses in NAT networks (Network Address Translation), i.e. if 
router ports have to be forwarded permanently to a specific IP 
address. This mapping technology is a function offered by many of the 
current DSL routers. For this purpose, the advanced settings for the 
router generally include a table in which a port that has to be mapped 
is permanently allocated to a specific local IP address. 
 

10 Routers 
 

Routers are first and foremost hardware devices or software programs 
that can be used to connect one or more computers or whole 
networks to other networks.  
The router acts as the control center in order to forward connection 
requests to the required network or the service.  
In addition to their basic functionality, hardware routers and, in 
particular, the current ISDN or DSL routers possess DHCP services or 
servers which can be used to manage address allocation and control 
centrally. Depending on the settings, IP addresses can be supplied in 
this way to whole networks, which is beneficial to inexperienced users, 
in particular. 
 

11 Splitters Splitters 
In ADSL lines, the splitter divides the incoming signal from the 
provider network into the broadband ADSL signal and the narrow 
band ISDN signal or analog telephone signal. For transmission in the 
opposite direction, the two parts of the signal are combined to 
facilitate simultaneous transmission via the subscriber line. 
The splitter is frequently contained directly in the broadband access 
equipment (BBAE). 
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12 TCP 
 

TCP, which stands for Transmission Control Protocol, is an important 
component of the TCP/IP protocol. It is based on connections and 
requests receipt of confirmation for every package sent. 
 

13 TCP/IP 
 

TCP/IP stands for Transmission Control Protocol/Internet Protocol. 
This generally refers to the whole family of protocols. It was developed 
to facilitate connection between computers in different networks. 
Nowadays TCP/IP is used in many LANs (Local Area Networks) and 
is the basis for the world wide web. 
 

14 T-DSL 
 

Deutsche Telekom has been offering DSL lines under the name T-
DSL since the late 90s. T-DSL is the most commonly used variant of 
DSL, which also makes it the most common type of broadband 
Internet access in Germany. Deutsche Telekom is not the only 
organization which offers T-DSL access to the Internet via its 
subsidiary T-Online, this is also available from a relatively large 
number of resellers. However, they all use Deutsche Telekom 
infrastructure to establish the physical link to the customer. The 
remaining providers primarily use their own versions of ADSL or else 
SDSL, although this works symmetrically and supports data rates of 
up to 2.3 MBit/s. 
 

15 VPN 
(Virtual Private 

Network) 

Company employees can use a Virtual Private Network (VPN) to 
connect to the company network (Intranet) from home or from 
locations outside the company via the Internet. A number of company 
sites can also be linked this way. 
The advantage of this is that there is no need for modem links or 
leased channels, simply a connection to the Internet. The employee 
connects to the Internet first of all. An encrypted channel (tunnel) is 
then established between the VPN client and VPN server. Following 
authentication via user name and password or public key/certificate, 
an encrypted IPSec tunnel is set up via which data can be transmitted 
without risk of being monitored. 
 

16 WAN The term WAN (Wide Area Network) refers to networks which transmit 
data over a larger distance than a LAN (Local Area Network). 
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5 Warranty and Support 

No liability is accepted for the foregoing or following internal Siemens 
information. 

A&D accepts no liability, regardless of the legal grounds, for damages 
arising from the use of the examples, tips, programs, configuration and 
performance data, etc. described in Expert Communications, apart from the 
statutory liability accepted, for example, for damage to items used for 
personal purposes, personal accidents or for malicious intent or gross 
negligence.   
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